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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to asbaread¢curacy of this document, Telit
assumes no liability resulting from any inaccuraae omissions in this document, or from
use of the information obtained herein. The infdiarain this document has been carefully
checked and is believed to be entirely reliablewkler, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the tiglthake changes to any products described
herein and reserves the right to revise this doocdiraed to make changes from time to time
in content hereof with no obligation to notify apgrson of revisions or changes. Telit does
not assume any liability arising out of the appiwa or use of any product, software, or
circuit described herein; neither does it convegrise under its patent rights or the rights of
others.

It is possible that this publication may contairferences to, or information about Telit
products (machines and programs), programmingeisices that are not announced in your
country. Such references or information must notdmestrued to mean that Telit intends to
announce such Telit products, programming, or sesvin your country.

Copyrights

This instruction manual and the Telit products désd in this instruction manual may be,
include or describe copyrighted Telit material, fsuas computer programs stored in
semiconductor memories or other media. Laws inltdlg and other countries preserve for
Telit and its licensors certain exclusive rights foopyrighted material, including the
exclusive right to copy, reproduce in any formtrdisite and make derivative works of the
copyrighted material. Accordingly, any copyrightedaterial of Telit and its licensors
contained herein or in the Telit products descriedhis instruction manual may not be
copied, reproduced, distributed, merged or modifiedany manner without the express
written permission of Telit. Furthermore, the puasé of Telit products shall not be deemed
to grant either directly or by implication, estopper otherwise, any license under the
copyrights, patents or patent applications of Taktarises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) piid described in this instruction manual
may include copyrighted Telit and other 3rd Pamppied computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and other 3rd Party supplied SW certain eswie rights for copyrighted computer
programs, including the exclusive right to copyreproduce in any form the copyrighted
computer program. Accordingly, any copyrighted e other 3rd Party supplied SW
computer programs contained in the Telit produetscdbed in this instruction manual may
not be copied (reverse engineered) or reproduceshynmanner without the express written
permission of Telit or the 3rd Party SW supplieurtRermore, the purchase of Telit products
shall not be deemed to grant either directly oriroplication, estoppel, or otherwise, any
license under the copyrights, patents or patericgiions of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalgeflicense to use that arises by operation
of law in the sale of a product.

_ i
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gntypof Telit and its licensors. It is
furnished by express license agreement only and eaysed only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted mageri®aking unauthorized copies is
prohibited by law. No part of the software or doamtation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or {eded into any language or computer language,
in any form or by any means, without prior writfeermission of Telit

High Risk Materials

Components, units, or third-party products usedhm product described herein are NOT
fault-tolerant and are NOT designed, manufactucedintended for use as on-line control
equipment in the following hazardous environmegtpuiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Airgft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (HighkRistivities"). Telit and its supplier(s)
specifically disclaim any expressed or implied waty of fithess for such High Risk
Activities.

Trademarks
TELIT and the Stylized T Logo are registered indemaark Office. All other product or
service names are the property of their respectumeers.

Copyright © Telit Communications S.p.A. 2011.
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1. Introduction

1.1. Scope
The goal of this document is:
e to describe the system’s architecture (Chapter 2).
 to describe how to setup a secure/unsecure network (Chapter 3.

» to provide the functional description of some use cases of the OnOff cluster
(Chapter 4).

e to describe how to flash Telit modules (Chapter 5).

Please refer to [3] par. IV.2.1 for the Telit serial protocol definition.

1.2. Audience

This document is intended for customers who want to evaluate the Home Automation
Demo based on ZEx1 platform.

1.3. Contact Information, Support

For general contact, technical support, to report documentation errors and to order
manuals, contact Telit Technical Support Center (TTSC) at:

TS-SRD@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:

http://www.telit.com/en/products/technical-support-center/contact.php

For detailed information about where you can buy the Telit modules or for
recommendations on accessories and components visit:

http://www.telit.com

To register for product news and announcements or for product questions contact
Telit Technical Support Center (TTSC).

£
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Our aim is to make this guide as helpful as possible. Keep us informed of your
comments and suggestions for improvements.

Telit appreciates feedback from the users of our information.

1.4. Document Organization

This document contains the following chapters:

“Chapter 1: Introduction” provides a scope for this document, target audience,
contact and support information, and text conventions.

“Chapter 2: Demo Architecture” gives an overview of the features of the product.

“Chapter 3: Steps to Setup a Secure Network” describes in details how to setup a
secure/unsecure ZigBee network.

“Chapter 4: On Off Cluster Usage” describes some use cases of the OnOff cluster

usage.

1.5. Text Conventions

@ Danger - This information MUST be followed or catastrophic equipment failure
or bodily injury may occur.

iz Caution or Warning - Alerts the user to important points about integrating the
module, if these points are not followed, the module and end user equipment
may fail or malfunction.

Tip or Information - Provides advice and suggestions that may be useful when
integrating the module.

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.

. 8 =
o 7, " K ~
. P = L B

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 7 of 64



Telit

HA Switch-Light-HCU Demo User Guide
1vv0301025 Rev.1 - 2012-10-03

1.6. Related Documents
[1] ZE51/61-2.4 RF module User Guide 1vv0300868
[2] SR Manager Tool User Gui 1vv030089!
[3] ZigBee PRO Democase User Guide 1vv0300900

e 4 —
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2. Demo Architecture

The final aim of this demo is to set up an operative network where there are Home
Automation devices that allow to a customized combo device, acting as Coordinator,

to manage their ON Off states. Refer to the combo device residing in the Coordinator
as Switch device.

The Switch device is able to control a remote OnOff Light end device through its

OnOffLightSwitch component, and two HeatingCoolingUnit (HCU) end devices
through the OnOffSwitch component.

The devices involved in the demo are shown in the following figure.

Switch
(Coordinator)

OnOff OnOff

Light Switch
Switch

1

|

!

|

!

! ~
1l ~
1

'

1

|

[

|

el v A
OnOff Light Heating Cooling Heating Cooling
(End Device) Unit 1 Unit 2
(End Device (End Device)

Figure 1. Device Architecture

The remote control is achieved by communicating on the HA OnOff Cluster supported
by both coordinator and end device sides. The running demo applications using this
cluster will run above the endpoints depicted in the figure below:

— } & A s — = e
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Figure 2. EndPoints Architecture
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3. Steps to Setup a Secure Network

3.1. Network Formation

The Network shall be formed by the device Switctingcas Coordinator.
The Serial Requests and the expected Confirmssaed below:

1. Reset the Switch:

Expected Confirm:

1

0x02 Ox11 0x00 (SUCCESS)

2. Set a channel mask (for example enable channet tBannel mask = 0x0020)

2

0x05 0x12 0x01 0x02 0x00,0x20

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) 0x01

Z . " -
.
y H & X
: - @
- i ’ o
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3. Set an Extended PAN ID (for example
0x00,0x00,0x00,0x00,0x00,0x00,0xAB,0xCD)

0x00,0x00,0x00,0x00,
0x00,0x00,0xAB,0xCD|

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) 0xC4

The underlying Telit Stack Pro can support bottusgcand no security modes. If security is
a requirement, perform the following steps, otheengkip to point 7:

4. Enable Network security (Attribute Id = 0xA3).

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) OxA3

“ > 3 s : ' .
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5. Enable Trust Center Link Key management (Attriddte OXE5).

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) OXE5

6. Set TC LINK KEY

1 1 1 1 16 8
0x1B 0x12 OxA5 0x18 OXXX,0xXX,0xXX,0xXX, | OxXX,0xXX,0xXX,0xXX,
OXXX,0xXX,0xXX,0xXX, | OxXX,0xXX,0xXX,0xXX
OXXX,0xXX,0xXX,0xXX,
OXXX,0xXX,0xXX,0xXX

IEEE address should be set with different valugedding on the device type:
*  0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x,00: the T® key is valid for
every device.
« Otherwise the TC link key is valid for the specifievice.

NOTE:

The TC link key is used only during the network joining to exchange the Network Key.

“ > 3 s : ' .
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1

0x03

0x13

0x00 (SUCCESS) O0xAS5

7. Form the network sending a start request to thecBwi

0x16

Expected Confirm:

1

0x02

0x17 0x00 (SUCCESS)

8. Enable Permit Joining to the Switch.

0x00,0x00

Expected Confirm:

NOTE:

If the Permit Join field is set to OxFF the joining is allowed forever so you need to do it

only one time.

-_—
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NOTE:

This command can be managed by the Switch only if it has already formed a network.
By default the joining is not allowed

The expected confirm is:

1

0x02 OXEB 0x00 (SUCCESS)
3.2. Network Join - On Off Light Device
The OnOff Light shall join the network formed byetBwitch to be able to communicate with

it.
The Serial Requests and the expected Confirmssaeed below:

1. Reset the OnOffLight:

Expected Confirm:

1

0x02 0x11 0x00 (SUCCESS)

o from Telit Communications S.p.A.- All Rijﬁts Reserved. Page 15 of 64
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2. Set a channel mask (for example enable channet tbannel mask = 0x0020)

2

0x05 0x12 0x01 0x02 0x00,0x20

Expected Confirm:

1 1 1

0x03 0x13 0x00 (SUCCESS) 0x01

3. Set an Extended PAN ID (for example
0x00,0x00,0x00,0x00,0x00,0x00,0xAB,0xCD)

0x00,0x00,0x00,0x00,
0x00,0x00,0xAB,0xCD|

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) 0xC4

The underlying Telit Stack Pro can support bottusgcand no security modes. If security is
a requirement, perform the following steps, otheengkip to point 7:

“ > 3 s : ' .

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rijﬁts Reserved. Page 16 of 64



wireless
solutions

HA Switch-Light-HCU Demo User Guide
1vw0301025 Rev.1 - 2012-10-03

4. Enable Network security (Attribute Id = 0xA3).

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) O0xA3

5. Enable Trust Center Link Key management (Attriddte OXE5).

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) OXE5

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 17 of 64
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6. Set TC LINK KEY

1 1 1 1 16 8
0x1B 0x12 0xA5 0x18 OXXX,0xXX,0xXX,0xXX, | 0x00,0x00,0x00,0x00,
OXXX,0xXX,0xXX,0xXX, | 0x00,0x00,0x00,0x00
OXXX,0xXX,0xXX,0xXX,
OXXX,0x XX, 0xXX,0xXX

©

NOTE:
The TC Link Key shall be the same set on the Switch.

NOTE:

The “IEEE Address” field is ignored so can be set to
0x00,0x00,0x00,0x00,0x00,0x00,0x00,0x00..

NOTE:

The TC link key is used only during the network joining to exchange the Network Key.

©

Expected Confirm:

1

0x03 0x13 0x00 (SUCCESS) O0xAS5

7. Join the network sending a start request to thécBwi

“ > 3 s : ' .
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During association and authentication phases th®fOhight receives the serial
messages listed below.

e Association Confirm:

Packet Command Short Pan ID HasNwkK ey Status
Length 1D Address
Number of 1 1 2 2 1 1
Bytes
Value 0x02 0x77 0x21,0x78 | OXEB,0x25 0x00 0x00
(SUCCESS)
NOTE:

The short address and the Pan ID can be different because they are generated
randomly.

e Join Confirm

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x17 0x00 (SUCCESS)
NOTE:

During association and the authentication the Switch receives the serial message
listed below.

M essage M essage Type M essage Description
0x0C,0xD5,0x21,0x78,0x02,0x00,0x5 End Device | A device with short address 0x21,0x78
0x00,0x00, 0X4F, 0x15,0x00,08C Announce (Little endian) and extended address

0x02,0x00,0x50,0x00,0x00,0x4F,0x15,0xp0
(Little endian) joined the network

/Jw 1
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3.3. Network Join - Heating Cooling Unit Devices

The HeatCoolingUnit_1 and HeatCoolingUnit_2 shall join the network formed by the
Switch to be able to communicate with it. Please follow steps of paragraph 3.2 to

perform joining.

NOTE:

During association and authentication phases the HeatCoolingUnit_1 receives the
serial messages listed below.

Message M essage Type M essage Description

0x07,0x77,0x39,0x12,0XxEB,0x25,0x00,0x{ Join Confirm | Indicates the HeatCoolingUnit_1
joined the network and has short
address 0x39 0x12 (Little endian)

0x02,0x17,0x00 Start Confirm | Start succeeded

NOTE:

During association and authentication phases the HeatCoolingUnit_2 receives the
serial messages listed below.

M essage M essage Type M essage Description

0x07,0x77,0xA2,0x79,0XxEB,0x25,0x00,0x( Join Confirm | Indicates the HeatCoolingUnit_2
joined the network and has short
address 0xA2 0x79 (Little endian)

0x02,0x17,0x00 Start Confirm | Start succeeded

NOTE:

During association and authentication phases the Switch receives the serial
messages listed below.

Reproductlon forbldden without written authorlzatlon from Telit Commumcatlons S.p.A.- All Rights Reserved. L Page 20 of 64
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M essage M essage Type M essage Description

0x0C,0xD5,0%x39,0x12,0x03,0x00,0x50, End Device Announcel A device with short address 0x39,0x12

(Little endian) and extended address
20, (OIS0 COTIS 0x03,0x00,0x50,0x00,0x00,0x4F, 0x15,0x00

(Little endian) joined the network

0x0C,0xD5,0xA2,0x79,0x04,0x00,0x50, End Device Announcel A device with short address 0xA2,0x79

(Little endian) and extended address
0x00, 0x00,0x4F,0x15,0x00,0x8C 0x04,0x00,0x50,0x00,0x00,0x4F,0x15,0x00

(Little endian) joined the network

3.4. End Device Bindings
Once the network is formed the device can be bound using the end device binding
feature.

3.4.1. OnOff Light Switch « OnOff Light Devices

End Device bind between OnOff Light Switch device (Enpdoint 12 on the Switch), and
the OnOff Light Device (Endpoint 13).

1. On the OnOff Light End Device

Offset Name Value
0 Packet Length 0x08
1 Command ID 0xD6
2 Source EP 0x0D
3 Profile ID 0x04,0x01

(Little endian)

5 NumlInClusters 0x01

6 InClusterList 0x06,0x00
(Little endian)

8 NumOutClusters 0x00
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Within one minute issue the next command.

2. On the Coordinator Switch - Device OnOffLightSwitch:

Offset Name Value
0 Packet Length 0x08
1 Command ID 0xD6
2 Source EP 0x0C
3 Profile ID 0x04,0x01

(Little endian)

5 NumlInClusters 0x00
6 NumOutClusters 0x01
7 OutClusterList 0x06,0x00

(Little endian)

3. Expected Confirms:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0xD7 0x00 (SUCCESS)

Reproduction forbidden without written autorization from Telit Communications S.p.A.- All Rights Reserved. Page 22 of 64
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3.4.2. OnOff Switch « HeatCoolingDeviceUnit_1 and 2 Devices

End Device bind between OnOff Switch device (Enpdoint 11 on the Switch), and the
Heat Cooling Device Units 1 and 2 (Endpoint 13).

1. On the HeatingCoolingDevice_Unit1 End Device

Offset Name Value
0 Packet Length 0x08
1 Command ID 0xD6
2 Source EP 0x0D
3 Profile ID 0x04,0x01

(Little endian)

5 NuminClusters 0x01

6 InClusterList 0x06,0x00
(Little endian)

8 NumOutClusters 0x00

Within one minute issue the next command.

7

[ |
L . il § . —e
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Offset Name Value
0 Packet Length 0x08
1 Command ID 0xD6
2 Source EP 0x0B
3 Profile ID 0x04,0x01
(Little endian)
5 NuminClusters 0x00
6 NumOutClusters 0x01
7 OutClusterList 0x06,0x00
(Little endian)

Please repeat steps 1 and 2 for the HeatingCoolingDevice_Unit 2 binding.

3. Expected Confirms:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0xD7 0x00 (SUCCESS)

The confirmation message is expected to be received on the serial terminal of both
devices after few seconds that the procedure has successfully ended.

g
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4. On Off Cluster Usage

This section describes how to manage OnOff Cluster.

The main goal is to check if the cluster commands work correctly by switching On
and Off the corresponding attributes of the remote devices. The Read Remote
Attribute command will be used to verify this.

Having previously setup the End Device binding (3.4), we should be able to use
indirect addressing on the remote requests.

NOTE:

Values such Source/Destination Nwk Address and Packet Sequence Number will be
different for each built network.

1. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on ONnOffLight device, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)
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Expected Confirms:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)

2. Check ReadResponse with Attribute’s value = 0x00

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x21,0x78 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0C DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
G| AERES) 0x20 UINTS
Type
13 Data 0x00 OFF

/Jw 1
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3. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on HeatingCoolingUnit_1 and 2 device, Cluster OnOff (0x0006):

NOTE:

Just send one command for both devices, while both have a binding on the same
endpoint and cluster.

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is
two bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(HeatCoolEP)
6 SrcEP 0x0B SrcEndPoint(OnOffSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)

Expected Confirms:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)

J
il

—— N
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4. Check ReadResponse sent by Unit_1 with Attribute value = 0x00

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x39,0x12 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0B DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
| MERES) 0x20 UINT8
Type
13 Data 0x00 OFF

5. Check ReadResponse sent by Unit_2 with Attribute value = 0x00

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID O0x5A Read Remote Attr Response
2 Src Nwk Address 0xA2,0x79 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0B DstEndPoint)

\ — ’3 | 1 A
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6 Cluster ID 0x06-0x00 OnOff Clusterld
(Little Endian)

8 Number Of 0x01 One Attribute

Attributes

9 AttrID 0x00-0x00 Attrib ID - little endian

11 Status 0x00 Success

| MERES) 0x20 UINT8

Type
13 Data 0x00 OFF

6. From Switch: Send command ON (0x01) to OnOffLight device using indirect
addressing, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x43 ZCL Message From Client to

Server Request

2 Address Mode 0x00 0x00: indirect addressing, the
destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x01 ON
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

\
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Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x44 0x00 (SUCCESS)

7. Check Indication on the serial terminal connected to the OnOffLight device.

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
5 Seqg Num 0x00
6 DstEP 0x0D DstEndPoint(OnOffLightEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x01 ON
ID
10 Cluster Command 0x00 Has only the Cluster command ID

Length
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8. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on OnOffLight device, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)
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9. Check ReadResponse with Attribute value = 0x01

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x21,0x78 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0C DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
| MERES) 0x20 UINTS
Type
13 Data 0x01 ON

Reproductlon forbldden without written authorlzatlon from Telit Communications S.p.A.- All Rights Reserved. Page 32 of 64



Telit

HA Switch-Light-HCU Demo User Guide
1vv0301025 Rev.1 - 2012-10-03

10. From Switch: Send command OFF (0x00) to OnOffLight device using indirect
addressing, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x43 ZCL Message From Client to

Server Request

2 Address Mode 0x00 0x00: indirect addressing, the
destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x00 OFF
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x44 0x00 (SUCCESS)

/Jw 1
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11. Check Indication on the serial terminal connected to OnOffLight device.

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
5 Seg Num 0x01
6 DstEP 0x0D DstEndPoint(OnOffLightEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x00 OFF
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length
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12. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on OnOffLight device, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)
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13. Check ReadResponse with Attribute’s value = 0x00

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x21,0x78 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0C DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
| MERES) 0x20 UINT8
Type
13 Data 0x00 OFF

14. From Switch: Send command TOGGLE (0x02) to OnOffLight device using
indirect addressing, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x43 ZCL Message From Client to

Server Request

2 Address Mode 0x00 0x00: indirect addressing, the
destination address length is two
bytes and is not used

| 5 APy e
= /] —
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3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x02 TOGGLE
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x44 0x00 (SUCCESS)
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15. Check Indication on the serial terminal connected to OnOffLight device.

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
5 Seg Num 0x02
6 DstEP 0x0D DstEndPoint(OnOffLightEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x02 TOGGLE
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length
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16. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on OnOffLight device, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)
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17. Check ReadResponse with Attribute value = 0x01

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x21,0x78 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0C DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
| MERES) 0x20 UINT8
Type
13 Data 0x01 ON

18. From Switch: Send command TOGGLE (0x02) to OnOffLight device using
indirect addressing, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x43 ZCL Message From Client to

Server Request

2 Address Mode 0x00 0x00: indirect addressing, the
destination address length is two
bytes and is not used

| 5 APy e
= /] —
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3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)
6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x02 TOGGLE
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x44 0x00 (SUCCESS)
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19. Check Indication on the serial terminal connected to OnOffLight device.

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,
5 Seg Num 0x03
6 DstEP 0x0D DstEndPoint(OnOffLightEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x02 TOGGLE
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

20. From Switch: Remote Read (using indirect addressing) of Attribute OnOff
(0x0000) on ONnOffLight device, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length 0x0B
1 Command ID 0x55 Read Remote Attr
2 Address Mode 0x00 0x00: indirect addressing, the

destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don’t care
Address
5 DstEP 0x0D DstEndPoint(OnOffLightEP)

| 5 APy e
= /] —
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6 SrcEP 0x0C SrcEndPoint(OnOffLightSwitchEP,

7 Cluster ID 0x06,0x00 OnOff Clusterld
(Little Endian)

9 Number Of 0x01 One Attribute
Attributes
10 List Of Attributes 0x00,0x00 OnOff Attrib ID

(Little Endian)

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x56 0x00 (SUCCESS)

. e v / — = 785
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21. Check ReadResponse with Attribute value = 0x00.

Offset Name Value Description
0 Packet Length 0x0D
1 Command ID Ox5A Read Remote Attr Response
2 Src Nwk Address 0x21,0x78 Source Addr (Little Endian)
4 SrcEP 0x0D SrcEndpoint.
5 DstEP 0x0C DstEndPoint)
6 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

8 Number Of 0x01 One Attribute
Attributes
9 AttrID 0x00,0x00 Attrib ID - little endian
11 Status 0x00 Success
| MERES) 0x20 UINTS
Type
13 Data 0x00 OFF

Now repeat steps 6-21 for HeatingCoolingUnit_1 and HeatingCoolingUnit_2 just
replacing the SrcEndPoint with 0x0B.

NOTE:

Just send one command at each step for both devices as explained in steps 22-24,
while both have a binding on the same endpoint and cluster.

/Jw 1

Reproductlon forbldden without written authorlzatlon from Telit Commumcatlons S.p.A.- All Rights Reserved. A Page 44 of 64



Telit

HA Switch-Light-HCU Demo User Guide
1vv0301025 Rev.1 - 2012-10-03

22. From Switch: Send command ON (0x01) to HeatCoolingUnit_1 and
HeatCoolingUnit_2 devices using indirect addressing, Cluster OnOff (0x0006).

Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x43 ZCL Message From Client to

Server Request

2 Address Mode 0x00 0x00: indirect addressing, the
destination address length is two
bytes and is not used

3 Destination 0x00,0x00 Don't care
Address
5 DstEP 0x0D DstEndPoint(HeatCoolEP)
6 SrcEP 0x0B SrcEndPoint(OnOffSwitchEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld

(Little Endian)

9 Cluster Command 0x01 ON
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length

Expected Confirm:

Packet Length Command ID Status
Number of Bytes 1 1 1
Value 0x02 0x44 0x00 (SUCCESS)

/Jw 1
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23. Check Indications on the serial terminal connected of both devices:

Unit_1
Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0B SrcEndPoint(OnOffSwitchEP)
5 Seg Num 0x04
6 DstEP 0x0D DstEndPoint(HeatCoolEP)
7 Cluster ID 0x06,0x00 OnOff Clusterld
(Little Endian)
9 Cluster Command 0x01 ON
ID
10 Cluster Command 0x00 Has only the Cluster command ID
Length
Unit_2
Offset Name Value Description
0 Packet Length O0x0A
1 Command ID 0x45 ZCL Message From Client to
Server Indication
2 Src Address 0x00,0x00 Switch Address
4 SrcEP 0x0B SrcEndPoint(OnOffSwitchEP)
5 Seq Num 0x04
6 DstEP 0x0D DstEndPoint(HeatCoolEP)

| 5 APy e
= /] —
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7 Cluster ID 0x06,0x00 OnOff Clusterld
(Little Endian)

9 Cluster Command 0x01 ON
ID
10 Cluster Command 0x00 Has only the Cluster command ID,
Length

Now check that OnOff attributes of both devices assume value=0x01 through the
Read Remote Request, by simply using 0xOB as Source Endpoint, then continue
switching the values by sending OFF and TOGGLE commands, and checking them
again.

y ,ﬁ /-
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APPENDIX

APPENDIX A: HOW TO FLASH TELIT MODULES

This annex is a quick start guide to explain how to flash Telit modules with the Home
Automation Demo firmware. For more info refer to [2].

To flash Telit short range modules the SR Manager Tool is needed. SR Manager Tool
is a software developed and provided by Telit to manage its short range modules.

The firmware of interest is:
» ZEx1_PRO_SWITCH_RO0.s28: Switch Coordinator for ZEx1 module
» ZEx1_PRO_ONOFFLIGHT_R0.s28: On Off Light for ZEx1 module

» ZEx1 _PRO_HEATCOOLUNIT _R0.s28: Heat Cool Units 1 and 2 for ZEx1
modules
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|EEE ADDRESS
MODULE TYPE (ZE51) (00-15-4F-00-00-50-00-2C)

ZEs1-2.4 RS

00-15-4F-00-00-50-00-2C

-—

Steps to flash a new firmware on the module are described below:

Step 1: Plug the dip board to the EVK
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Step 2: Plug the power supply and serial cable to the EVK.

Step 3: Before switch on the EVK put PROG switch in ON position.

MY,
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3 o

B | G H
ZE51-2.4 @E
MACH@:

3, 00-15-4F-00-00-50-00-2C
S/N: FSCJ 1000032 Made inFrance )

S rav.B
L - 905.001.476

Step 4:

ON/OFF
switch _
EVK isON PROG isON

Switch on the EVK, two led should be on (one red and one green).
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Step 5: Run SR Manager Tool.

Telit SR Manager Tool
About SR ManagerTujDJ \Mersion

Connection
(%) Cloze Conn

Iel i\t{EI T : i) Serial
DI O GPRS/GSM Pt [Bo0on |

[a0000. Connect Disconnect
I | |
ZigBee Flashing
Mesh
Management

Wireless M-Bus

o Analyzer
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Step 6: Select Serial in Connection section.

Telit SR Manager Tool
About SR ManagerTujDJ Wersion
Connection
i) Close Conn
Iel i\t{EI Al : %) Sefial
e GRRS/GSM r | 10 _| Connect Disconnect
T | |
Technologies Toolz
© righen I Flashing ]
O Mesh
[ Management ]
O Wireless M-Bus
i Analyzer
B | |
\

T [
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Step 7: Click on Flashing button in Tools section, the Flashing Manager Tool window
will appear.

Flashing Manager tool E|:|®
Platforris Info Serial Info

| vl COMPor 4

Frogramming Info

Wia
= Senal Broadcast | | I:I
Fladio | nicast | | I:I
Firmware

| Browse

i ol
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Step 8: In Platform Info section set ZE51_WA, in COM Port set that plugged to the EVK,
through the browse function select the path where the firmware
(ZEx1_CERT_ESI_SE_PRO_R15.528 or ZEx1_CERT_IHD_SE_PRO_R18.528) is.

Flashing Manager tool E|E|®

Flatforms Info
ZE51_wia v| COM Port | COM4 v
Frogramming Info Fiesultz
i Mae [
(%) Serial Broadcast
R adi | nicast
) Radio ricas | S I:I
Modules Fesponding Errar I:I
| v
Firrmware
|_002_SECeitSE_Package\SE_Package_DBMESI\Fimware'ZEx1_CERT_ESI_SE_PRO_R15.528
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Step 9: Click on Flashing button.

Flashing Manager tool :||:I[z|

Programming Info Rezultz
Serial Broadcast | |
Fiadio ricast | |
Modules Responding Errar I:I

Firmnware
| 1] Browsze
(I
Flazhing Cloze

NOTE: if an error is returned:
* close the Tool application
» verify if the COM is the correct one
» verify if there are other tools using it,

» switch off the module,

* tryagain from step 3.

N ol
: { [ as B
Pl - Sl | @@5
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Step 10:when the flashing ends a message is provided.

Flashing Manager tool
Flatformsz Info Sernial Info
ZE51_wia v COM Port | COM4 v
Frogramming Info Fiesultz
Yia Radia Info I:I
b ax
() Serial Broadcast | |
O Rado Hricast | | Success |1 (100%)
Modules Responding Errar 0 [03%)
00-15-4F-00-00-50-00-4F: GLICCESS v
Firrmware
[ 002_SECertiSE_Package\SE_Package US\ESI\Fimware\ZEx1_CERT_ESI_SE_PRO_R1

Step 11:To run the firmware switch off the module, put the PROG switch to off position
and switch on the module again.
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5.2. APPENDIX B: TELIT SERIAL MANAGEMENT TOOL

This section gives a brief example of the the Telit ZigBee Management serial Tool
that can be used to communicate with the ZEx1 modules of this demo.

See [2] par.2.1 and 3.3.4 for more details.

* Example 1: Verify from Switch the OnOff Attribute Id stored on the remote
OnOffLightDevice server.

The tool is connected to the Switch. It shows the Read Remote command
(0x55) and after the received Read Confirmation (0x56) and the Read Response
command (0x5A) with the value of the OnOff AttributelD (0x00=0FF).

= L = o = . "
| T Eldilaazniddn=ut ._J |L3

Configuration
Wwizard

Enable Flaw Contral Dizconnect

Free command

HE® command
Faw Data

Command Tepe )
ASCI (®) Hexadecimal Metwark Discaveny Send Cormmand

oo oo 00 od 0o 0O& OO 01 00

L I:I 0 0d 5: 8 6 04 O< 08 OO0
01 00 oo oo 20 00

Local/GGH63-5SA Commands
Select.. Clear Log ] [ Load Log ] [ Save Log
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* Example 2: Send ON command from Switch to OnOff Light Device

On the left side the tool is connected to the Switch and shows the Send Remote
command (0x43) “ON”". On the right side the tool is connected to the end device
running the OnOffLight device, and shows the indication (0x45) of the received

command.

AES

Configuration
Wizard

T Eldil=d

MENaEenIeni:

Enable Flow Control

Free command

HE* command
Faw Data

Command Type
ASCH () Hexadecimal

Metwork Digocovery l Send Command

43 00 00 00 o4 0s 00 01 00

44 00

Local/GGBE3-5A Commands
Select.., Clear Log ] [ Load Log I

[ Save Log
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Configuration
Wizard

Enable Flow Contral Digconnect

[

Free command

HE™ command
Faw Data

Command Type

LECI ®) Hexadecimal Metwark Discovery

[ Send Commnand

00 00 O« 10 O4d O& OO0 01 00

Local/GGEE63-5A Commands
Select. V] Clear Log ‘

I Load Log | [ Save Log
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* Example 3: Verify from Switch the OnOff Attribute Id stored on the remote
OnOffLightDevice server.

The tool is connected to the Switch. It shows the Read Remote command
(0x55) and after the received Read Confirmation (0x56) and the Read Response
command (0x5A) with the value of the OnOff AttributelD (ON=0x01).

-t Ld 5 .’ |
‘ | RAEh e e aEETTEn ._J |\.2||

Configuration
wiizard
Enable Flow Contral

Free command

HE* command
Raw Data

Command Type .
ASCI (%) Hexadecimal Metwork, Discovery Send Command

Ok 55 00 00 00 04 0Oc 06 OO0 0O1 00

IM: 02 56 00 04d 5a 08 <6 04d Oz 06 00
01 oo oo o0 20 01

Local/GGAE63-SR Commands

Select.. Clear Log ] [ Load Lag ] [ Save Log
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6. ACRONYMS AND ABBREVIATIONS

ARIB
BER
Bits/s
CER
CEPT
CFR
Chips

dBm
DRLC
DSSS
EPROM
ERC
ESI
ESR
ETR
ETS
FCC
HA
HCU
|IEEE
ISM
KB
kbps
LBT
LNA
MAC
MHz
M chip/s

PCB
PROM
PER
PHY
RF
RoHS
RSSI
Rx

SE
SRD
SMD

Association of Radio Industries and Businesses
Bit Error Rate

Bits per second (1000 bits/s = 1Kbps = 1Kbaud)
Character Error Rate

European Conference of Pd and Telecommunications Administratic
Code of Federal Regulations

Chip or chip sequence refers to a spreading-codd ts transform the
original data to DSSS

Power level in decibel milliwatt (10 log (P/1mW))
Demand Response Load Control

Direct Sequence Spread Spectrum

Electrical Programmable Read Only Merr
European Radiocommunications Committee
Energy Service Interface

Equivalent Series Resistance

ETSI Technical Report

European Telecommunication Standard Institute
Federal Communications Commission

Home Automatio

Heating Cooling Un

Institute of Electrical and Electronics Engineers
Industrial, Scientific and Medical

1024 bytes (1 byte = 8 bits)

kilobits/s

Listen Before Tal

Low Noise Amplifier

Medium Access Control

Mega Hertz (1 MHz = 1000 kHz)

Mega chips per second (A measure of the speed wiiich chips are
generated in DSSS)

Printed Circuit Board

Programmable ReiOnly Memory

Packet Error Rate

Physical Layer

Radio Frequency

Restriction of Hazardous Substances

Receive Strength Signal Indicator

Reception

Smart Energ

Short Range Device

Surface Mounted Device

Transmission

Metal Hole on a printed circuit board

Wireless Personal Area Networks
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