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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to assure the accuracy of this document, Telit
assumes no liability resulting from any inaccuracies or omissions in this document, or from
use of the information obtained herein. The information in this document has been carefully
checked and is believed to be entirely reliable. However, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the right to make changes to any products described
herein and reserves the right to revise this document and to make changes from time to time
in content hereof with no obligation to notify any person of revisions or changes. Telit does
not assume any liability arising out of the application or use of any product, software, or
circuit described herein; neither does it convey license under its patent rights or the rights of
others.

It is possible that this publication may contain references to, or information about Telit
products (machines and programs), programming, or services that are not announced in your
country. Such references or information must not be construed to mean that Telit intends to
announce such Telit products, programming, or services in your country.

Copyrights

This instruction manual and the Telit products described in this instruction manual may be,
include or describe copyrighted Telit material, such as computer programs stored in
semiconductor memories or other media. Laws in the Italy and other countries preserve for
Telit and its licensors certain exclusive rights for copyrighted material, including the
exclusive right to copy, reproduce in any form, distribute and make derivative works of the
copyrighted material. Accordingly, any copyrighted material of Telit and its licensors
contained herein or in the Telit products described in this instruction manual may not be
copied, reproduced, distributed, merged or modified in any manner without the express
written permission of Telit. Furthermore, the purchase of Telit products shall not be deemed
to grant either directly or by implication, estoppel, or otherwise, any license under the
copyrights, patents or patent applications of Telit, as arises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) products described in this instruction manual
may include copyrighted Telit and other 3rd Party supplied computer programs stored in
semiconductor memories or other media. Laws in the Italy and other countries preserve for
Telit and other 3rd Party supplied SW certain exclusive rights for copyrighted computer
programs, including the exclusive right to copy or reproduce in any form the copyrighted
computer program. Accordingly, any copyrighted Telit or other 3rd Party supplied SW
computer programs contained in the Telit products described in this instruction manual may
not be copied (reverse engineered) or reproduced in any manner without the express written
permission of Telit or the 3rd Party SW supplier. Furthermore, the purchase of Telit products
shall not be deemed to grant either directly or by implication, estoppel, or otherwise, any
license under the copyrights, patents or patent applications of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalty free license to use that arises by operation
of law in the sale of a product.
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the property of Telit and its licensors. It is
furnished by express license agreement only and may be used only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted materials. Making unauthorized copies is
prohibited by law. No part of the software or documentation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or translated into any language or computer language,
in any form or by any means, without prior written permission of Telit

High Risk Materials

Components, units, or third-party products used in the product described herein are NOT
fault-tolerant and are NOT designed, manufactured, or intended for use as on-line control
equipment in the following hazardous environments requiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Aircraft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (High Risk Activities"). Telit and its supplier(s)
specifically disclaim any expressed or implied warranty of fitness for such High Risk
Activities.

Trademarks

TELIT and the Stylized T Logo are registered in Trademark Office. All other product or
service names are the property of their respective owners.

Copyright © Telit Communications S.p.A. 2014.
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Introduction

Scope

The aim of this document is to describe the Democase dedicated to Wireless M-Bus 169MHz
demonstration, based on ME50-169 and ME70-169 modules, embedding Telit in house
Wireless M-Bus stack.

After a short description of the Democase and its installation principles, its functioning will
be detailed in more advanced operation modes.

Audience

This document is intended for customers who are about to test or learn how Wireless M-bus
works.

Contact Information, Support

For general contact, technical support, to report documentation errors and to order manuals,
contact Telit Technical Support Center (TTSC) at:

TS-SRD@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:
http://www.telit.com/en/products/technical-support-center/contact.php

For detailed information about where you can buy the Telit modules or for recommendations
on accessories and components visit:

http://www.telit.com

To register for product news and announcements or for product questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possible. Keep us informed of your comments and
suggestions for improvements.

Telit appreciates feedback from the users of our information.



mailto:TS-EMEA@telit.com
mailto:TS-NORTHAMERICA@telit.com
mailto:TS-LATINAMERICA@telit.com
mailto:TS-APAC@telit.com
http://www.telit.com/en/products/technical-support-center/contact.php
http://www.telit.com/
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1.4. Document Organization
This document contains the following chapters (sample):

“Chapter 1: Introduction” provides a scope for this document, target audience, contact and
support information, and text conventions.

“Chapter 2: General Description” gives an overview of the features of the product.

“Chapter 3: Detailed equipment description” describes in details the characteristics of the
provided hardware.

“Chapter 4: Installation of ME50-169” describes how to use the DemoCase with ME50-169
“Chapter 5: Installation of ME70-169” describes how to use the DemoCase with ME70-169

“Chapter 6: SR Manager Tool Installation” describes how to use the SR Manager Tool

“Chapter 7: Wireless M-Bus 2013 Part4: Tutorial” contains a tutorial on how to set up
communication between modules with Wireless M-Bus 2013 Part4 embedded SW.

“Chapter 8: Glossary* provides a complete list of acronyms and abbreviations used in this
document.

“Chapter 9: Document History” provides a complete revision list.

1.5. Text Conventions
@ Danger — This information MUST be followed or catastrophic equipment failure or bodily
injury may occur.

Caution or Warning — Alerts the user to important points about integrating the module, if
these points are not followed, the module and end user equipment may fail or malfunction.

Tip or Information — Provides advice and suggestions that may be useful when
integrating the module.

All dates are in 1SO 8601 format, i.e. YYYY-MM-DD.

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 7 of 34
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1.6. Related Documents
e [1] ME50-169 RF Module User Guide, 1vv0300981
e [2] ME70-169 RF Module User Guide, 1vv0301021
e [3] SR Manager Tool User Guide, 1vv0300899
e [4] Wireless M-Bus User Guide Part4+Part5 Mode R2, 1vv0300828
o [5] Wireless M-Bus Part5_Mode Q User Guide, 1vv0300935
e [6] Wireless M-Bus 2013 Part4 User Guide, 1vv0300953
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General Description

DemoCase philosophy

The goal of the DemoCase is to show to customers the possibilities offered by Telit Wireless
M-Bus solutions into the 169MHz metering dedicated band.

It allows customers test the Wireless M-Bus functionalities and modules performances. All
the devices proposed into the DemoCase are based on ME50-169 and ME70-169 radio
modules.

Hardware Considerations

The DemoCase contains devices based on ME50-169 and ME70-169 radio modules:
e MES50-169: it is a 35mW radio module, allowing range up to 5 km.
e ME70-169: itis a 1W radio module, allowing range up to 25 km.

For more HW information on ME50-169 and ME70-169, please refer to the dedicated
documentation [1] and [2] available on the Telit web site.

Wireless M-bus Considerations

Into the DemoCase, radio modules are configured with “Wireless M-Bus 2013 Part4” Telit
embedded SW. Please refer to the dedicated documentation [6] available on the Telit web site.

SR Manager Tool Considerations

SRManagerTool is the PC software to configure and monitor a Wireless M-Bus Network.

For installation and detailed use, refer to the dedicated documentation [3] available on the
Telit web site.




Telit

ME50/70-169 Demo Case User Guide
1w0301029 Rev.1 - 2014-04-22

2.5. List of equipment
The ME50/70-169 Democase supplies the following items:

2 USB EVKs

2 ME50-169 modules mounted on their DIP support
2 ME70-169 modules mounted on their DIP support
2 Antennas (SMA)

2 USB cables

2 Power supply DC blocks (+6V)

2 Primary batteries (+9V)

4 Snap ferrites

Reproduction forbldden without written authorlzatlon from Telit Commumcatlons S.p.A.- AlL Rights Reserved. Page 10 of 34
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3. Detailed equipment description

3.1. EVK Description

—_ _Swi —SW2—sw3 - LD1 —
O E= fod [

(1000000000 ARERE LD2 j] =
1 J1

m 8 S
0ODDOADR0OND] J5 Q gog

R
—a
O00000D00DDDDD 3 i 4 d b
mm [sEeeysl

BAR CODE S/N 7
S/N REFERENCE

sT1 O

BAT1

LD3 |DOOOOOOOOECE>|

RN m LD3
H1DLD4
L D4 |OOQOOOQ|:|| O

Designation Feature
SW1 Stand-by switch
SW3 Programming switch
SW2 Reset push button
SwW4 ON/OFF switch
LD1 PROG Yellow LED
LD2 ON/OFF Yellow LED
LD3 Red LED
LD4 Green LED
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~ wireless
solutions

ME50/70-169 Demo Case User Guide
1w0301029 Rev.1 - 2014-04-22

3.2 MES50/70-169 DIP Pin Out

I— 605 mm >
ih J2
1 — .l* - zZa
2 | 106 A [ w18
9 el > 105 A w18
4 e > 109 A STD-BY < ¥ 17
5 e > 102_P TXD > »—|16
B [ > [OLP RXD <__ * w—15
7 > 104 A RESET <% 14
B " > 103 A CTS <% w— 13
J S RTS [ 12
@ |———F > VDD PROG <+l
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4. Installation of MES0-169

4.1. Demoboard Construction
In order to build each demoboard :
1. Plug 1 DIP module on 1 EVK board.
2 Screw a SMA antenna on each DIP module.
3. Plug a USB cable to each EVK board.
4 Clip a Snap Ferrite onto the USB cable.

@rL1206 °
SL1 94V-8
905.801.676
rev.A

i | il Ll ’ >
BLiod A L
__LL,\__# M £ s
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L.2. DemoBoard Connection
In order to connect a demoboard:
1. Connect the USB cable to the PC.

The Demoboard is supplied directly through the USB connection. In case of mobility is
needed, a +9V battery can be used. When battery is plugged, it has priority on the USB
power supply.

©

The Snap Ferrites are useful for decoupling the Demoboard from the PC cables. Clip the
ferrites close to the EVK in this way:

©

2. Check that stand-by (STBY, SW1) and programming (PROG, SW3) switches are turned
OFF.

3. Switch the DemoBoard ON (SW4). Check that the yellow LED LD2 lights on when
power supplying the DemoBoard.

OFF

4. Red LED LD3 blinks when the module is transmitting/receiving data frames, corresponds
to pin J1.

5. Green LED LD4 lights on when the module is in hormal mode (not stand-by mode),
corresponds to pin J2.

b 2 “"‘2;"‘4?’ I 57 w-
CuiiE e E
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5. Installation of ME70-169

0.1. Demoboard Construction
In order to build each demoboard:
1 Plug 1 DIP module on 1 EVK board.
2 Screw a SMA antenna on each DIP module.
3 Plug a USB cable to each EVK board.
4. Plug a DC block to each EVK board.
5 Clip a Snap Ferrite onto the USB cable.
6 Clip a Snap Ferrite onto the supply cable.

Reproduction forbidden without written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 15 of 34
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DemoBoard Connection
In order to connect a demoboard:

1. Connect the USB cable to the PC.
2. Plug the DC block to main power.

The Demoboard is supplied by the DC block. In case of mobility is needed, a +9V battery
can be used.

The Snap Ferrites are useful for decoupling the Demoboard from the PC cables. Clip the
ferrites close to the EVK in this way:

3. Check that stand-by (STBY, SW1) and programming (PROG, SW3) switches are turned
OFF.

4. Switch the DemoBoard ON (SW4). Check that the yellow LED LD?2 lights on when
power supplying the DemoBoard.

OFF ON

N i.
[ R Rt
zn
- .
v 43
NS0

5. Red LED LD3 blinks when the module is transmitting/receiving data frames, corresponds
to pin J1.

6. Green LED LD4 lights on when the module is in normal mode (not stand-by mode),
corresponds to pin J2.
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6. SR Manager Tool Installation

Refer to SR Tool user guide [3] for a detail description of SR tool installation

Reproduction forbldden without written authorlzatlon from Telit Commumcatlons S.p.A.- AlL Rights Reserved. Page 17 of 34
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7. Wireless M-Bus 2013 Part4: Tutorial

This chapter contains a step-by-step tutorial on how to set up communication between two
ME50/70-169 modules and how to transfer a simple frame from one module to another. One
module will be configured as meter and the other module will act as “other” device (data
concentrator). Telit SR Manger Tool is used both to configure the modules and to transfer
data between them.

1. Switch on the first DemoBoard and connect it to the PC via the RS-232 serial cable;
start SR Manager Tool:

T Telit SR Manager Tool M

About  Version

Connection
@ Seral () GPRS/GSM

Iellt Port (50000 Connect Disconnect

Technologies Tools
© ZigBee | Flashing |
) Mesh

Management

© Wireless M-Bus

) S-One

| Analyzer |

Close

2. Select “Wireless M-Bus” in the “Technologies” panel and click on “Management”; a
new window appears:

| f / : 4 %) ¥ = R A —_
| e gﬂ Lt , ; -
L o pisi- )
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Serial Protocol e
[C0M1 M ] [ 15200 v } L Wizard

["] Enable Flow Control [] Serial Wakeup L Connect J
MBus Protocol

| EN 13757-4:2013 -

@ ASCIl

Hexadecimal

Send Command

Clear Log - Load Log Save Log

In the “Serial Protocol” panel, select the PC serial port connected to the DemoBoard
and select 19200 as baud rate; select “EN 13757-4:2013” in the “MBus Protocol”

panel; click on “Connect”:
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7 e =T
s

— . Configuration ’
COM1 v| (19200 - Wizard
Enable Flow Control [ | Serial Wakeup [ Do ’

|EN 13757-4:2013

Free command

ASCIl command
Data

Command Type =
@ ASCII @ Hexadecimal Send Command

-—
2b 2b 2b

OK
4f 4b 0d

Clear Log ] [ Load Log ] [ Save Log ]

4. Click on “Configuration Wizard”; a new window appears:
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”
T M-Bus (EN13757-4:2005/EN13757-4:2013/ EN13757-5 Mode R2) Configurations L=l
Module Informations Serial Rx Format Radio Channel Radio Output Power Serial Speed Wakeup Options Commands
Serial Number © 12@4800 © 1b@4800 5 BERSESR
] Lengh © 2@2400 © @400 - ‘2 32’" © 1200biss || D i - Apply Values |
Ll p= ® + m acss | |[ElSenal | RREEECSAT :
Fimware Version (] M Field © 3a@4800 © 3b@4800 = D) 2400 b.ﬂs/s Timer
=l P ~ ©@ +27dBm © 4800 bits/s
("] AField © 0@19200 © 2a@4800 D <30 in @) 9600 bits/s Sloen Tame Read Values
; V| Cl Field © +30dBm b4
BootLoader Version 7] CIFi 0 2@4800 9 @ 19200 bits/s
Serial Tx Fomat eamble Lengt Serial Time-Out © 3e400bits/s Restart Module
M-Bus Mode M @ Short Preamble @ 5750 ks/s p Time-Ou
B I”] Length B Lona Preciby 5 @ 115200 bits/s
S1 Meter T20ther @ N1 Meter [C] C Field g bl Default Values
S1Other R2 Meter (@ N1Other (] M Field MBus Fields
52 Meter R20ther @ N2 Meter | AField
$2 Other ClMeter @ N2Other e E('}IF'e'd M Field AFeld ol Fie Load From File
T1 Meter C1 Other =i
T1 Other C2 Meter (] Wake-up Char 68 174 12 120 86 52 18 1 7 120
T2 Meter C2Other [T] RssI Save To file

Advanced features
Rx Filter RXPin ) Channel Plan Indications

[C] Rxfiter = Enable part 5 0 [a ] 1a@4800 &
l Enable network management [F] b@4800 ~ [T] Enable

Tx Options Disable upstream frame forwarding TXPin
[D Reserved (Dont check) 8 o LBT Threshold

Multicast Address FAC fast tROmin FAC options 99

Manufacturer ID Address
100 [7] Freq access cycle
0 0 0 [ Fast response delay Sing Ch LBT BO f?ing ChLBTBO
lat

max

LBT Adv Options FAC timeout FAC fast FAC slow FAC slow 5 3

[F] ALOHA LBT ey tROmax tROmin tROmax . .

|F] AFALBT - 101 1100 101 Sing Ch LBT Sing Ch LBT BO
L delay period
Registered Meters 750 20

M i i M
leter Options (Write Only) leter Address Sing Ch LET RA Sing Ch LBT RA

[F] Do not fitter - Manufacturer ID period max

[7] Enable encryption ~ ~ 16 3

Multichannel LBT Sing Ch LBT RA
Meter ey : BO ma flat

6 3

5. Select “N2 Meter” in the “M-Bus Mode” panel, select “C Field” and “CI Field” in the
“Serial Rx Format” panel and click on “Apply Values”; wait until a pop-up window
appears that confirms the new settings:

r N
Success g

6. Click on “OK” in the pop-up window and close the configuration window; in the
“MBus Management” window, type the string ’ATO” in the “Data” text box and
press Enter:

=
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ASCIl command
Data

ATO

Command Type =
@ ASCII () Hexadecimal

ATO
41 54 4f 0Od

OK
4f 4b 0d

ik T — x ‘.
e =

[ ] Serial Wakeup
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Configuration
Wizard

‘ Disconnect ’

Send Command

Clearlog | [ Loadlog | [ Savelog |

7. Inthe bottom panel the “OK” response from is shown. Now the module in the first
DemoBoard is configured to work as meter in N2 mode and is ready to send or
receive data. Keep this window open because it will be used afterwards to send an

example frame.

8. To configure the second module as “other” device, open a new instance of SR
Manager Tool and follow the same steps shown above to open the configuration
window, this time selecting the serial port connected to the second DemoBoard.

Reproduction forbldden without written authorlzatlon from Telit Communications S.p.A.- All Rights Reserved
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< B
T M-Bus (EN13757-4:2005/EN13757-4:2013/ EN13757-5 Mode R2) Configurations E‘;‘&J
Module Informations Serial Rx Format Radio Channel Radio Qutput Power Serial Speed Wakeup Options
Serial Number ) @ 1a@4800 © 1b@4800 G - .
[C] Length ©) 2202400 ) B@2400 21dBm ® 1200 bits/s [7] Low Power
[T C Field 5 & ) +24 dBm ©) 2400 bite/s Serial
Fimware Version | M Field D 3a@4800 © 3b@4300 ©® +27dB =) 4800 bits/- Timer
| AField 0@19200 © 22@4800 Distat.com - e
BootLoader Versi | Cl Field - % +30dBm © 9600 bits/s p Time Read Values
ootLoader Version i ) 26@4800 < © 19200bts/s
Serial Tx Format ble Serial Time-Out ® 250 bEe/e Restart Module
M-Bus Mode - © Short Preamble @ 57500 bias
V] Length % Lo Proet 5 © 115200 bits/s
S1 Meter T2 Other N1 Meter V| C Field ong Freamble
s Default Values
51 Other R2Meter () N1Other | M Field MBus Field
52 Meter R20ther @ N2 Meter V| A Field PR
52 Other ClMeter @ N2Other H E(';'e'd CFeld M Field AField Cl Field Load From File
T1 Meter C1 Other =
T1 Other C2 Meter £ Wake-up Char 68 174 12 120 86 52 18 1 7 120
T2 Meter C2Other [ Rssi Save Tofie
Advanced features
Rx Fitter H RXPin Channel Plan Indications
: e F— 2 sx s
[ , S Enable 5 = [ 1a@ | =
|1 Rxfitter = | Er | E;ZE:Z ::atrt . 0 = El;,,! 1a@4300 ] Enable
) network management = |[7] b@4800 ~
Tx Options Disable upstream frame forwarding TXPin —_— —_—
|[”] Reserved (Dont check) = 0 % C LBT Threshold
Multicast Address FAC fast tROmin FAC options 99
Manufacturer ID Address —
100 [] Freq access cycle ’ "
0 128 0 0 0 0 0 0 [7] Fast response delay Sing Ch LBT BO Sing Ch LBT BO
2 Bt it datecd A | [l 0 flat
LBT Adv Options FACtD FAC timeout FAC fast FAC slow FAC slow 5 3
Lﬁ ALOHA LBT R 5 g tROmax tROmin tROmax . .
] AFALBT % 101 1100 1101 Sing Ch LBT Sing Ch LBT BO
— delay period
Registered Meters 750 20
Meter Options (Write Only) Meter Address
S It e e Ay Add Meter Sing Ch LBT RA Sing Ch LBT RA
1“: Do not fitter = Manufacturer ID Address pen%d bl
I i <
(B Enshie eocnption: b FEiovs 16 3
Meter
2 Muttichannel LBT Sing Ch LBT RA
Meter Key 0 max flat
6 3

9. Select “N2 Other” in the “M-Bus Mode” panel, select “Length”, “C Field”, “M
Field”, “A Field” and “CI Field” in the “Serial Tx Format” panel and click on “Apply
Values”; wait for the settings to be applied and close the configuration window. In the
“MBus Management” window, send the “ATO” command as done previously with
the first DemoBoard. Now both modules are ready to transfer data.

10. To illustrate data communication, an example frame containing a measured volume of
876543 liters will be used. Based on the settings applied to the first module, to send a
frame the fields to be sent to the serial port are C-Field and CI-Field, plus an optional
Data-Field. In this example, a C-Field value of 0x44 (SEND / NO REPLY) and a Cl-
Field value of 0x78 (indicating a frame from a meter to a data concentrator, without
data header) is chosen; the Data-Field is composed of the byte sequence (in
hexadecimal notation) 0B 13 43 65 87, indicating a value of 876543 liters expressed
with BCD coding. The total byte sequence to send to the serial port of the first
DemoBoard is: 44 78 0B 13 43 65 87. In the “MBus Management” window of the SR
Tool instance connected to the first DemoBoard, select “Hexadecimal” in the
“Command Type” panel, type the above byte sequence in the “Raw Data” text box
and press Enter:

: g K 7 | - ) -~
. e T [
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7 iy
T s e el

Senal Protocol , l Corfiguration ’
COM1 v| |19200 ‘ Wizard
Enable Flow Control [ | Serial Wakeup [ Disconnect ’

[EN 13757-4:2013 -

Free command

HEX command
Raw Data

44780B 13436587

Command Type =
@) ASCIl @ Hexadecimal Send Command

78 0b 13 43 65 87

[ Clear Log ] [ Load Log ] [ Save Log ]

11. The frame is sent by the first module and received by the second module, as shown in
the bottom panel of the “MBus Management” widow of the SR Tool instance
connected to the second DemoBoard:
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g - N
e =

b \ Configuration ‘
COM10 ’ 19200 Wizard
| Enable Flow Control [ | Serial Wakeup l Disconnect ‘

B

ouS

(EN 13757-4:2013

Free command

ASCIl command
Data

Command Type

@ ASCII ) Hexadecimal Send Command

IN: ¥ D®

xXV4] ex

ICe*

i Of 44 ae Oc 78 56 34 12 01 07 78
0Ob 13 43 65 87

[ Clear Log ] [ Load Log ] [ Save Log ]

12. Specifically, the bottom panel shows the bytes corresponding to the settings
previously applied in the “Serial Tx Format” panel of the configuration window:
Length (OF), C-Field (44), M-Field (AE 0C, corresponding to the M-Field values
contained in the settings of the first module), A-Field (78 56 34 12 01 07,
corresponding to the A-Field values contained in the settings of the first module) and
Cl-Field (78), plus the Data-Field byte sequence (OB 13 43 65 87).

——
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ENCRYPTION EXAMPLE

To illustrate encryption, an example frame containing a 13757-3 Application Layer
with short Transport Layer will be used (Cl-field value is 0x7A).

In this example, meter address is:
a. M-Field: AE 0C
b. A-Field: 78 56 34 12 01 07
Its encryption key is:
00 0B 16 21 2C 37 42 4D 58 63 6E 79 84 8F 94 A5

A meter device must insert its own manufacturer ID, address and key in an entry of
the registered meter list and set bit 2 of register 460.

In the configuration window, insert the meter address and its key in the “Register
Meters” panel and select “Enable Encryption”. The meter address in the “Register
Meters” panel must be the same of the “MBus Fields” panel.

-
T M-Bus (EN13757-4:2005/EN13757-4:2013/ EN13757-5 Mode R2) Configurations L=L=,
Module Informations Serial Rx Format Radio Channel Radio Output Power Serial Speed Wakeup Options Commands
Serial Number © 1a@4800 ©) 1b@4800 o
5o © 202400 © @400 - “; :g”‘ © 10btsrs | O ki Apply Values
o 2 2 ) # m p=4 2
Fimware Version ["] M Field © 32@4800 © 3b@4800 = D 2400bits/s Timer
= > @ +27dBm ©) 4800bits/s
J} A Field © 0@19200 © 2a@4800 D i “) 9600 bits/s Read Values
i ¥| Cl Field =) 9 © * m b
BootLoader Version . 9 26@4800 9 © 19200bits/s
Serial Tx Format eamble Serial Time-Out © 38400bis/s Restart Module
M-Bus Mode ) @ Short Preamble @ 575 hhs/e
) ] Length % Loria Preamble 5 @ 115200 bits/s
S1 Meter T20ther @ N1 Meter | CField ong Freamble Default Values
S1Other R2Meter @ N1Other (] M Field MEus Fields
52 Meter R20ther @ N2 Meter LI AField
52 Other ClMeter @ N2Other 4 &Nﬁe'd M Field AField Load From File
T1 Meter C1 Other A
T1 Other C2 Meter £ Wake-up Char 68 174 12 120 86 52 18 1 7 120
T2 Meter C2Other [T Rssl Save Tofile
Advanced features
Rx Fitter epeate art 5 RXPin Channel Plan Indications
[D R fitter = D Enable Enable part 5 0 % e
i l Enable network management [T Enable
Tx Options Disable upstream frame forwarding TXPin
|1 Reserved (Dont check) = 0 & : LBT Threshold
Multicast Address FAC fast tROmin FAC options 99
Manufacturer ID Address =
100 [”] Freq access cycle
0 128 0 0 0 0 0 0 [7] Fast response delay Sing Ch LBT BO Sing Ch LBT BO
S max flat
LBT Adv Options FACtD FAC timeout FAC fast FAC slow FAC slow 5 3
[ ALOHA LBT = 5 vy tROmax tROmin tROmax
|E] AFA LBT 2 101 1100 1101 Sing Ch LBT Sing Ch LBT BO
| g
delay period
Registered Meters 750 20
Meter Options (Write Only) Meter Address
Add Meter || SingChLBTRA ~  Sing Ch LBT RA
[ Do not fiter = Manufacturer ID Address pen% d o
E - 174 12 120 86 52 18 1 7 e 16 3
Meter
Multichannel LBT Sing Ch LBT RA
Meter ey BO max flat
0 1 22 33 55 66 77 88 99 110 121 132 143 154 165 5 3
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2. Click on “Add Meter”.

's T T
Success e

jl Add Meter completed

Click on “OK” in the pop-up window. Select “N2 Meter” in the “M-Bus Mode”
panel, select “C Field” and “CI Field” in the “Serial Rx Format” panel and click on
“Apply Values”. Wait for the settings to be applied and close the configuration
window. Type the string ”ATO” in the “Data” text box and press Enter. Now meter is
ready.

3. The other address is:
a. M-Field: AE OC
b. A-Field: 78 56 34 12 01 08
Insert this address in the “MBus Fields” panel in its configuration window.

_ Ly

3
|

"‘""“"“"w/—
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<

.
T M-Bus (EN13757-4:2005/EN13757-4:2013/ EN13757-5 Mode R2) Configurations L=)L=
Module Informations Serial Rx Format Radio Channel Radio Output Power Serial Speed Wakeup Options Commands
Serial Number ©@ 1a@4800 © 1b@4800 5 4 R
[] Length © 22@2400 © b@2400 21 dBm ©) 1200 bits/s [] Low Power
|| C Field > = +24 dBm ) 2400 bits/s Serial
Firmware Version (| M Field D 3a@4800 © 3b@4300 © +27dB © 4800 bits/! Timer
| AField © 0019200 © 2a@4s00 = @ *27d8m 2 =rn Read Values
g 1 Cl Field = ) +30dBm ) 9600 bits/s
BootLoader Version ] e © 2>@4800 9 @ 19200 bits/s
Serial Tx Format Serial Time-Out g%‘é% E;s;s Restart Module
M-Bus Mode 7 @ Short Preamble s
V] Length Lov Prasiiie 5 © 115200 bits/s
S1 Meter T20ther @ N1 Meter 7] C Field A9 rreambe Default Values
51 Other R2Meter () N1Other V| M Field MBus Field
52 Meter R2 Other ~) N2 Meter (V] A Field Shas
52 Other C1Meter @ N2Other V| CI Field C Field M Field AField Cl Field Load From File
T1 Meter C1Other I Lal
T1 Other C2 Meter ] WakeupChar 68 174 | 12 120 (88 | :2 18 1 8 120
T2 Meter C2 Other [ Rssi Save Tofile
Advanced features
Rx Fitter Re RXPin Channel Plan Indications
1 Rxfiter B |E7 Enable | Enable part 5 0 % [ 1a@2800 & ] Enable
i Enable network management |F] b@4800 ~| —
Tx Options Disable upstream frame forwarding TXPin E’**f
1 Reserved (Dont check) = 0 : LBT Threshold
Multicast Address FAC fast tROmin FAC options 95
Manufacturer ID Address —
100 | Freq access cycle : :
0 128 0 0 0 0 0 0 | Fast response delay Sing Ch LBT BO Sing Ch LBT BO
LBkt i el A max flat
LBT Adv Options FACtxD FAC timeout FAC fast FAC slow FAC slow 5 3
[ ALOHA LBT R 5 g tROmax tROmin tROmax
&l R 101 1100 1101 Sing Ch LBT Sing Ch LBT BO
[7] AFALBT :
delay period
Registered Meters 750 20
Meter Options (Write Only) Meter Address :
A Add Meter Sing Ch LBT RA
[E] Do not fiter § Manufacturer ID Address gle:gor?' LBT RA mlgf
|2 Enable encryptin - Remove | 16 3
Meter Key MgftrlT\‘::xannel LBT f?;t'bg Ch LBTRA
6 3

4. Select “N2 Other” in the “M-Bus Mode” panel, select “Length”, “C Field”, “M
Field”, “A Field” and “CI Field” in the “Serial Tx Format” panel and click on “Apply
Values”; wait for the settings to be applied and close the configuration window. In the
“MBus Management” window, send the “ATO” command as done previously with
the first DemoBoard.

When a frame with an extended link layer or a data header specifying one of the

supported encryption methods is received from the serial port, the module encrypts
the frame using the key corresponding to the meter manufacturer ID and address
and the given encryption method. Form the meter side, a frame with 13757-3
Application Layer with short Transport Layer will be sent. The total byte sequence to
send to the serial port of the first DemoBoard is:

46 7A BA 2B 20 25 2F 2F 04 6D 05 33 A9 1C 04 13 01 00 00 00 01 FD 17 08

where:
a. C-Field: 46
b. ClI-Field: 7A
c. Access Number: BA
d. Status Field: 2B
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e. Configuratio Word: 20 25 (encryption mode 5, AES 128 CBC, 2 encrypted
blocks, synchronized)

f. Encryption verification: 2F 2F
g. Plain data (not coded): 04 6D 05 33 A9 1C 04 1301 00 00 00 01 FD 17 08

i p . —Ty
Seo ProtacH - - l Corfiguration ’
COM1 v 19200 v Wizard
[ "] Enable Flow Control [ | Serial Wakeup ‘ Disconnect ’

EN 1375742013 v

Free command

HEX command
Raw Data

46 7A BA 2B 20 25 2F 2F 04 6D 05 33 A9 1C 04 13 01 00 00 00 01 FD 1708

Command Type
@ ASCl @ Hexadecimal Send Command

OUT: Fz°+ %//'m|3@ Il ... viQ
OUT: 46 7a ba 2b 20 25 2f 2f 04 ed 05
33 a9 ic 04 13 01 00 00 00 01 f£4 17 08

6. This frame is encrypted and sent to the air. Other will be not able to decrypt this,

because it does not have the meter key. The bottom panel on the other side will show
the coded sequence.
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PoHe T YRoce) l Configuration ’
[COM10 Y 19200 Wizard
[ ] Enable Flow Control [ | Serial Wakeup l Disconnect ’

EN 1375742013

Free command

ASCIl command
Data

Command Type
© ASCII @ Hexadecimal Send Command

xV4I *z%+ $°¢c—&060. iA-Qi?|{ 29F

AVAP4yl #5%“S3

IN: 2e 46 ae 0Oc 78 56 34 12 01 07 7a
ba 2b 20 25 ba e7 97 e4 f6 dc 2e 69 c2
ac 51 69 3f 05 17 b3 3% 46 cl 56 e5 de
34 £ff 6¢c 20 0f 35 93 %a e3 81

| Cearlog | | Loadlog | | Savelog

7. Concentrator devices can received encrypted frames to (and send encrypted frames
from) any of the registered meters; to enable encryption for communication with
a given meter, manufacturer ID, address and key of the meter must be registered
in the meter list and bit 2 must be set to 1 in the option register 460.
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Module Informations Serial Rx Format Radio Channel Radio Output Power
Serial Number © 1a@4800 © 1b@4800 P
% Length © 22@2400 © @240 - iljg’"
2 = o + m
Fimware Version [C] M Field @ 2edtll, @ Dt @ +27dB:
[ AFeld © 0e19200 © @400 @ >
BootLoader Version [7] Cl Field © @480 9 @ +30dBm
Serial Tx Format e Leng Serial Time-Out
M-Bus Mode [ Length @ Short Preamble 5
S1 Meter T20ther @ N1 Meter V] C Field Long Preamble
S1 Other R2 Meter @) N1Other V| M Field MBus Fields
S2 Meter R20ther @ N2 Meter V] AField
52 Other C1 Meter @ N2 Other [v] CI Field C Field M Field A Field
T1 Meter C1 Other O
T1 Other C2 Meter IF] Wakeup Char: | || |68 7 12 120 8 52
T2 Meter C20ther [ Rssl
Advanced features
Rx Fitter Repeate! art 5 RX Pin
[ Rt Erblopat 5 O
i Enable network management ~
Tx Options Disable upstream frame forwarding TXPin
[ Reserved (Dont check) =] 0 3
Multicast Address FAC fast tROmin FAC options
M cturer | Add
lanufacturer 1D ress 5 [ Froq acoess oycle
0 128 0 0 0 0 0 0 [F] Fast response delay
LBT Adv Options FACtxD FAC timeout FAC fast FAC slow FAC slow
[7] ALOHA LBT A 0 tROmax tROmin tROmax
[F] AFALBT = 10 1100 1101
Registered Meters
Meter Options (Write Only) Meter Address
Add Meter
7] Do not fiter R Manufacturer ID Address
- 174 12 120 86 52 18 1 7 e
Meter
Meter Key
0 1 2 33 44 55 66 77 88 95 10 121 132 143 154 16§

=L
Serial Speed Wakeup Options Commands
© 1200bits/s & Igow rower Apply Values
© 2400bis/s =
©) 4800bits/s
©) 9600 bits/s Read Values
@ 15200 bits/s
© 38400bits/s
©) 57600 bits/s Restart Module
@ 115200 bits/s
Default Values
Cl Field Load From File
18 1 8 120
Save Tofile
Channel Plan Indications
[C] 1a@4800 & !
b‘i ©4800 - [T Enable
L Cha LBT Threshold
99
Sing Ch LBT BO Sing Ch LBT BO
max flat
5 3
Sing Ch LBT Sing Ch LBT BO
delay period
750 20
Sing Ch LBT RA Sing Ch LBT RA
period max
16 3
Muttichannel LBT Sing Ch LBT RA
BO max flat
5 3

8. Click on “Add Meter”. Click on “OK” in the pop-up window. Click on “Apply
Values” in the configuration window; wait for the settings to be applied and close the
configuration window. Type the string “ATO” in the “Data” text box and press
Enter.

Reproduction forbidden without written auth

orization from Telit Communications S.p.A.- All Rights Re

served.

NE

Now if meter re-sends the previous frame, other will be able to decrypt it (2F is the
AES CBC padding).
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Seua).Frotace - ‘ Corffiguration
COM10 Y 19200 v Wizard
[ | Enable Flow Control [ | Serial Wakeup ‘ Disconnect

vVIibUusS Frotoco

(EN 1375742013

Free command

ASCIl command
Data

Command Type :
@ AsClI © Hexadecimal Send Command

xV4] ez°+ %//im|3@ 11 ... vif

L1111 117101

IN: 2e 46 ae Oc 78 56 34 12 01 07 7a
ba 2b 20 25 2f 2f 04 6d 05 33 a% 1c 04
13 01 00 00 00 01 £4 17 08 2f 2f 2f 2f
ZiE 2 2 FIRaZEOE 28 ARG Z RO

[ Clear Log ] [ Load Log ] Save Log
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8. Glossary

ACP Adjacent Channel Power

BER Bit Error Rate

Bits/s Bits per second (1000 bits/s = 1Kbps)

CER Character Error Rate

dBm Power level in decibel milliwatt (10 log (P/1mW))
EMC Electro Magnetic Compatibility

EPROM Electrical Programmable Read Only Memory
ETR ETSI Technical Report

ETSI European Telecommunication Standard Institute
FM Frequency Modulation

FSK Audio Frequency Shift Keying

GFSK Gaussian Frequency Shift Keying

GMSK Gaussian Minimum Shift Keying

IF Intermediary Frequency

ISM Industrial, Scientific and Medical

kbps kilobits/s

LBT Listen Before Talk

LNA Low Noise Amplifier

MHz Mega Hertz (1 MHz = 1000 kHz)

PLL Phase Lock Loop

PROM Programmable Read Only Memory

NRZ Non return to Zero

RF Radio Frequency

RoOHS Restriction of Hazardous Substances

RSSI Receive Strength Signal Indicator

Rx Reception

SRD Short Range Device

Tx Transmission

SMD Surface Mounted Device

VCO Voltage Controlled Oscillator

VCTCXO Voltage Controlled and Temperature Compensated Crystal Oscillator

;L#\' Et l / el o s et i /_P !
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9. Document History
Revision Date Changes
0 2012-10-01 First Release

1

2014-04-22

e Updated the version of EN 13757-4 (2013)

e Added ferrites

e Added example of encryption
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