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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to askaradcuracy of this document, Telit
assumes no liability resulting from any inaccuracie omissions in this document, or
from use of the information obtained herein. THenmation in this document has been
carefully checked and is believed to be entireliabde. However, no responsibility is
assumed for inaccuracies or omissions. Telit resethie right to make changes to any
products described herein and reserves the riginewise this document and to make
changes from time to time in content hereof withattigation to notify any person of
revisions or changes. Telit does not assume abhilityaarising out of the application or
use of any product, software, or circuit describedein; neither does it convey license
under its patent rights or the rights of others.

It is possible that this publication may contaiferences to, or information about Telit
products (machines and programs), programmingevices that are not announced in
your country. Such references or information must e construed to mean that Telit
intends to announce such Telit products, progragnunservices in your country.

Copyrights

This instruction manual and the Telit products désd in this instruction manual may

be, include or describe copyrighted Telit materdaich as computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve
for Telit and its licensors certain exclusive rglior copyrighted material, including the

exclusive right to copy, reproduce in any form trilisite and make derivative works of

the copyrighted material. Accordingly, any copytigh material of Telit and its licensors

contained herein or in the Telit products descritmethis instruction manual may not be

copied, reproduced, distributed, merged or modiftredny manner without the express
written permission of Telit. Furthermore, the push of Telit products shall not be

deemed to grant either directly or by implicati@stoppel, or otherwise, any license
under the copyrights, patents or patent applicatanTelit, as arises by operation of law
in the sale of a product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) piaid described in this instruction
manual may include copyrighted Telit and other Bedty supplied computer programs
stored in semiconductor memories or other mediasLia the Italy and other countries
preserve for Telit and other 3rd Party supplied ®Wftain exclusive rights for
copyrighted computer programs, including the exckisight to copy or reproduce in
any form the copyrighted computer program. Accaghlinany copyrighted Telit or other
3rd Party supplied SW computer programs containetthé Telit products described in
this instruction manual may not be copied (revassgineered) or reproduced in any
manner without the express written permission dft e the 3rd Party SW supplier.
Furthermore, the purchase of Telit products shatlbe deemed to grant either directly or
by implication, estoppel, or otherwise, any licenséer the copyrights, patents or patent
applications of Telit or other 3rd Party supplietlVSexcept for the normal non-
exclusive, royalty free license to use that arisgsoperation of law in the sale of a
product.
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gmypof Telit and its licensors. It is
furnished by express license agreement only and beaysed only in accordance with
the terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted masgerfbking unauthorized copies is
prohibited by law. No part of the software or doemtation may be reproduced,
transmitted, transcribed, stored in a retrievatesys or translated into any language or
computer language, in any form or by any meangyowit prior written permission of
Telit

High Risk Materials

Components, units, or third-party products usethénproduct described herein are NOT
fault-tolerant and are NOT designed, manufactusedhtended for use as on-line control
equipment in the following hazardous environmergguiring fail-safe controls: the
operation of Nuclear Facilities, Aircraft Navigatior Aircraft Communication Systems,
Air Traffic Control, Life Support, or Weapons Sysig (High Risk Activities"). Telit and
its supplier(s) specifically disclaim any expressedmplied warranty of fithess for such
High Risk Activities.

Trademarks
TELIT and the Stylized T Logo are registered indemark Office. All other product or
service names are the property of their respeoctwmeers.

Copyright © Telit Communications S.p.A. 2014.
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1. Introduction
1.1. Scope

Scope of this document is supply an user guidéhiiTelit SRManagerTool software.
1.2 Audience

This User Guide is intended for Short Range Modusers who want to program,
manage and control the short range network a&suiti

1.3. Contact Information, Support

For general contact, technical support, to repatuchentation errors and to order
manuals, contact Telit Technical Support CenteiSCTY at:

TS-SRD@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:
http://www.telit.com/en/products/technical-suppecetater/contact.php

For detailed information about where you can bug thelit modules or for
recommendations on accessories and components visit

http://www.telit.com

To register for product news and announcement®roprfoduct questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possiéep us informed of your comments
and suggestions for improvements.

Telit appreciates feedback from the users of diarination.

1.4. Open Source Licenses
The SRManagerTool developed by Telit make usembdified version of Wireshark.

gs)” * P
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Wireshark

Wireshark is a network packet analyzer, widely usedroubleshooting and analysis of
communications protocol. It is an open source appbn and is released under the GNU
General Public License version 2.

Document Organization
This document contains the following chapters:

Introduction: provides a scope for this documearget audience, contact and support
information, text conventions.SRManagerTool Segipes instructions on how to setup
SRManagerTool and the equipment needed.

SRManagerTool features: describes in details thtifes of SRManagerTool.

Appendix 1 — How to flash the Telit M ZE51 USB ddégigdescribes how to flash the
Telit USB dongles MEZES1.

Appendix 2 — How to flash the Telit ME50-868 USBndte: describes how to flash the
Telit USB dongles ME50-868.

Appendix 3 — How to flash the Telit NE50-868/433RJ&ongle: describes how to flash
the Telit USB dongles NE50-868/433.

Appendix 4 — Technology/Platform Firmware: descsibechnology/platform supported
by SRManagerTool.

Appendix 5 — Troubleshooting: describes a listadgible troubles and their solution.
Acronyms and Abbreviations: lists acronyms and ewiations used in the document.

Text Conventions

Danger — This information MUST be followed or catmsphic equipment failure or
bodily injury may occur.

Caution or Warning — Alerts the user to importanbmts about integrating the module,
if these points are not followed, the module anddenser equipment may fail or
malfunction.

Tip or Information — Provides advice and suggestios that may be useful when
integrating the module.

All dates are in ISO 8601 format, i.e. YYYY-MM-DD.
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1.7. Related Documents
* [1] 1vv0300859 Telit ZigBee Democase Getting Sirt
* [2] 1vv0300845 Telit ZigBee Democase User Guide
e [3] 1vv0300900 Telit ZigBee PRO Democase User &uid
+ [4] 1w0300901 Telit ZigBee PRO Democase Gettitaytsd
* [5] 1vv0300819 Telit M ONE Protocol Stack User Gaui
e [6] 1vv0300944 Telit Low Power Mesh Protocol Statder Guide
* [7] 1vv0300819 Telit Mesh Democase User Guide
* [8] 1vv0300828 Telit Wireless M-Bus User Guide_tRaPart5_ModeR2
¢ [9] 1vv0300935 Telit Wireless M-Bus Part 5 ModdJQer Guide
* [10] 1vv0300873 Telit Star Network Protocol Stackdd Guide
e [11] 1vv0300949 Telit ZE51-2.4 RF USB Dongle Userid

* [12] Wireshark documents:
http://www.wireshark.org/docs/
http://wiki.wireshark.org/IEEE_802.15.4

e [13] 1vv0300995 Telit GGB863-SR Firmware upgradecpoure

e [14] 1vv0300781 Telit GEB63-PROS3 Linux Software t&alide

e [15] 1vv0300953 Telit Wireless M-Bus 2010 Part4 tJseide

e [16] 1VV0301059 Frequency Hopping_ Star Network @&rot Stack User Guide
e [17] 1VV0301109 LE51868 S SW _ User_Guide rev2

‘ L | . HY-L - A _;,V .
L/J 4 & 0@&3{
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Section Appendix 1 changed; Section Appendix 2gkd;
Section Appendix 3 changed.

Section 1 changed; Section 2 changed; sectionhz2ged;
Section 3.3.4.2 changed; Section MB Analyzer; $ac3.8.1
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3.3.4.1 changed; section 3.5 changed.
Section 2.1 changed; section 2.3 changed; section 3
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2. SRManagerTool Setup

SRManagerTool setup allows using serial or GPRS/GSM connection between tool
and SR module.

Via serial connection (local) the features avadadnle:
¢ Flashing
* Management

e Analyzer

Via GPRS/GSM connection (remote) the features abkilare:
* Analyzer (ZigBee, MBus, Mesh)
* Flashing (ZigBee, MBus)

* Management (ZigBee)

2.1. SRManagerTool - SR module via Serial connection

1. Connect the Board to the PC via standard USB port
2. Connect the power supply to the board
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2.2. SRManagerTool - SR module via GPRS/GSM
connection

H SRDevice SR Device

Local PC used
to configure
the GG863-SR

Web Administration
Panel

Remote PC hosting
SRManagerTool

Next steps describe how to achieve remote conmebBtween SRManagerTool and SR module.

Reproductlon forb|dden W|thout written authorlzatlon from Telit Commumcatlons S.p.A.- All Rights Reserved Page 14 of 206
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2.2.1. Equipment
The minimum equipment is:
* The GG863-SR

* The module mounted in the GG863-SR should be programmed with one of the
following firmware depending on device type:

0 ZigBee ZE51/ZE61: ZEx1.X55.11.21-B004.528
LowPowerMesh NE50-868 MHz: GC.M0S.01.01-B007.hex
LowPowerMesh NE50-433: GD.M0S.01.01-B005.hex
Wireless M-Bus ME50-868 MHz: GC.U0S.01.00-B004.hex

Wireless M-Bus ME50-169 MHz: GI.U0S.01.00-B005, GI.U0S.01.00-
B006.hex

o0 Wireless M-Bus ME70-169 MHz: GL.U0S.01.00-B006.hex

o O o o

Flash SR module after step described in 2.2.6. Forformation on how to flash SR
module in the GG863-SR refer to [13].

e The Linux USB Ethernet/RNDIS Gadget
¢ A PC which will be used to configure the Gateway
* A PC which will host SRManagerTool

All required software is available in the Telit vaite www.telit.com section Download
Zone:

» Software >Short Range >Software Releases Gatew&®E863 SR

» Software > Short Range > Software Releases Shogdra

2.2.2. Connections setup

Before turning on the GG863-SR be sure to folloev¢bnnections detailed below:

» connect the antennas to RF connectors of the GG8&563-

» insert the SIM card in the card holder of the GG863 The SIM must have the PIN
disabled.

¢ plug the Mini USB cable into the GG863-SR USB Deviort (B-type)

e connect the power supply adapter to main poweretock

Now the device is ready to be turned on.

Reproductlon forb|dden without written authorization from Telit Commumcauons S.p.A.- All Rights Reserved. Page 15 of 206
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Turning On GG863-SR

To turn on the GG863-SR, simply attach the poweaptat cable to the GG863-SR and
wait 30 seconds for full system startup.

Note — When the power supply cable is disconnecteitljs recommended to wait
approximately 5 seconds before applying the powermain.

Turning Off GG863-SR

To turn off the device you can simply unplug the power supply cable.

Warning — Please note that hardware power off shdlde done only after a proper
GSM logoff. Any GSM device is requested to issugletach” request at turning off.

Normal shutdown sequence will take up to 8 seconds. An additional delay of up to
10 seconds is experienced as the GSM module logs off the network.

Connecting GG863-SR to the local PC

To connect the GG863-SR to the local PC follow next steps:
e Turnon the GG863-SR (see section 2.2.3)

* Wait 20 seconds for the system to startup

» Plug the USB cable into the PC (A-type]:

The first time you connect the GG863-SR, you will be asked for a driver "Linux
USB Ethernet/RNDIS Gadget”. Follow the actions described by the screenshots:

If you have already installed the Telit Linux Devagdment Environment, you already
have the Ethernet Gadget installed and you are centing the GG863-SR to the same
USB port used for EVK-PRO3, then the USB connectigrautomatically established.
In this case you can continue reading the presentdment from 2.2.6.

If you are connecting the GG863-SR for the firsirte or to a different USB port please
follow next steps.
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1

Eoumd New Hardware Wizand:

Welcome to the Found New
% Hardware Wizard

~§

Windows will search for curent and updated software by
looking on your computer, on the hardware installation CO, or on
the Windows Update Web site {with your permission).

Read our privacy policy

Can Windows connect to Windows Update to search for
goftware 7

(2 Yes, this time only

{1 Yes, now and every time | connect a device

Click Mext to continue.

Ned> | [ Cancel |

Eounid Hevi Herdware Wizand:

This wizard helps you install software for:
Lin USE Ethemet/ANDIS Gadget

i':ll if your hardware came with an installation CD
4 or floppy disk. insert it now_

What do you want the wizard to do?

) Install the software automatically (Recommended)
%} Inztall from a list or specific location {Advanced)

Click Meat to continue.

[ < Back ][ MNext ][ Cancel ]

S

7 i ] i ‘ . 7 e —
g i ) e
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T St b S =y
Fonriel e rlEreEre Y esird

Please choose your search and installation options.

(%} Search for the best driverin these locations.

Lise the check boxes below to limit or expand the default search, which includes local
paths and removable media. The best driver found will be installed.

[ 15earch removable media floppy. CO-ROM.)
Incliude this location in the search:

&

) Dont search. | will choose the driverto install.

Choose this option to select the device driver from a list. Windows does not guarantee that
the driver you choose will be the best match for your hardware.

T

Click the Browse button and search for the file linux.inf, included in the Telit
package.

Click Next.

LY e - ,
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.

NG e dhstallaton

) E The software you are installing for this hardware:
Ll
Limo: USE Ethemet/RNCIS Gadget

has not passed Windows Logo testing to verfy its compatibility
with Windows ¥FP . {Tell me why this testing is important

Continuing your installation of this sofiware may impair
or destabilize the comect operation of your system
either immediately or in the fulure. Microsoft strongly
recommends that you stop this installation now and
contact the hardware vendor for software that has
passed Windows Logo testing.

[ Continue Amyway ] [ STOP Installation

Click Continue Anyway.

bound Hew Hardyare Wizand

e Completing the Found New
& Hardware Wizard
3§

The wizard has finished installing the software for:

LET@ Lintee USE Bthemet/AMNDNS Gadget

Click Finish to close the wizard,

Click Finish.

@ R
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Go to Network Connections, right click on the device called Linux USB
Ethernet/RNDIS Gadget and choose the menu voice Properties. Select the

Internet Protocol (TCP/IP) and click on the button Properties; you should see
the following windows:

E

General | Authentication | Advanced

Connect using:

Thiz connection uzes the following items:

v .l% File and Printer Sharing for Microzoft Hetbworks adl
v .[% (oS Packet Scheduler
¥ == |ntemet Protocal [TCRAP)

[

< | =

[ [hztall. .. ] [ minztall [ Properties J

Drescrnption

Tranzmigzion Control Protocol/|nternet Protocal. The default
wide area network protocol that provides communication
across diverze interconnected netwarks,

[] Show icon in notification area when connected
Matify me when thiz connection haz mited ar no connectiity

[ OF. ] [ Catcel

— L
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General

Y'ou can get IP zettings azsigned automatically if pour nebwork, suppaorts
thiz capabiliby. Othensize, you need to azk your network, adminiztrator for
the appropriate [P settings.

(") Obtain an IP address automatically
(%) Usze the following IP address:

IP address: | 132.168.121. 1 |

Subriet mask: | 255285 .25%5. O |

Default gateway: | . . . |

{(®) Usze the following DMS zerver addreszes;
Freferred DNS zerver: | . . . |

Alternate DMS zerver | . . . |

[ Ok ][ Cancel ]

If this configuration is not available, you have to manually insert the following
values:

IP address: 192.168.121.1
Subnet mask: 255.255.255.0

then click Ok.

At this point, Ethernet Gadget is installed on Local PC: Local PC and GG863-SR
can communicate via IP with the following addresses:

e 192.168.121.1 (Local PC)

e 192.168.121.3 (GG863-SR)
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2.2.6. Reboot GG863-SR

Before rebooting the GG863-SR you have to un-plug the USB cable from the PC if
it is connected, reboot the GG863-SR, wait 20 seconds and plug the USB cable
into the PC to make the connection work.

2.2.7. Downloading files to GG863-SR

Default GG863-SR does not have some application and scripts needed to use
remote feature of SRManagerTool.

Files to download are:

* SRTool_Agent

¢ Config_For_Gateway

* Config_For_SRManager

e _S04_Gateway

e _S04_SRManager

To equip the GG863-SR whit those files a tftp sersfeall be installed on the local
PC.Once the tftp server is active and configuretthé local PC the files can be copied to
GG863-SR filesystem:

» Copy the files in the tftp server working directory
» Connect the GG863-SR with the USB cable and ogemat session:

telnet 192.168.121.3

» Go to the root directory:

» For any file to copy type the command:

tftp —g —r file_name_remote server_ip_address
For example:

tftp —g —r SRTool_Agent 192.168.121.1

* Change file permission for any file copied:

chmod +x SRTool_Agent
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2.2.8. Run scripts
After copying the necessary files to GG863-SR falltext step:
* By telnet session opened in section 2.2.7 runc¢hptLonfig_For_SRManager:
/Config_For_SRManager

Note: to come back to default GG863-SR you should henstript
Config_For_Gateway:

/Config_For_Gateway

2.2.9. Create Network Connections on remote PC

2.2.9.1. GPRS

In case of GPRS connection remote PC and GG863-SR must be assigned a public
IP address, check with your mobile network operator for availability of public IP
addresses with GPRS connection.

Connect remote PC to GPRS network and get the public IP, for example by the
command ipconfig.

Performance of the features via GPRS are affectespbed and communication latency
of the GPRS connection.

The speed of the GPRS depends on: phone/termied) tie number of connected users
per cell which is split between the banda, theadis¢ between the terminal and the
antenna closer.

Check for network upgrades of features available with certain operators.

ii An UMTS phone/terminal is strongly suggested inder to use remote features via
GPRS (section 3.2)

2.2.9.2. GSM

When GG863-SR is configured to use a dial-in connection, it waits for an
incoming call and establishes a point-to-point link with the remote PC. This
section describes the procedure to set up a network connection in the remote PC
such that the PC dials the phone number of GG863-SR and establishes a point-
to-point link. The procedure described here applies to the Windows XP operating
system.

& The features via Dial-in connection need not to grthe line

E\! A
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In order to set up a data call connection the remote PC must be equipped with a
dial-up modem correctly installed in the operating system.

Once the modem is connected to the remote PC and installed, a new network
connection can be created:

* From the Windows XP Start menu, go to Control Panel ¢ Network
Connections

¢ Click on File ®* New Connection... to start the New Connection Wizard

New Connection Wizard
Welcome to the New Connection

@ Wizard
Thiz wizard helpz you;

* Connect to the Internet.

* Connect tooa private netwaork, such az your workplace
nietwiork.

To continue, click Mext.

ue:-:w |[ Cancel

. Click onNext >
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New Connection Wizard

Metwork Connection Type

w'hat do pou want to do’? @

{*) Connect to the Internet

Connect to the Intermet g0 vou can browse the Web and read email.

i) Connect to the network at my workplace

Connect to a business netwark: [uzing dial-up aor ¥PH] 20 yau can wark from home,
a field office, or another location.

i) 5et up an advanced connection

Connect directly to another computer using pour senal, parallel, or infrared port, or
zet up thiz computer 20 that other computers can connect to i,

< Back ]ue:-:w |[ Cancel

SelectConnect to the Internetand click orNext >

New Connection Wizard

Getting Ready

The wizard iz preparing to zet up your Internet connection. @

Haoww do you want bo connect ta the Intermet?

(") Choosze from a list of Internet zervice providers [I5Pz]
{(*) Set up my connection manually
For a dial-up connection, pou will need pour account name, password, and a

phone number for wour ISP, For a broadband account, you won't need a phone
nmber.

() Use the CD 1 got from an ISP

Rproduc

!
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. SelectSet up my connection manuallyand click orNext >

New Connection Wizard

Internet Connection
How do pou want to connect o the [nternet?

i*) Connect uzing a dial-up modem
Thiz type of connection uzes a modem and a reqular or ISDM phone line.

{_) Connect using a broadband connection that requires a user name and
pazsword

Thiz iz a high-zpeed connection uzing either a DSL ar cable modem. Y'our ISP may
refer ta thiz type of connection as PPPoE.

i) Connect uzing a broadband connection that iz always on

Thiz iz a high-zpeed connection uzing either a cable moder, DSL ar LAM
connection. |t iz always active, and doesn't require you bo zign in.

[ < Back ]ME:-:D |[ Cancel

* Select Connect using a dial-up modem and click on Next >

e If more than one modem device is installed, check the entry containing the
modem to be used for network access and click on Next >

S ’ 4 9 y /
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New Connection Wizard

Connection Hame
Ww'hat iz the name of the zervice that provides your Intermet connection’?

Type the name of your ISP in the following box.

ISP Mame

The name you type here will be the name of the connection vou are creating.

< Back ]ue:-:w |[ Cancel ]

e Insert a name for the network connection in the ISP Name text box (in this
example, “GG863-SR" is used as connection name) and click on Next >

: } A = - .
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New Connection Wizard

Phone Humber to Dial
w'hat iz your |SP's phone number?

Type the phone number below.

Phone number;

Yau might need to include a 1" or the area cade, ar bath. If you are not sure
wou nieed the extra numberz, dial the phone number on your telephone. [F pou
hear a modemn sound, the number dialed iz comrect.

< Back ]ue:-:w |[ Cancel

* Insert the phone number of the GG863-SR device to connect to and click on
Next >

fs)’ e - ,
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New Connection Wizard

Connection Availability
Y'ou can make the new connection available to any user or only to pourzell.

& connection that iz created for pour uge only 1z zaved in pour uger account and iz not
available unlezs you are logged an.

Create thiz connection far:

(%) Anpone's Lze
(0 My uze only

< Back ]ue:-:w |[ Cancel

e Click on Next >

d.""

Rproduction forbidden without written authorization from Telit Communicati:)ns S.p.A.- All Rights Reserved. Page 29 of 206



Telit

SR Manager Tool User Guide
Tvw0300899 Rev9 - 2014-05-08

New Connection Wizard

Internet Account Information
You will need an account name and pazsword to zign in o your Intermet account,

Twpe an ISP account name and pazsword, then write down this information and stare it in a
zafe place. [If you have forgatten an existing account name or pazsword, contact your 15P.]

Izer name:

Pazzward:

Confirm pazswornd:

Iz this account name and paszword when anyone connects to the [nternet from
this computer

[ ] Make this the default Intemet connection

[ < Back ]ue:-:w |[ Cancel ]

e Type “ip_host” in the User name text box and “ip_gw_app” in the Password
and Confirm password text boxes and click on Next >

& fs)’ = - .
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New Connection Wizard

Completing the New Connection
@ Wizard

You have successhully completed the stepz needed to
create the fallawing connection:

GGBE3-5R
* Share with all uzers of thiz computer
* Usze the zame uger name & pazsword for everpone

The connection will be zaved in the Netwark,
Connections folder.

[]Add a shortcut ta this connection to my desktop

To create the connection and cloze thiz wizard, click Finizh.

< Back ]| Finizh |[ Cancel

e Click on Finish to complete the New Connection Wizard; the connection is
now created and added as a new icon in the Network Connections window; a
new window appears which allows to activate the just created connection

2.2.10. Configuring GG863-SR
e Turn onthe GG863-SR and wait 20 seconds for the system to boot
» Connect the GG863-SR to the local PC
* Wait 10 seconds

* Inthe local PC connected to the GG863-SR type the address:

http://192.168.121.3/cqi-bin/index.cqi

where 192.168.121.3 is one of the IP addresses of the GG863-SR.
The Home Page of the Web Administration Panel is the following:

"! o
?

_ |
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/= GGB63-SR Administration Panel - Windows Internet Explorer B@@
R = 1 T - —
@L 3w B Hrtpi192:168.121.5)cai-bin inde . || B[ #2 x| |2 Goog 2]~
o ; i Searcl
File Edit “ew Favorites Tools  Help
U5 | 8 ceas3-5R Administration Panel B i~ B v ke @ e
[General Information] [Help] [Contacts]
Menu
Y PRO3 Web Administration Panel
« Home
= 55M
- ShortRange Welcome to the PRO3 Web Administration Panel. Choose a menu voice from the left sidebarto
- Shell navigate to browse the system.
* Actions
Logout
Telit@ 2010 - All rights reserved
IDone € mternet fg 7| M100% T

¢ Setinthe GG863-SR the Remote PC parameters:

1. Click on Short Range and then on [Connection]: type of connection between
GG863-SR and remote PC.

o Connection: GPRS or DIAL-IN (DIAL-IN = GSM)
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{= GGB63-SR Administration Panel - Windows Internet Explorer.

S - -
@.\ 5w | /(192,168,121 3 cgi-binzioh ;

File Edit Miew Favorites  Tools  Help

o | ﬁ GGEEE3-5R Administration Pane!

GG863-SR

[Connection] [Server] [Mode]

Menu
Yo Connection Configuration Parameters

GSH = :

Short Range Connection: | LOCAL v |

Shell

\DIAL-UP

Actions SU-GPRS ‘
|DIAL-IM

Logout

Telit® 2010 - All rights reserved

€ nternet fy v E100% v

Click Submit, wait until the Web Panel shows the message:

Parameter configuration was successful.

2. Click on [Server]
Fill the form:

0 IP Host address: to specify only if GPRS connection is used (address
got in section 2.2.9.1)

o Port: 50000 (specify the port on which the remote PC should wait for
GG863-SR registration)

o Connection Type: TCP (specify only TCP)
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For example:

{= GGB63-SR Administration Panel - Windows Internet Explorer
e ==

@ Sy w | Http:)(192,166.121,3/cgi-bin zigh

-

File Edit ‘Miew Faworites Tools  Help

73 | @ 15G863-5R. Administration Panel

GG863-SR

[Connection] [Server] [Mode]

Menu

Fome Server Configuration Parameters

GSM
Short Range IP: |217.201.111.249 |
Shell -
Actions Port: |4500 |
Logout Connection Type: | TCP |

Telit @ 2010 - All rights resenved

€D Internet ‘g v Ei00% v I

Click Submit, wait until the Web Panel shows the message:
Parameter configuration was successful
3. Click on [Mode]:

0 Automatic: YES (6G863-SR will try automatically (YES) or not (NOJ to
connect to Remote PC at next reboot )

Click Submit, wait until the Web Panel shows the message:

Parameter configuration was successful

)!E g -
& o RV e = y
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4. If GPRS is used, click on 65Mand then on GPRS Settings]:

Fill the form with APN (Access Point Name provided by the Mobile Network

Operator).
/= GGB63-SR Administration Panel - Windows Internet Explorer B@@
T = ol [ e . . E
@L o ® | http://192,168.121.3/cgi-binjgsm. coitindex=12ac ] | B3] [ ¥) | | |4 soog |#-
Eile Edit ‘ew Favorites Tools Help
7| €8 G6B63-5R Admiristration Fanel B - B e [k @ e
GG863-SR
[GPRS Settings] [C3D Settings]
Menu
 Viome GPRS Configuration Parameters
- GSM :
+ Short Range APN: ibox tim.it ]
« Shell i )
Logout
Telit® 2010 - All rights reserved
I €D Irternet fu v Hioow v

Click Submit, wait until the Web Panel shows the message:

Parameter configuration was successful

o

: gs)’ = 5 /
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2.2.11. SRManagerTool Connection
Go to the Web Panel:

1. click on Actions and then on [Rebooting]:

Rebooting: YES (reboot (YES) or not reboot (NO) the GG863-SR immediately).

{= GGB63-SR Administration Panel - Windows Internet Explorer B@@

e = =t e
@L w3 ¥ | B hitp:/(192,168.121.3jcoi-binjzigbes comindex=+ (] | ) [ $2 || 3¢ | |24 [ |+
Eile Edit ‘ew Favorites Tools Help
W 'f_,éGGssa-SRndministrationpanel = G- B = odm o[ @ i

[Rebooting]
Menu
 Viome Rebooting GG863-SR
= G5M
+ Short Range Rebooting: [YES V!
« Shell
+ Actions Subryg |
Logout
Telit@ 2010 - All rights reserved
I €D Irternet fu v Hioow v

Click Submit, wait until the Web Panel shows the message:

Action performed was successful
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2. Unplug the USB cable from the local PC and:

0 In case of GPRS wait at least 3 minutes before continue with step
described in section 2.4.

0 In case of GSM wait at least 2 minutes before continue with step
described in section GSM call2.2.12.

2.2.12. GSM call

For a GSM connection follow these steps:

1. Go to the dial-in connection created in step described by section 2.2.9.2.

Connect GGB63-SR

R

=

i

Uzer name:; HiD_hDSt |

Pazsword; iﬁo change fe saved password. click heref |

Save this uzer name and password for the fallowing users:

) Me anly
(&) Arwane wha uses thiz computer

Dial 3348805024 2

|5 Eial J[ Cancel ][ Froperties ][ Help ]

2. Click on Dial; if GG863-SR is under GSM coverage, the remote connection will
be established

| ., gice® =

e (e

!
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To terminate the remote connection between the Bshand GG863-SR, right-click on
the relevant icon in the Network Connections wind@and click on Disconnect; to re-
connect, double-click on the icon and click on Dial the Connect window.

When the remote connection is established, the rearfdC and GG863-SR are assigned
the IP addresses 192.168.123.1 and 192.168.128spactively; in order to have a
working connection, these addresses must not beluseany other host directly
reachable from the IP host.

w

3. Wait at least 2 minutes before continue with step described in section GSM
call2.4.

SR Modules

ZE50/ZE60
ZE51/ZE61
TinyOnePro
TinyOnelite

MES50-868
MES50-169
ME70-169
LE50-868
LE50-433
LE70-868
LE70-915
LE51-868
LT70-868
NE50-868
NE50-433
NE70-868
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2.4, Downloading

Go to the Telit DownloadZone http://www.telit.com/en/products/download-
zone.php and download the file SRManagerTool-x64.msi in case of Windows 64-
bit version or SRManagerTool-x86.msi in case of Windows 32-bit version.

2.5. System Requirements

*  Windows XP 32 or 64-bit version, Windows Vista 32 or 64-bit version,
Windows Seven 32 or 64-bit version, Windows 8 32 or 64-bit version, Windows
8.1 32 or 64-bit version.

¢ Microsoft .NET Framework 3.5 SP1 or later.

2.6. Installation

SRManagerTool is a Windows application. It is compatible with Windows XP,
Windows Vista, Windows Seven, Windows 8, Windows 8.1.

In order to install SRManagerTool on your computer:

1. Run the file SRManagerTool-x64.msi or SRManagerTool-x86.msi

¢ £ - : s : z i ® - —a
p9)° i
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- 5 B
ﬁ! SEManagerTool-x86 - InstallShield Wizard ﬂ

Welcome to the InstallShield Wizard for
SRManagerTool-x86

| The Installshield{R) Wizard will install SRManagerTool-x86 on
| your computer. To continue, dick Mext.

VWARMIMG: This program is protected by copyright law and
international freaties.

b

Next

Ready to install

Page 40 of 206
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-
ﬁ] SEManagerTool-x86 - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

Click Install to begin the installation.

exit the wizard,

Installshield

If you want to review or change any of your installation settings, dick Back, Click Cancel to

<Back || Instal | [ cancel

Install
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r i
ﬁ! SEManagerTool-x86 - InstallShield Wizard ﬂ

InstaliShield Wizard Completed

The Installshield Wizard has successfully installed
SRManagerTool-x86. Click Finish to exit the wizard.,

Cancel

b

Finish

The SRManagerTool is now installed.

In the Desktop will appear the installer for the modified version of network packet
analyzer Wireshark valid for 32-bit x86 as well as for 64-bit AMD64/x86-64 processors:
Wireshark-win32-1.10.3.exe

In order to install run the installer: Wireshark-win32-1.10.3.exe

Information about Wireshark can be found at the link: http://www.wireshark.org/

\ . - ™, = r
v o 3 . = \// = ‘.:;las a =
-] o | _ o
bt () AN o1 s
,/// = oY o il . s
= .

Reproducf.ion forbidden ithout written authorization from Telit Communications S.p.A.- All Rights Reserved. Page 42 of 206



3.1.

Telit

SR Manager Tool User Guide
Tvw0300899 Rev9 - 2014-05-08

SRManagerTool features

SRManagerTool is the PC software developed by Telit in order to flash and
manage SR modules and to analyze SR networks.

Connection

* Run SRManagerTool.exe

Telit SR Manager Tool

About SR ManagerTﬁnI Version

Connection
%) Serial ) GPRS/GSM

[ ] ® 350 A =
Iellt ! Par I_-_-'_' __| Connect Disconnect

Technologies Toolz
® ZigBes | Flashing |
) Mesh

l Management ]

) Wireless M-Bus

 5-0One l Analyzer J

e Select the type of Connection:
If GPRS/GSM:
0 type the port configured in GG863-SR (section 2.2.10].
0 Click Connect and wait for the “GG863-SR Connection OK” message.

- To abort connection attempt click Close.
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E)EX)

About SR ManageerDJ

Telit

Version

ZigBee

Mesh

Wireless M-Bus
5-One

Connection

) Serial () GPRS/GEM

GPRS/G5EM Info

Part I_SEEIEIU |[ Connect Disconnect

GGIEISRIP | |

GGEE3SR IMEl | |
Flashing

Management

Analyzer

i Manags

abiolt SR ManagerTool

Telit

Wireless M-Bus
5-One

Yersion

Caonnection
Seial (%) GPRS/GSM
GPRS/G5M Info .
Port |B0000 | Connect Disconnect
GGEEISRIP | 217.202.25417 |
GEIE3-5R IMEI §35?251 oona15es |
GGBA3-5R Connection OK
i} Start Remote SRM Tool ;
Aar emoe anager [ oo Flﬂ_shlng
Management
Analyzer

0 The window shows GG863-SR |P and IMEI
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Telit SR Manaper Tool

Abouk SR ManagerTénI Wersion
Connection
Senal %) GPRS/GSM
., ® GPRS/GSM Info —
Ielit o [ Gt
GGEES-SR IP 21 T202.258407 |
GGEE3-5R IMEI ;35?’251 010091583 ]
Technologies Tools
@ ZigBee | Flashing |
) Mesh
[ Management ]
O Wireless M-Bus
" [ Analyzer }
O

* To switch from GPRS/GSM to Serial connection:

C o0 Click on Disconnect

Between Disconnect and Connect operation wait tindescribed in section 2.2.11 and
2.2.12

0 Click on Serial radio button
e To swicth from Serial to GPRS/GSM:
0 Click on GPRS/GSM radio button

* Once fixed the connection select the technology to apply: ZigBee, Mesh, WM-
Bus or S-One

e Then select the Tool to apply

e s Vi > ; — i i [
: LY S = *, M WLk . —h
Wi L7 / ¢ & - ; .
£ 785
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3.2. Flashing

The Flashing tool allows to program short range modules.The Flashing window
collects the following information:

* Platforms Info: platforms supported for each technology

* Serial Info: COM Port to use in order to connect the SR module to the PC

@ The Flashing procedure can be performed only atiséspeed of 115200 bit/s.

* Switch Prog:

0 Automatic: if checked the module connected to the SRManagerTool
will be automatically switched to bootloader mode, otherwise the
module must be switched manually.

Automatic Switch Prog is not supported for:

v' ZE50/ZE60
v" MBus TinyOnelLite
v" Mesh TinyOnePRO
ii v ME50-868, ME50-169 with Length option enabled inr&# Rx Format
configuration register
v" ME50-433 in case of Radio flashing
v" NE50-868, NE50-433 with Stuffing Protocol enabled
v" NE50-868, NE50-433 in case of module conneted toeawork. For

information on how to send the module in bootload®iode without moving
switch prog check the related technology UserGuide

& Performance of Automatic Switch Prog is affected thye module configuration, in the
worst case it may take about 5 minutes. In caséoof time required a popup allows to
abort the Automatic Switch Prog procedure and stdre manual Switch Prog.

Error |X|

@ Cue ko the configuration of the module the Automatic Switch Prog may take a long time

[ you wank bo continue amyway’?

es ] [ Mo

* Programming Info:

T
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Module:

0 Local/GG863-SR: in case of serial connection to flash the module
connected to the serial link; in case of GPRS/GSM connection to flash
the module inside the GG863-SR.

0 Remote (except for Tiny platforms, ZE50, ZE60): to flash modules
over the radio link

Radio Info:

0 Broadcast: to flash up to Max Number Modules (clients) through the
module connected to the SRManagerTool (server]) via serial or
GPRS/GSM.

0 Unicast: to flash the module with Serial Number specified in the field
(client) through the module connected to the SRManagerTool (server)
via serial or GPRS/GSM.

An UMTS phone/terminal is strongly suggested irder to use the Flashing feature
via GPRS (section 3.2)

The Remote Flashing via Dial-in connection needstrio drop the line during the
flashing

The Remote Flashing via GPRS/GSM should be useénmergency situations

Max Number Modules To Flash: max 255 modules atilmé¢ can be flashed via Radio
Broadcast.

In case of no Automatic Switch Prog, after Locdlashing turn the power switch OFF
(SW2) and then ON (SW2) before start Radio flashiagd viceversa.

> B> P 0P

Radio Programming:
 LE50, ME50, NE50, LE70, ME70, NE70, LT760

Radio Programming is managed for modules LE50, ME50, NE50, LE70, ME70,
NE70, LT70. Modules XE50 should be equipped with bootloder GC.B00.01.06-
B001, GD.B00.01.06-B001, GI.B00.01.09-B001, GL.B00.01.0B-B001, GJ.B00.01.0A-
BOO1 or later versions, otherwise only Serial Flashing is allowed.

In order to know the version of the bootloader see section 3.3.1 (for Mesh
Technology), 3.3.2 (for WM-Bus technology), 3.3.3 (for SOne Technology):

AVERR- R
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o Connect to the module

0 Give the command: AT/V (for WM-Bus or SOne], AT/B (for Mesh).
The response would be formatted for example in this way:
GC.U00.01.01-B002.GC.B00.01.06 (for WM-Bus or SOne) or
GC.B00.01.06 (for Mesh).

The bootloader version is:
GC.B00.01.06

Server and Clients modules can be equipped with any of the firmware allowed for
technology/platform (see Appendix 4). Turn the programming switch ON (SW4)
before power ON (SW2] or put all modules in bootloader activation (see ATBL
command).

ZES51, ZE6GL

radio Programming is managed for modules ZE51, ZE61 equipped with bootloder
B00.01.07 or later versions. For previous versions only Serial Flashing is allowed.

In order to know the version of the bootloader see section 3.3.4 (for ZigBee
technology):

o Connect to the module

0 Give the command: 02 14 05
The response would be formatted for example in this way:
10 1500 05 Oc 46 53 2e 42 30 30 2e 30 31 2e 30 34
The bootloader version is:
46 53 2e 42 30 30 2e 30 31 2e 30 34
That is:
FS.B00.01.07
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Server Module:

server module must be equipped with bootloader B00.01.07 or later versions and
firmware Supervisor ZEx1 XS5.11.21-B004.s28 or later versions.

The firmware Supervisor can be flashed via Serial.

Before start Radio Programming turn the programming switch OFF (SW4) before
power ON (SW2].

Client Modules:

clients modules must be equipped with bootloader B00.01.07 or later versions
and any of the firmware allowed for right technology/platform (see Appendix 4).
Turn the programming switch ON (SW4) before power ON (SW2] or put all
modules in bootloader activation (see [2]).
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Firmware: the firmware file to flash in the SR module

Flashing Manager tool

Flatforms Info

Serial Info Switch Prog

v COR Port | CORKI v [] autamatic

Tirw 'wikd-Buz

FES0-868 Wikl -Bus
MES0-169 "Wk -Bus
ME 70-169 "M -Bus

® Local/GGEE3-SR

Femote

Firrmare

Broadcast | |

Uricast I:I | |

UL

Browse

Flazhing

Close

Select the right Platform
Select the COM port
Select the Via and Radio Info if needed

Browse and select the firmware file related to the technology:
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Technology/Platform firmware:

Mesh:

platform NE50-868, Stack Low Power Mesh
platform NE50-433, Stack Low Power Mesh
platform NE70-868, Stack Low Power Mesh
Platform TinyOne Pro, Stack M_ONE

ZigBee:

platform ZE50/ZE60, Stack ZB2007
platform ZE51/ZE61- IA/WA, Stack ZBPRO

MBUS:

platform TinyOneLite, Protocol EN13757-4:2005

platform ME50-868, Protocol:EN13757-4:2005 + EN13757-5 Mode R2
platform ME50-868, Protocol:EN13757-4:2013

platform ME50-169, Protocol:EN13757-4:2013

platform ME70-169, Protocol:EN13757-4:2013

platform ME50-868, Protocol EN13757-5 Mode Q

SOne

: 4 £/ £ - - AL
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platform LE50-868, Stack StarNetwork

platform LE50-433, Stack StarNetwork

platform LE70-868, Stack StarNetwork

platform LE70-915, Stack Frequency Hopping Star Network
platform LE51-868, Stack SigFox plus S-One

platform LT70-868, Stack StarNetwork
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Power the SR board OFF (SW2) (see section 2.3)
Connect the SR board to the serial COM Port
Turn the programming switch ON (SW4) for LE50, LE70, ME50, ME70, NE50

Turn the programming switch ON (SW4) for ZE50, ZE60, ZE51, ZE61 in case of
serial flashing

Turn the programming switch OFF (SW4) for ZE51, ZE61 that acts as
Supervisor in case of radio flashing

Power the SR board ON (SW2) (see section 2.3)

Click the Flashing button
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Flashing Manager tool

Flatforms Info Serial Info Switch Prog

|ME5EI-SBSWM-Bus v COM Port | COM1 v [ Automatic

Pragrarmming Info Resultz

bl adule b am
*) Local/GGEE3SA Broadcast | |

Rezponding

) Remate Unicast | | 5
UCCess

todules Responding Errar

e

| 4

Firmnware

| EAFW-SRAPWWMBAMESD_Wwhi-Bus\MED-868_w/M-Bus\EN13757-4_2010AGC.U03.01.00-B004.tt

il Lk
[l | - y —a
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Flashing Manager tool _ _,E|
Automatic
Pragramming |rfo Results
Local/GGEE3-SR Broadcast
| | Responding I:I
Remote Unicast | |
Modules Rezponding Ertrar I:I
¥
Firnnare
|:::'-..F"...'...-'-E; B AMBYERD ' -BushERD M-Buz\EMN13757-4 2001 0NGC. 103, 01.00-B 004 Browse
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Flazhing Cloze
mw' 3 '5.. E
1
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Flashing Manager, tool
Flatformsz Info Serial Info Switch Prog
|ME5IJ-SBB Wb -Bug v COK Part | COM1 v [ Automatic
Pragramming Info Rezultz
Maodule Radio Info b an
() Local/GGEEISA Broadcast

Success |1 (100%]

]
Rezponding

Maodules Fesponding Errar 0 [0x]

) Remate Unicast l:l
v

|GEEKDDDD?11: SUCCESS

Firrruware
[C:Fv- SR S MBME S0/ BushAE S 1863 WM -Bus\EN13757-4_20108C.LI03.0.00-B004.11] |

[ [ [

Modules Responding: Serial ID and

- Results:
flashing result of the modules « available for LE50, LE70, LT70, LE51,
responding: ME50, ME70, NE50, ZE51, ZE41
e available for LE50, LE70, LT70, * not available for:
LE51, ME50, ME70, NE50, ZES51, v Tiny, ZE50, ZE60

ZE61.not available for:

_ v' ZE51 and ZE61 equipped with
v Tiny, ZE50, ZE60

bootloader that does not support
v' ZE51 and ZE61 equipped with Radio Programming
bootloader that does not
support Radio Programming

A
7
s L . e

i g 5 /

i | iy |
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A Pop up will show when flashing is finished: click OK

Info @

L3
\:!_’) Cpetation Finished

¢ Click Close button in order to return to the Main Window

i’i Flashing is a critical feature that may lead to urpected behaviour if wrong firmware
is flashed.
& In case of connection GPRS/Dial-in the Flashing a¢ion may take a long time

£ I

Reproduction forbid
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e Example of Radio Flashing Broadcast:

Warning

' Radio Programming is managed anly For modules with bootloader &C.B00.01.06-B001 . hex, GD.BO0.01.06-BO01.hex ar later wersions.
) QT4 Flashing for modules equipped with previous bootloader versions leads to data flashing corruption

Flashing Manager tool '._||E|r5__(|
Automatic
Prograrmming [nfo Results
e [
Local/GEEEI-SR Broadcast
| e
Remot Inicast
emate hicas | | Sunoess I:I
M odules Responding Error I:l
v
Firmware
BAAESD Wi -BussMES Wb -BusyEN13757-4 201 08GC.U03.07.00-B004.4 Browse
[lllllllllllllllllllllllllllllllllllllllllllllll
Flazhing Cloze
.m‘/ ‘ A
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Flatforms Info Serial Info Switch Prog
| MES0-868 Wh-Bus v COM Part [] Automatic
Prograrmming [nfo Results
tadule Fadia Info b ax
O Local/GGEE3-SR (& Broadcast Fax Mumber Madules ta Flash |2 | Fesponding
(%) Remate ) Unicast | | —_—
todules Responding Errar 00z
GCEKUUE|E|443 SUECESS w
GEEKUDDDDE2 SUEESS
Firrmware
| CAPW-SRAP S MBAMESO_ M -BussHESD-868_w/M-Bus\EN13757-4_20108GC. 03,01, 00-8004.1t

[
\

[ /

Cloge

Modules Responding Alarms:

1% <= SUCCESS <= 25%
26% <= SUCCESS <= 50%
51% <= SUCCESS <= 75%
76% <= SUCCESS <= 99%
SUCCESS = 100%

HODNN

.‘W
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Flashing Manager tool

Automatic

Froararmming [nfa Fesults
GET
Local/GGHAEI-SR Broadcast | |
Responding
Femate Unicast | | S
UCCEEE
todules Rezponding Errar
vl
Firmmware
WHABSMESD Wk -BughMESD-868 Wk -BughEMN13757-4 2071 0WGC. L0301, 00-B004. t B

UL

[OWEE

[lllllllllllllllllllllll

Flazhing

Cloze

TM

o= /_
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Flashing Manager tool |Z||E|r5__<|
Flatfarmz Infa Senal lnfo Switch Prog
|MESD-EEE wihd-Bug W COM Part | CEM1 w [ Automatic:
Froararmming [nfa Fesults
todule Radio Info b

) Local/GGEE3-SR () BEroadcast | |

Responding |1

il

(& Remate & Unicast Serial Mumber |GEBKDDDD443 | Success |1 (100%)
todules Fesponding Error 0=
| GCBKDDDD443: SUCCESS v
Firmware

BuishEN13757-4_ 201 (4G, I3, 0 00-B004,Hr

mﬂh&«r
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3.2.1. Multiple Flashing Sessions
The SRManagerTool allows multiple flashing sessions.

You can use the Flashing Tool until you have COM Ports available.

Flashing Manager tool |._||_|E|
Automnatic
Frograrmming Info Fiesults
Local/GGAE3-5R Broadcast
| | Responding I:l
Remate [Unizast | |
Modules Responding Errar I:l
¥
Firnnare
| C:APw-SRAPw - BAEBD i -BughMEBD-BEE 'Wh-BughEM13757-4 2001 0WGC LI03.01.00-B 004t Browse
[IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Flazhing Cloze
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For any flashing session a pop up will show whenflashing is finished

Flashing Manager tool

Automatic
Frogramming Info Results
e [
Local/GEEES-SH Broadcast
| e
Remote I hicazt | | Sucoess I:I
Modules Responding Error I:l
v|
Firrmwaare
M BAWESD Wihd-Bus\MERD-BE2 WW-BushEMT3707-4 201048GC.U03.01.00-B004. L Browze
[llllllllllllllllllllllllllllllllll
Flazhing Cloze

1 ) Maodule Flashed

—
¥
-~ . / 3
4///// s ‘ g WW/ i
y = -~ B —
o s , T
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i’_’i The main Window will have the Close button not enaled until there is a Window
alive

Telit SR Manager Tool

About SR ManagerTnin:nI Wersion

Connechon

& Serial ) GPRS/GSM

i & ——
Tel |t Jiriet For [S0000_ | | Connect | | Disconneot

ulu Tools
ZigBee | Flashing |
Mesh
| Management I
Wireless M-Bus
| Analyzer |

S5-0One

Close

l ,
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3.3. Management

The window Management is specific for the technology chosen.

& The Management feature may lead to change critipakameters for normal
behaviour.
3.3.1. Management of Mesh Technology

In order to use the Management features select Serial Protocol information:
* Serial Port: serial port where is connected the SR Module

» Stuffing or Timeout protocol

* Enable Flow Control
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Mesh Management E|E|@

Sernal Protocol
. Configuration
) Stuffing protocol | COM1 M \izard
{(*) Timeout protocol [ Enable Flow Contral ‘ ‘
Connect
HE* command
Faw Data
ASCI corrand
Type Recipignt [rata
ASCI Hexadecimal Metwark Dizcowerny Send Commnand
Clear Log Load Log Save Log

* Inorder to perform a commissioning session, connect the Mesh module to
the selected serial port and put the module in configuration mode as follow:

0 Switch the SR board OFF (SW2).
Turn the programming switch OFF (SW4) on the SR board.
Switch the SR board ON (SW2)

O O O

Turn the programming switch ON (SW4) on the SR board.
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Be care to select the Serial Port where the Mestduoie is really connected,
SRManagerTool can not check it and it leads to mmemunication.

Once fixed the Serial Protocol Information and connected the module click the
button Connect in order to connect to the Module.
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Stuffing protocol ‘ EDE{J%:?JIDH ‘

Timeout protocol Enable Flow Contral .
Disconnect

Free command

HE= command
Raw Data

A5CH command

Type R ecipient [rata
DATA W

Command Type ]
® ASCI () Hexadecimal Metwork, Dizcoverny Send Command

17/11/2011 15.21.25

The previous window allows to send/receive Hex or ASCII commands to/from the
Mesh module.

& In order to use correctly the Window, the right gozol must be selected.

The Stuffing Protocol waits for 0xAB at the start of the command and 0xCD at the
end of the command.

i "l"‘u ' :W
B
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¢ Select the Command Type
o If the Command Type selected is HEX:

o fill the Raw command field to send.
e If the Command Type selected is ASCII:

0 select the Type

o fill the Recipient (if the module is in configuration mode put Recipient
= 00, if the module is in operative mode put the actual ASCII ClientID
of the module) and Data fields to send

For example:
Client Id LSB = 69 (ASCII = E), Client Id MSB = 48ASCII = 1) 2 ASCII Client Id =
E1l 2 Recipient = E1

¢ Click the button Send Commmand

e The Text Box shows the responses from the module
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Examples:

Type DATA:

Mesh Management

‘ Configuration ‘

Stuffing protacal wizard

Tireout protacal Enable Flaw Contral .
Dizconnect

Free command

HE® commatnd
Raw Data

ASCH cammand

Type Recipient Data
DATA | 00 HELLO

Command Tepe ]
& ASCI ) Hewadecimal Metwork Dizcovery Send Cornmand

17/11/2011 15.21.25

CuT: elJHELLO
65 30 30 48 45 4c 4c 4f 0d

ouT:

(’\@)\ ’ﬂ Jl»-., > <i“

==y ‘h—i-
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Type HAYES

Mesh Management

‘ Configuration ‘

Stuffing protacal wizard

Tireout protacal Enable Flaw Contral .
Dizconnect

Free command

HE® commatnd
Raw Data

ASCH cammand

Type Recipient Data
HAYES + | |00 ATM

Command Tepe ]
& ASCI ) Hewadecimal Metwork Discovery Send Cormmand

2J0HELLD
A5 30 30 48 45 42 4- 4f 0d

2 \

- ’i J"'" O o

==y ‘h—i-
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Type 10
Mesh Management
Stuffing protocal ‘ ED::}?ZL:;&;IDH ‘
Timeout protocol Enable Flow Contral ‘ _ ‘
Digconnect

Free commatd

HE® command
Faw Data

ASCH command

o Gy Ay Ty e By - Ty ey S
Type Recipient |0 Access e e e e e e O
0 w |00 witeDig. »| o O O & O & O O

00 ® O e O @

Command Tepe .

@ ASCI () Heradecimal Metwork Dizcoverny Send Command

1771172011 15.285.47

&

T [EREEER mﬂ\/_ ‘_}
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TypePING:

Mesh Management

Stuffing protocal ‘ Configuration ‘

Wizard

Timeout protocol Enable Flow Control )
Dizconnect

Free command

HE command
Faw Data

ASCH command

Type R ecipient
FING s |00

Command Type

3 ASCI {7} Hesadecimal Metwork Dizcovery | ‘ Send Cormmatd

¢ The responses log can be saved, cleared or loaded.

» Starting from this window the user can open the configuration wizard clicking
the button Configuration Wizard or disconnect from the Mesh module
clicking the button Disconnect (for example to select another Serial
Protocol)

(’\@)\ ’ﬂ Jl»-., > 0] —

==y ‘h—i-
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3.3.1.1. Mesh Configuration Wizard

The Configuration wizard allows configuring and reading registers of modules
TinyOne Pro (modules/terminals 32 kB), NE50-868 MHz and NE50-433 MHz
equipped with firmware AllInOne.

The selection of one of the three module behaviours (end point, router, and
coordinator] is possible at configuration time. It is not necessary to flash the
module to switch from a behaviour to another since it's all integrated in a unique
firmware.

@ In order to configure correctly the AllinOne module it has to be in Configuration
Mode (Prog switch ON).
Once in Configuration Mode the module will be operéive after about 5 seconds.

In order to verify the accuracy of data written by the user in every textbox the tool
needs a specific XML file. This file is closely linked together with the Mesh
firmware version. The files are provided by Telit and are stored in the

folder ./ConfigTool/Mesh and the name of each file is composed in this way:
Info_ML_<Maj>_<Min>.xml, where Maj and Min are the major and minor number
of Mesh firmware version.

i.e.: if the firmware version is DV.M0OA.03.112 the xml file name will be
Info_ML_03_11.xml.

The user shall not modify the xml files; if the file is not present or corrupted the
SRManagerTool returns a caution popup. In the future, when a new firmware
version will be available, Telit will make available a new XML file for the SR Tool
and the user will take care to put it in the correct folder. If the module is not
connected to the selected serial port or it is not responding, the configuration
wizard won't start and it will show an error popup.

‘ L | . HY-L - A _;,V .
L/J 4 & 0@&3{
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When the Configuration Wizard is started it shows the factory values

The values in the window have not been read fronhé module

Module Infarmations

Mesh Configurations

Serial Murnber ||

Firmware Yersion |

Bootioader Yersion|

Module Type
) Coordinator

) Router
=) End Paint

Metwork Settings [Dec)

Cligrt Id
Parent Id
Default Fecipient

Metwork 1d

48

F adio B and
| 869,525 MHz v

18514 bytes
125 46 bytes
B3 110 bytes

Telemety
Automatic Telemetny

In Ot
In Ot
In Ot

Senial Protocal

) Stuffing protocal
%) Serial Timeout

(LSB ASCH M3E aSCI

@ o ][s |

(%) Dizable ) Digital Only ) Analog Only ) Digital and Analag

IRO In
IRO It
IR0 In

Ot

Out

Ot

Fadic Power Lzzociation setting Commands
Mode Criteria el
———— ! & Autg (& Deep S
NE=0 | +1 0B 1 O Sl )
© Manual © High FeadValues
Loww Powveer
e RS5I
) Disable @ woist Restart Module
Children Side O Bad
P — A
) Total Perindic Wake up | | O Good Default Walues
o
Flow cantral brknowledge ) Best
() Half buffer Enable
© Full buffer Disable E;mber of failed beacon [iEI-255] Lot Erom Fle
I 1]
Dizable OTA Config

7l

-53 s -
125 ms
260 ms
B0 ms
1000 s

IR Source Info
[] Enable/Disable

MEX0
14034 1/07_40_Da
RO O n @ O RA | O in & Ow
1/04_8 1/08_40_Did
IRQ O in & Out RFI | O ln @ Ow
/054 1409
RO O In & Out RO O in & 0w
I/0B_ &
O in & 0wt IRE

Enabled/Dizabled

Save To file

IR

IRQ

IR0l
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* The button Apply Values allows configuring registers with desired values,
after filling the different fields and selecting the radio buttons, click on the
button Apply Values to configure the module:

If the Serial Protocol applied with Configuration V¥ard is different from the previous
ﬁ selected in the Window Management (for example ion@iguration Wizard is selected

Stuffing protocol and in the Window Management waslected Timeout protocol or

vice versa) afteApply Valuesit is strongly recommendedRestart Modulebefore

giving ATO commands by Management Window, then @eat again to the module

with the Serial protocol just applied.

In the LSB and MSB Client Id you can set the idefigir for each device in the network.
Note that in the Topology Network the ASCII repregation of the bytes is shown for
each device.

Table values:
- from 0 to 31, 127: non-printable values;

- from 32-126: printable values;

- 32:is the space character.

For example:

Client Id LSB = 69 (‘E’), Client Id MSB =49 (‘1")-» Client Id = “E1”

Hetwork, Settings [Dec)
LSB ASCH  MSE ASCIH

Cliert 1d E3 E 43 1
Farent Id 285 ||p 285 ||p
Default Recipient |43 0 43 0
Metwark. 1d 48
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Module Informations

Serial Nurmber | |

Firrnware Yersion | |

Bootloadsr Yersion| [
Module Type Senal Protocol
() Coordinatar () Stuffing pratocal
() Fouter () Serial Timeout
(& End Paint !_5 _i me
Metwork Settings [Dec)

LSB ASCI MSE ASCH
Client Id
Parent Id

Metwork 1d

Fadio Band

| 563,525 MHz v
185 14 bytes

125 46 bytes

B2 110 bytes

Telemetmy
Automatic Telemetmy

In Ot IR0 In Out
In Out IRE In Out
In Chut IR0 In Out

(%) Digable () Digital Only ) Analog Only ) Digital and Analog

Radio Power

NEO  [oEmitw v

Law Power
(%) Disable
Children Side

) Total Perindic wake up | | |

Flow cortrol heknowledge
& Half butfer Enahle
) Full buffer Dizable

il

lES = l
125 ms
250 ms
500 mz
1000 ms

IR0 Sourze Info

ME=D
1/03 A
) In & Out

IR IRG

1/04_A
) In G Out

|/05_4
O In & Out

IRG RO

1RO IRQ

1064

O ln & Out IR

[] Enable/Disable

Azzociation setting
fdode

& Auto
) Manual

Criteria
(&) Deep
() High

RSSI

(2 "worst
) Bad
) Good
() Best

Mumber of failed beacon [0-255]
2 i

Dizable OTA Config
Enabled/Dizabled

/07 _AD_Da

O I (& Out IRG
/06 AD_Da

Crn (& Out IRE
1409

O In & Ot RO

Commarids

Apply W alues

Read Yalues

Restart Module

Default Values

Factory ¥ alues

Load From File

Save Tofile

.
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Success

L
1 ;l Reaqisters setting completed

* The button Read Values allows reading registers value from the module

l 7 /
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Module Informations

Serial Mumber | GJCMOO000Z5

Firrnware Yersion !édﬂduﬁ_ﬂ;l-?_i

Module Type Senal Protocol

() Coordinatar () Stuffing pratocal
() Fouter () Serial Timeout
(& End Paint !_5—_| me

Metwork Settings [Dec)

Client Id

Farent 1d

Default Recipient
Metwark 1d

Fiadio Band
| 563,525 MHz

=

185 14 bytes
125 46 bytes
B2 110 bytes

Telemetmy
Automatic Telemetmy

In Ot IR0 In
It Ot 1RO In
In Chut IR0 In

(%) Digable () Digital Only ) Analog Only ) Digital and Analog

Out

Out

Out

Radio Power Azzociation setting Commarnds
fdode Criteria e
o PPy alues
o ) Auto (&) Deep
ME=0 {+10dEm 1 Orniw/ v _
© Manual © High Read Yalues
Law Power ki -
@ Disatle & Warst Restart Module
Children Side O Bad
 am— a
) Total Periodic wake up | | Default alues
) Good
Flow control Seknovledge () Best
& Half butfer Enahle
: Mumber of failed beacon [0-255
© Full buffer Disable o (0:255) e
Dizable OTA Config S ave Tofile
Enabled/Dizabled

il

lES = l
125 ms
250 ms
500 mz
1000 ms

IR0 Sourze Info
[] Enable/Disable

MEx(
14034 1407 AD_DA,

[=]s] O In @ Out RI O In & Ou 1RO
14044, [/08_AD_Da

IRG O in & Out RE [ In & Ouw IRG
1405_4, 1409

IRG O In & Out RO O In & Ot RO
I/0E.A
O ln & Out IR

£

-
\!_’) Refresh Yalues Terminated
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* The button Restart Module leads sending ATO command to the module

@ After the ATO command the user shall reconnect téthe module in order to
continue the configuration, otherwise the module ign operating mode.

* The button Default Values leads sending ATR command:

e using this command it is possible to restore a great part of register default
values; the difference with ATF command is that the module type will be not
changed and the default values depend on the module type. If a module used
as Coordinator receives the command ATR, restores all the default values but
module type continues to have the value equals to 2 and the Client ID will be
not changed (0xFF,0xFF). For the other module types the module type
(register 306) does not change but the Client ID becomes 0x30, 0x30.

@ After sending this command it is mandatory to perfom a module reboot clicking
the button Restart Module.

* The button Factory Values leads sending the Hayes command ATF.

e The Hayes command ATF allows user restoring the “Factory” settings. It
means that module type becomes 0x00, Network ID is 0x30, Client ID is 0x30,
0x30, and so on.

After sending this command it is mandatory to perfem a module reboot clicking
the button Restart Module.

* The button Load From File allows configuring registers with values stored in
a configuration file (see for example Mesh_Coordinator_Config_Default.txt,
Mesh_Router_Config_Default.txt, Mesh_EndDevice_Config_Default.txt,
Mesh_AllType_Config_Factory.txt). After loaded the file click the button Apply
Allin order to set effectively the values.

* The button Save To File allows saving the values present in the window in a
file (for example in order to save a specific configuration).
3.3.1.2. Mesh Network Discovery

The feature Network Discovery shows the topology of the network and some
useful information such as:

¢ Network ID of the network discovered

* Radio Band used for network operations

P | i
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¢ Network Period of the network discovered
¢ How many devices have been discovered in the network
* How many devices are not responding during discovery

» For each device (right click): Client ID, Serial Number (if detected), Parent ID,
Module Type (if detected), Low Power Mode (if detected), Periodic Wake up (if
detected and applicable), firmware version and a list of commands that can
be sent to remote device (see 3.3.1.3)

The topology can be get using one of the Telit modules of the network in field:

by the tool Management of the SRManagerTool Connect to the module of the
network (see section 3.3.1)

For discovering the topology it is recommended &ewa device that does not receive
data with high rate, otherwise the performances daa very slow and the topology can
be detected with incomplete information or not dettd at all.
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* Inthe Management window Click button Network Discovery

* Appears the following window:

Network Discovery Tool
Coordinator
Router
End Device
Information Incomplete
Save Log ] [ LoadLog I [ Clear Log ]
) " Send Commands
“Waiting time
i o Y ] [ o ] [ o [ Load Commands ] [ Clear Commands ]
Summary Surmmary
Status Bar
] Wark offine

* The field Waiting time is the time to wait for each command sent during the
network discovering.

to the registers 320, 321, 322, 340, 341 and nekvdmpth, anyway some devices can be

i If in the network there are sleeping devices irescommended to type a time compliant
detected with information incomplete or not detedtat all.

g
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click the button Start Discovery:

Metwork Period: 1000
Devices discovered: 7

Devices not responding: 0

= COORD Coordinator [ | [ o+ /110011 1B 18 47
RO -
EQ Router
ke End Device
R2
El
il Information Incomplete
Save Log ] [ Load Log ] [ Clear Log
[ Save Commands | [ end Commands |
wating time:
3 | Isecl Start Discovery ] [ Save ] [ Close Load [ Load Cammands ] [ Clear Commands ]
Summary Summary
Metwark 1D: 100 Status Bar
Radio Band: 868,300 MHz [ wirk offine

i

4

L
5

The button Save allows saving the topology shown in the left window to XML
file.

The button Load allows loading in the right window the topology saved (XML
file), for example for comparing two networks or the same network in two
different times.
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Network Discovery Tool g@l@
‘= COORD | Coordinator | [ =consp
RO . RO
EQ Router ] E0
ke End Device ]
R2 ——
E1
il Information Incomplete

Save Log ] [ Load Log ] [ Clear Log
Send Commands

Waiting time

3 ! Jsec] Start Discavery ] [ e ] [ Close [ Load Commands ] Clear Commands

Summary Summary

Metwark 1D: 100 Level Metwork [D: 100

Radio Band: 868,300 MHz Radia Band: 868.300 MHz [ wirk offine
Network Period: 1000 Network Period: 1000

Devices discovered: 7 Devices discovered: 3

Devices not responding: 0 Devices not respanding: 0

An Abort Discovery button allows aborting the Network Discovering process:

* Aprogress bar shows the network Level discovered.

Level: 3
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Network Discovery Tool
= COORD | [ Coodinater I I /1172011 16.26.49
E Router
- NODE INFORMATION —- —
= End Device
R Client 10: RO
£l
R Serial Number: GCBKODO0740

Information Incomplete

Parent ID; COORD
Madule Type: Rauter
Lo Power Mode: LP Disable

Perindic Wake Up: Mot Presert; it's a router!

Save Log ] [ LoadLog ] [ Clgar Log
Firmvare version; GC.MOA03.151
—— COMMANDS ——
Ping-Standard ta RO
Ping-Stakistic to RO
Telemetry to RO
Maove RO
- [ Save Canmands | [ Send Commands ]
‘wialting time:
12 [sec] Start Discovery I l Save ] l Close [ Load Commands | [ Clost Commands |
Summary Summary
Metwork ID: 100 Status Bar
Fiadia Band: 868,300 MHz [ Work offine

Metwork Period: 1000
Devices discovered: 7

Devices ot responding: 0

Work offline allows
registering
commands without

The SRManagerTool provides logging
information for commands sent to remote

devices.

send them over the
The log can be cleared - Clear Log, saved (in air. Commands can
RTF format) - Save Log or loaded - Load Log be sent later

The SRManagerTool allows to list the commands sent to remote
devices.

» The list can be cleared = Clear Command, or saved (in xml
format) = Save Command.

» The list can be reloaded - Load Command

» The list can be sent if the box Work offline is not checked and a
Topology is displayed > Send Command

> To delete a row on the list = click on the row




Telit

SR Manager Tool User Guide
Tvw0300899 Rev9 - 2014-05-08

3.3.1.3. Mesh Remote Commands

Right click on the node of the topology in order to list all remote commands

available.
The performance of the commands are not guarantéedase of node marked in the
topology as “Information Incomplete”.

Network Discovery Tool
= COORD [ Coordinator
E | — NODE INFORMATION —— e fnutet
= [ End Device
R3 Client ID: RO
Ef
R Serial Nurnber: GEBKOOOO740 Information Incomplete

Parent 10 COORD
Madule Type: Router

Low Power Mode: LP Disable

Periodic Wiake up: Mot Present, it's a router!

[ Savelog ] [ Load Log ] [ Clear Log

Firmware version: GC.MOA.03.151
------ COMMANDS ——
Ping-Standard to RO

Ping-Statistic o RO

Telemetry to RO

Move RO

. [ Save Commands ] [ Send Eommands]

‘waiting time

|3 [sec] Start Discovery ] [ Save ] l Close [ Load Commands | [ Clear Commands |

Summary Summarny
Metwork ID: 100 Status Bar

Radio Band: 868.300 MHz [ work offine
Network Period: 1000

Devices discovered: 7

Devices not responding: 0

* Ping-Standard: pings the remote device sending the PING command

i

]

L
5
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gil:l'-.-'El:ﬁ E attobre

dE: 1
andard to EO:

Result = SUCI

[ Save Log ] [ Load Log ] [ Clear Log ]

* Ping-Statistic: pings the remote device sending the PING and shows statics

[ Save Log ] [ Load Liog ] [ Clear Log ]

45
B,

L

Re
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Telemetry: sends the Telemetry command to the remote device

TelemetryML E@@

B R Al e e ]
Fecipient |0 Access O g g g g g g g
ED white Dig.  » | Off o
"~ % 00060 ®0

Drigital write

ak.

[ Save Log ] [ Load Log ] [ Clear Log ]

Move: change the parent of the remote device

0 Go to the topology and select the device you want change parent

MoveML M=

Chent |d ME'W Parent I1d
E1 o 1

Cloze

0 Go tothe Topology and double click on the new parent

! _
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MoveML
Client |d MEMW Parent Id
|E1 RO Send

Cloze

|:|||| redi B atho

[ Save Log ] [ Load Log ] [ Clear Log ]

Because the Move is a critical command the modu@ oot be switched off during it.
In case of Error response the module can be asstetdao a parent different from

“NEW parent ID” or out of the network.

Information about the time needed to apply the nevtopology after the Move

operation can be retrieved in the relating technolgy documentation.

Start Discovery in order to see the new topology of the network.
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3.3.2. Management of WM-Bus Technology

In order to use the Management features you have to select Serial Protocol
information:

* Serial Port: serial port where is connected the SR Module
e Baudrate: the speed of the serial port (19200 bits/s default)

* Enable Flow Control

* Serial Wakeup
*  MBus Protocol

MBus Management

Sernal Protocol B
oMl v| (19200 v Wizard
[] Enable Flow Cortral - [] Serial W akeup EEFE] ‘
MBuz Protocol

EMN137E7-4:2005 w

EWN13757-4: 2005

EM 13757-4:2010

EN13757-4 + EM13757-5 Mode R2

EN13757-5 Mode

ASCIH Hexadecimal Send Command
Clear Log Load Log Save Log

¥
jit A { ; =
i “ J
T T [
|k JL
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* Connect the WM-Bus module to the serial port selected:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

Once fixed the Serial and MBus Protocol Information click the button Connect in
order to connect to the WMBus Module.

i ’ % = Sl i 0 | s,
-L_‘& L : Vi = P L / —=fl
—_— | - i
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MBus Management
Configuration
Wizard
. Dizconnect
Enable Flow Control Senal W akeup
Free command

ASCI command
Data
Command Tepe
G} ASCI {:} Hexadecimal Send Command

QF
4f 4k 04

The previous window allows to send Hex or ASCIl commands to the MBus

module:

¢ Select the Command Type

o |If the Command Type selected is HEX:
o fill the Raw Data field to send.

e |f the Command Type selected is ASCII:

= § Rk

4  he ——
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o fill the Data field to send
¢ Click the button Send

e The Text Box shows responses from the module.

After sent ASCIl command ATO to come back in configtion mode give the
command 2b 2b 2b in Hexadecimal command window.

£ I
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Example:

MBus Management

Configuration
YWizard

; D t
Enahble Flow Caontral Serial Wakeup ‘ e ‘

Free command

ASCH cammand
Drata

AT A

Command Type

(&) AsC () Hexadecimal Send Command

e The responses log can be saved, cleared or loaded.

e Starting from this window the user can open the configuration wizard clicking
the button Configuration Wizard or disconnect from the WM-Bus module
clicking the button Disconnect (for example to select another Serial or MBus
Protocol)

i
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3.3.2.1. WM-Bus Configuration Wizard

The Configuration wizard allows configuring and reading registers of TinyOne
Lite 868 MHz, ME50 868MHz and ME50 169MHz modules.

*  When the Configuration Wizard is started it shows the default values.

The values in the window have not been read fronhé module

MEb50-868: Protocol EN13757-4:2005

M-Bus (EN13757-4:2005/EN13757-4:2010f EN13757-5 Mode R2) Configurations
Module Informations Serial T« Format Fiadio Output Power Serial Speed Radic Chaririel Commands
Serial Mumber | | O Lengt O 0dBm O 1200 bits/s 0 1
. e E G O +5dim O 2400 bits/s ey Apply aluss
Firrrweare Yersion | | e Fi::ld =) +10 dBm (O 4800 bits/s 4 5
7 (2 9600 bits/s Fead Values
BootLoader Yersion [ ] E Elurlem : (5 19200 bitzs & 7
| T ‘wiakeup Options () 33400 bits/s a q
TR ] Low Pawer 8 57600 bits/s Restart Module
s Seti 115200 bits/s
(& 51Meter ) T2 Other N1 Meter Preamble Length Tirner Difault Valuss
O S10ther O R2ZMeter W1 Other &) Short Praambls
O S2Meter O R2 Other NZ Meter @ Long Preamble | o T
) 52 Other C1 Meter N2 Other ] | Load Franm File
O T1 Meter L1 Other _ =
3 T1 Other 2 Meter Sleep Time Senal Tirme-Out ;
O T2 Meter £2 Other ] 5 ! Fateifindis
Senial Rx Format MEBus Figlds
[ Length ; _ ; .
[ CField C Field I Field A Field Cl Field
; Wi — e —

E:;:‘E‘iﬂ g | ||[i7e [z |||[z20 |[ee sz |8 |7 [[f || |[izo ]
[ ¢l Field

Enable part 5

Enable network, management

Disable upstream frame forwarding

] ddre Add Meter
[:l ‘:] |_] [_| [:l ‘:] | _] [_| Rermowe
Ieter

= #9)7 e = y AL
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ME50-868: Protocol EN13757-4:2013

-Bus (EN13757-4:2005/EN13757-4:2010F EN13757-5 Mode R2) Configurations

todule Informatinns_ Serial Ry Format Radia Output Power Serial Speed ‘Wwakeup Optiohs Cornmanids
Serial Mumber U ] Length 2 ; ) OdBm ©) 1200bits/s [ Low Pawer
pE— - [ CField 3 +5dBm : Serial
. 5 5 4 5 () 2400 bitsfs :
Firmware Yersian ] M Field gt Tirner
— ; 2 O 0 O tsbias
ion | £l Field @ +14 dBm & its/s
B ootLoader Version L O 12 a g G 19200 bits/s
Serial T« Format Frearnhle Length Seral Time-Out () 33400 bits/s
() 57B00 bits/s
-Bus Mode 7 Length 8 Ehnn Eream::lle ‘5—| € 115200 bits/s
@) 51 Meter ) T2 Other M1 Meter ] CField ong:Lieambie ——
) 51 0ther ) B2 Meter H1 Othier L] M Field e
O S2Meter O R20ther M2 Meter L] A Field
8 52 e 8 C1 Hete Nz Dther E i CField — - M Field & Field 1 Field
eter ther T 5 T it e e T T §
O T Other € C2Meter [ wkeupChar | [ga 174 12 | 120 (s 2 |[ie_|[i 7 120
) T2Meter € C2 Other O resi
Advanced features
R Filter Repeater
| R fiter | [ Enatle Enable part 5
R Enable network. management
T+ Optionz Disable upstrear frame fonasarding

] Reserved [Don't check) —

[ETAGRALET = ||| ]|

Flegistered Mefers

teter Optiong [wiite Only) Meter Addrezs

E_[Wﬂter—Ti Manufacturer (D Addrees !

R | e e |

Ieter Kay ¥

/ // > - ; |
s ' T [
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MES50-169: Protocol EN13757-4:2013

EH M-Bus (EN13757-4:2005/EN13757-4:2010f EN13757-5 Mode R2) Configurations

todule Informations Serial Ry Format Radio Channel Radia Output Power Serial Speed ‘Wwakeup Optiohs Cornmanids

Serial Humber || @ 1a@4300 O 1b@4300 0B e
2 E Ee;.gf: O 2:@2400 O 2b@2400 8 Sd;“ O 12okisrs O 'gz}‘a'rm’“e' Apply Values
Firrnweare Yersion | | ] M Field () 3a@4800 O 3bE4800 +athm ) 2400 b!tsf’s Tirner
_ - O 10 dBm () 4800 bits/s
2 LS Field O D@19200 7 @ 1558 ) 9600 bits/s Fead Values
EBootLoader Version L [ CiField a g i il (::.) 19200 bits/s
Serial T« Format Freamble Length Serial Time-Out O 38400 b?ts.ﬂ's Restart Module
t-Bus Mode Short Preamble (O 57800 bits/s
] Length Lore Braarb 5 | ) 115200 bits/s
51 Meter T20ther @ N1 Meter [ Field ong Preamble =
¥ Default Y alues
51 Other Fi2Meter () M1 Other L] M Field e
52 Meter R20ther () M2 Meter E iélﬁ_l_ehlﬂd
?12 Slthe' gl 'S'ehta' O N2Dther Ol CField - M Field & Field 1 Fisld
eter ther bl I R S e
T1 Other £2 Meter O wekewnthar | || [58 EZ20 N P P I | 2 0§ i A i
T2 Meter CZ Other [ rssl Save Tafile

Advanced features

Rix Filter ]
| R fiter Enable part 5

- Enable netwaork: management Enable
T+ Options Dizable upstream frame fanwarding

] Reserved [Don't check) —

Flegistered Mefers

_Miler Dptlo?s [uafrite Dnly]_. M':ter i?ddrass-‘D e Add Meter G
0 Toretitee Gl anufacturer ress ) ) =

|;| Enable enc:_l_l[lelion :ﬂl I | | ‘ ‘ I

Meter Key

B =
Mater

ME70-169: Protocol EN13757-4:2013

iy
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Bus (EN13757-4:2005/EN13757-4:2010F EN13757-5 Mode R2) Configurations

Module Informatinns_ Serial Bx Fomat Radio Channel Radio Output Power Serial Speed ‘wakeup Options Commands
Serial Mumber @ 1a@4200 O 1bE4200 1B =
L E e O 2a@2400 O 2b@2400 8 +24 dBm O 120kisss O Iéi?a'ljowa
& > i :
Fiirnware Yersion [ ] M Field ) Za@4200 O 3bE4800 @ w278 8 i;gg E!:Sﬁs Tirner
[ &Fied ) D@igzon () 2a@4800 ot e -
BootLoadsr Version L ] il Field O 2haann g ) +30 dBm () 9600 bits/s
- (& 19200 bits/s |—‘
Serial Tx Format Preamble Length Senal Time-Out 8 38400 bits/s
57600 bits/s
-Buz Mode 0 Len_gth Ehorl PF‘reamEIIe ‘5—| O 115200 kitsAs
51 Meter T20ther &) N1 Meter ] C Field ang:Ereamlz = | ‘
51 Other FzMeter O N1 Other L] M Field PSR
52 Meter Rz0Oter () N2 Mster L] &Field
52 Other ClMatsr (O N2 Dther E E'Qf'e'd CField — M Field & Field £ Field
T1 Meter C1 Other 3 </ |z == R PR P
T1 Other 2 Meter Ll wakeupChar | [ga 14 112 | o |lss 2 |[ie_ |1 7 120
T2 Meter £2 Other O Resl
Advanced features
Fix Filter i Channel Plan Indications
T R fiter = Enable part 5 B [Tieen & [ e
o = Enable netwark management THEAII0 |
T4 I !
# Dptions — Dizable upstream frame fansarding | —
||:| Reserved [Don't check] 0 & LET Threshold
Multicast &ddress Multichannel LET FAC aptions ‘99 |

b arufacturer [0 BO max

Address _—
43 . ‘ [] Freq access cycle ‘

E

Meter Options [wiite Only)
Ij_Do ot fiker

|

Meter Address
Manufacturer [D

Addiess

RN [0 J[a ICERN | I Slow resperiss:teloy Sing Ch LET BO ﬁ\r:g ChLETED
| | | Il | IO B | e g
[ il i
LBT Adw Options FAC t<D FAL timeout FAL fast FAL slow FAL slow | 3 |
I = T 1 T | tR0max RO min tROmax
[T Ao AT = || [5 [ ||| 2 1 Jron [ | [tto0 | o | sigchLeT Sing Ch LET B0
delay period
Fegistered Meters |750 | 120 |

Sing Ch LET RA&

SingChLET R&

-1 T N N— period mar
[[] Enable enciyplion | | | | ‘ | il | | | | | | i15 | 12 |
teter Key FAL fast tROmin ﬁ;r:g ChLET A&
[ [ 1 [ [ L | | [100 | [a
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MES50-868 : Protocol EN13757-4 + EN13757-5 Mode R2

M-Bus (EN13757-4:2005/EN13757-4:2010f EN13757-5 Mode R2) Configurations
Module Infarmations Serial Bx Fomat Radio Output Power Serial Speed ‘wakeup Options Commands
[ ] 1
Serisl Mumber | [ Length 5 3 O 0dém O 1200bitsss L LowPawer Apply Walues
w - [ CFied ) +5dBm ) 2400 bits/s Serial
Fitrnware Yersion [ | O MField 4 5 : Timer
| : ) +10dBm () 4800 hits/s
ion | E 'éIFI-lz‘de ; i @ +14 dBm ) 9600 bits/s Flead Yalues
BootLoader Version L a q G 19200 bits/s
Serial Tx Format Preamble Length Serial Time-Out (O 38400 bits/s Bestart Module
M-Bus Made () Shart Preamble — © 57800 bits/s
]l Len_gth O LonaP ol 5 | () 115200 bits/s
@ 51Meter ) T2 0ther 1 Meter L] CField ong Freamble — Default Valuss
O 510ther  C RZMster N1 Other L] M Field PSR
O S2Meter () B2 Other M2 Meter L] &Field
8 ?12 Slthte' 8 g E"&te' Nz Other E E'Qf'e'd CField - M Field £ Field T Field Load From File
eter er ki) o |- 2 2 T
O T10ther ) C2Meter [ WakeupChar | | (58 14 112 | o |lss 2 |[ie_ |1 7 120
O T2Meter O C20ther O Rssl Save Tafie
Advanced features
Fix Filter Fepeater Fart 5 il
||:| Fix filter | H:| Enable [[] Enable part 5 Enabl
: ["1 Enable network management nabe
T+ Dptions [] Disable upstream frame fonwarding
||:| Enable check on duty cycle limit —
I !
| {]] L[] 11 1] :
Fle_g_i§_lgreij Meters | | ‘ |
_Mjler Dptio[ﬁ [write Only) ) Meter Address 4dd Meter e
|D o | Manufacturer [D Addiess
[ Enable enciyplion | | | | ‘ ‘ | i I || | Remove | |
Meter
teter Key FAC tast tROmir &
[ [ 1 [ L | [ | | \ |

T [

served.
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MES50-868: Protocol EN13757-5 Mode Q

MBus (EN13757-5 Mode Q) Configurations

Module Infarmations Fadio Channel Serial Spesd Serial Time-0ut Commands
Serial Humber I| | @0 O () 1200 bits/s 5 | N
2 d ;
Firrumare YWersion | | O O O 2400 bits/s whakeup Optionz
©4 05 © 4800 bits/s Fread Valuss
Bootloader Werzsian | | O O7 © 3600 bits/s O LUVT' poer
08 09 Senial character
(&) 19200 bits/s y Restart Module
M-Bus Mode Radio frame
: ; (7 22400 bits/s
(O Primary station [ Enable netwark layer Riadio Output Power o Slsen Tirta Default Valugs
(%) Secondary station ) 0dEm ] - 1
7 118200 hits/s = | e
oad From File
Serial Rx Format Serial Tx Format O +5dbm
[] Length [ Length O +0dem Duty Cyele il e
[ D& Fiid [ D& Field ® +14d8m | disabled v B e
[] S& Field [] S& Field
[] FC Field [] FC Field S Field
[] DLY Field [] DLY Field irU |0 |0 |0 |0 |0 0 |
[] Rssi
D Field

‘wake-uo Ch e e
El Wabsean b O fo Jo o o [o Jo |

Fedistered fodes

Regqiztered Nods Dptions Mode Address
| &dd Node

[] Enable 4E5-128 encryption and decrpption for node | | | | | | |

Remove
Mode Key Mode

i 8 d AL L & =
T T [
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* The button Apply Values allows configuring registers with desired values,
after filling the different fields and selecting the radio buttons, click on the
button Apply Values in order to configure the module.

M-Bus (EN13757-4:2005/EN13757-4: 2010/ EN13757-5 Mode R2) Configurations

[[] Da nat filter
[[] Enable encryption |

Meter Key

[ e o
Meter

Module Informations_ Serial Rx Format Radia Output Power Serial Speed wakeup Options Commands
Serial Mumber 0 1 i
|~ - Len_gth 2! 3 O 0dbm ) 1200 bits/s | LOW Rower Apply Values
) ) - LICFied O +5dBm ©) 2400 kits/s Serial
Firmware Yersion | | [ ] M Field 4 5 Timer
— ; , O 0 din O s0btes e
y ———— | | ciFad @ +14 dBm ® itsds Sheep Tim
BootLoader Yersion L L a q ) 19200 bits/s |—|
Serial T# Farmat Piearble Lenath Serial Time-Out ) 33400 bits/s — Restart Module
td-Bus Mode | (@) Shart Preamble —_— © 57800 bisis akaLr
[ Length O Cong Hraambi (5 | O ME200 bitsds | ————
@ S1Meter O T2 Other M1 heter [ CField ong:rieambe 1, |—
= . Default Yalues
() 51 Other ) R2 Meter N1 Other LIM F_IE‘d MBus Fields
O §2Meter () R2 Other N2 Mater L| & Field
8 $$ r?1thz3r 8 E:II E‘Iiter M2 Other L] EIQII:‘EM CField M Eield A Field Ol Field Load From File
eter ther = h i T | e 7 —_—
O TOther O C2 Meter [ ‘Wake-upChat | 68 17 1z | 2o (s sz |[1a_|[1 7 120 _
O T2Meter O C2 Other [ Resi Save Tafile
Advanced features
R Filter Repeater R Pin
| R fiker | |CJ Enatile Enable part 5 [ 2
Enable network management £ nane
T Options — Disable upstream frame forwarding
||:| Reserved [Don't check] —
| i | Sing ChLE]
B0 == || | |1 ] | [ 111 | | T it
Fiegistersd Meters | | |
fdeter Options [wirite Only) fdeter Address 1 =
e e S| Manutacturer D Address Sldhae |

g

Reproductio

kY

Registers setting completed
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* The button Read Values allows reading registers value from the module.

M-Bus (EN13757-4:2005/EN13757-4:2010f EN13757-5 Mode R2) Configurations = |
tadule Informatinns_ Serial Bx Format i Ch Fadio Dutput Pawer Serial Speed ‘W akeup Options Commands
Serial Mumber | GLAJ4400024 0 1 o

L E Length 2 3 C ekm O 1200kitsss L LowPower Apply Yalues
. : T e e C Field " 5 O +5dBm ) 2400 bits/s Seial
Firmmweare Yergion |GC.U03.01.02-B005 | ] M Field - Tirmer
e L Y 1) I 5 ) +10dBm () 4800 hits/s
BootLoader Version | GCEOOOT.07 O i Field o g @ +14dBm © 9600 bits/s pendrsies
|GC. ! (&) 19200 bits/s %
Serial Tx Format Prearnble Length Senal Time-Out () 38400 bits/s |7‘ Restart Module
-Buz Mode ] Length () Shart Preamble ‘5—| 8 ﬁggggbgijs “Wiskeup Time ol
@ 51 Meter ) T20ther N1 Mater [l CField O Lorg Preamblz 2 [o |
5 — Default alues
O 510ther  C RZMster N1 Other L] M Field e
O S2Meter O Rz Other N2 Meter L] &Field MR
() 520ther () C1 Meter M2 Other E EIQ'ITIEH EFied M Field & Field I Field Load From File
) T1Meter ) C1 Other e T e e —— | —_—
© T1 Dther 8 2 Meter % \Fr‘\f;;e'up Char  [68 14 112 | o |lss 2 |[ie_ |1 7 120 —
) T2 Meter C2 Other Sl
Advanced features
Fix Filter Fepeater 3
[T Rt filter H:| Enable Enable part 5
: Enable network. management Enatle
T+ Dptions — Disable upstream frame fonsarding
| Reserved (Don't check) —|
= e |||
=] | |1 | 11 ;
Fegistered Meters [ |
_Mjler Dptio[ﬁ [write Dnl_l,l]_. Meter Address I 4dd Meter . =
] Toretiie @l Manufacturer [D Addiess
|;| Enable enc_u_,lp_liun | | | | ‘ ‘ | | | |1 | | | Remove | |
Meter
Meter Key Rl sttt it
| [ 0 T [ N | | \ |
Success |

1 } Fefresh Yalues Terminated

¢ The button Restart Module leads to send ATO command to the module.

After the ATO command the user shall reconnect toite module in order to continue
the configuration, otherwise the module is in opering mode.

. [
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¢ The button Default Values leads to send ATR command:

e using this command it is possible to restore all parameters to their default
values. After ATR command the user shall Read Values in order to refresh
the window with default values read from the module.

* The button Load From File allows configuring registers with values stored in
a configuration file (see for example MBus_Default.txt). After loaded the file
click the button Apply All in order to set effectively the values.

* The button Save To File allows saving the values present in the window into a
file (for example in order to save a specific configuration).

e The button Add Meter/Node, Remove Meter/Node allows adding/removing
an entry in the registered meters/nodes.

3.3.3. Management of S-One Technology

In order to use the Management features you have to select Serial Protocol
information:

* Serial Port: serial port where is connected the SR Module
e Baudrate: the speed of the serial port (19200 bits/s default)
» Parity: serial port parity type

* Stop bits: serial port stop bits

* Flow control: serial port flow control type

N. data Bits: number of data bits.
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50ne Management |'L||E|[z|
Serial Protocol
Configuratian

COM1 v 113200 v| o
Parity | M one w | ‘ Connact ‘
Flaw cantral | Mane b |
Stop bits M. Data Bits

ASCII Hexadecimal Send Command

Clear Log Load Log Save Log

¢ Connect the S-One module to the serial port selected:

0 Switch the SR board OFF (SW2).

0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

it A e £ | e ; p—r
|l ; 7 y S A
v BV _b LY
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Once fixed the Serial Protocol Information and connected to the module click the
button Connect in order to connect to the S-One Module.

50ne Management

Configuration
Wizard
‘ Digconhect ‘

Free command

ASCH command

[rata

w

LCommand Type -

e ASCIH ) Hexadecimal Send Command

Clear Log I [ Load Log I [ Save Log

The section SigFox is active only in case of stgighfox plus S-One.

—~4
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-

T SOne Management =5 '
[coms (15200 ‘ St ‘
Fant Mone ‘ Disconaser ‘
:Ni:-ne
1bit | | Data Bts | @bits
Free command
ASCH command
Data
Command Type
@ ASCI ) Hexadecimal [ Send [Fgmmand ]
SigFox Commands
Select. - Clearlog | | loadlog | | Savelog

The previous window allows to send Hex or ASCIl commands to the S-One
module:

¢ Select the Command Type
o |f the Command Type selected is HEX:
o fill the Raw Data field to send.

> g i i
! LA ’ - F A i . -
% g 5 Lo _
— AR T T
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If the Command Type selected is ASCII:
o fill the Data field to send
Click the button Send

The Text Box shows the responses from the module.

i _,’ // ,;._ = Sl ' . ' {E
5 157 ol I ] Ve——
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Example:

50ne Management

‘ Canfiguration |

wiizard
‘ Dizconfect |

Free command

ASCH command

[rata

AT =3
Command Type .
e ASCI ) Hewxadecimal Send Command

Clear Log I [ Load Log I [ Save Log

+++

After sent ASCIl command ATO or ATX to come backdonfiguration mode give the

& After sent the ASCIl command ATO, before Disconnéicé module send the command
& command 2b 2b 2b in Hexadecimal command window.

i
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The responses log can be saved, cleared or loaded.

Starting from this window the user can open the configuration wizard clicking
the button Configuration Wizard or disconnect from the S-One module
clicking the button Disconnect (for example to select another Serial
Protocol)

In case of stack SigFox plus S-One:

£ I
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-~

T 5One Management | = | - g i

COME - 19200 = ‘ Corfguaton ‘
D5 | None | ‘ i ‘
F - -Nl:ll-IE

| 1 it . N.Data Bits: | Bbits

Free command

ASCH command

Data

Command Type -

@ ASCH ") Hexadecimal Send Command

o
=

w] L s
s ]

B3

e L
=M

B
30
0d
0d

Il:leaang ] I Load Log ] I Save Log

—
""rsaa,aﬂm
Send Payload
Send ATSSE
Send ATSSF
Sens AT/L

» The section SigFox Commands allows to send the commands: ATX,Send Payload,
AT$SB, AT$SF, AT/L to the module.

* Send Payload:

o d 2 g 3 fa
~ CliA g — ¥
P ~ 2/
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Send Payload To SigFox Z E”‘S__q
Tope |DATA L Sequnce Murmber [Hex) |EI'| | [ Send ]
Payload E:ETEF' Payload len |4
0111AABE

* Send AT$SB:

[ ATSSB =)

Status

AT$SE- | [F] On/OF | | Disabled Send |

e Send AT$SF:

(¥ ATSSF (= [ B i
Frame
ATSSF= | .| [ Disabled Send
3.3.3.1. S-0ne Configuration Wizard

The Configuration wizard allows configuring and reading registers of the LE50-
868 MHz, LE50-433 MHz, LE70-868 MHz, LE70-915 MHz, LE51-868 and LT70-868

MHz modules.

*  When the Configuration Wizard is started it shows the default values.

The values in the window have not been read fronhé module
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LE50:868:

Module |nformations 140 contral Commands
Geatial Number I | Telemetny 1/05 Conlig
e @ O cppdis O 140 copy Client [ Statys dedicated ~|
Firmyeare Yersion | | O /0 cpySery () Telem Client
BoolLaader Version | | 1407 Canfig 106 Config
| Status dedicated v| | status dedicated v Festan
Fadio 1/02 Canlig 1/07 Conlig o
Dutput Power T # /(| b )
Status dedicated L Status dedicated ~
© 8Bn O +1Bm O +10Bm  +24dBm | +27Bm  SBm Db (st dedioste || |[ta derfcore |
O EdBm O +4dBm & +14dBm +25dBm +7dBm HdBm +1dBm 1/03 Canfig 1708 Config
O -2d8m O +7dBm  +23Bm  +26d8m +10dBm  2dBm +ddoM [ Status dedicated v| | |[status dedicated v
Radio Baud Rate Frequency Sub-Band El:vanne\ ) 1/04 Config 1409 Config
1.2Kbps 24kbps (O 48Kbps O 96Kbps & Bandgl O Bnd g2 o | T : )
O Brdg3 O Endgt |Stalus dedicated | ‘Status dedicated vl
© 19.2Kbps @ 38.4Kbpe ) 1152 Kbps Y e
= ) Brdg End 866 Gpetion
Fadio ‘whit Charac Fiadio Carrier length © Brd a5 Eonsborinde LBT KurbiHshies S Low Power
_| @ Transparent SigFox @ OFF |27| Mnde Tppef LDW-DUWEI
| ) Clent [] Hard Pir
) Addr Sec and Telem > ON High Sens Serial
Serial Lk b qdaia kg © Synor Wake On Rad
Serial Speed Serial Link T-Out Syneword Conf SmaitHepGoont O/ Ot Med Gers Time ske et
; i [ A e Smart Rep Node ) ONLowSens | (3) OFF () ON P—
| 19200 bite s v |5 | R el aakon
H
— Nebwork. Control o s (1o
MNumber Stop Bits Parity Nebwork [d Clignt Number Network Options e ok Fiadi
@ 1hit O Zbis @ None O Even O Ddd o | [ | N [Jaes [JAck | l Djaﬁnonn.1§ =
[Jcr [ Ret [ Ass I -
Flow Control M. DataBits Default Address Default Tel Address OwH Oz
& L e Stanch
© Hardware: CTS/RTS O Software: Xondxolf @ None | 7 @ 8 i | | |
One/SigFox Co [g
todule |nformations 1/0 contral Commands
Serial Number “7l Telemety 1705 Config
S ——— @ Ocppdis O /0 copy Client [ Status dedicated ~]
Firmweare YWersion | | () 170 cpy Serv Telem Cliert
BoolLoader Version |7| 1/07 Canfig 1408 Canfig
| Status dedicated »| | Status dedioated ~| Restart
Fladio 102 Corfia 107 Cortia S
Output Power T 2 | br 1
Status dedicated Status dedicated
© 8Bm © +1dBm @ +10Bm | +24dBm | +27dBm | BdBm  Odbm [ Stetus dedioste i) | ||Stats derfcato |
O Bdem ) +ddBm O +14dBm +26dBm +7dBm EdBm +1dBm 1/03 Conlig 108 Canfig
O -2dBm O +7dBm +23dBm +26dBm +10dEBm -2dBm +4dbi ISlalus dedicated ~| | Status dedicated |
Radin Baud Rate & GF)IEWEW SubBand Charinel 1404 Contig 1403 Carfig
1.2Kbps 2.4 kbps 4.8kbps 9.6 Kbps Band 1f Bnd g2 a | 1
" " " " Brd a3 Brd gd L | Status dedicated v ‘ Status dedicated L }
19.2 kbps & 38.4kbps (O 115.2 Kbps nag ne g
= Erdg Bind 886 Operation
etguhi phatas =y Ll ool Brd 15 Function Mode LBT Humb Reties Sincr i
,D | (&) Transparent SigFox (& OFF Iz | Mode i d
) I O Client [ Hard Fin
O Addr Gec and Telem ) ON High Sens Serial
Gl Link Random ' aiting O Synor Wake O Fad
Serial Speed Serial Link T-Out Suncward Conf Smatt Fiep Coord C: ON hed Sens Tl;"E o skelnfisde
! . ) i Ij T Srmart Fep Mode ) ON Low Sens @ OFF O ON Cyelic waks g
[ 19200 bits/s CRRE | <4 ko
= Hetwork Corirol . — (oo
Mumber Stop Bits Parity Metwark 1d Client Mumber Metwork Options palse s =
) . — A 3 | ‘whake on Radio
@ 1hit O 2bits @ Mone O Even () Odd 10 | I ! N [J4Es [ ack Duration 15
= = Otk OrRet ORsS e |
Flow Control M. Data Bits Default Address Default Tel Address
N 2 T T Owd Oz Stand-bw Timeout
© Hardware: CTS/RTS O Software: Xond¥off & Mone 07 @8 o L i :

poe

, // oy !
< I [
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LE70-868:

Module [nformations 1/0 contral Commaids
Gerial Number “ | Telemetny 1/05 Conlig
- ) @ MOcppdis O 140 copy Client | Status dedicated ~|
Firmyeare Yersion [ | O /0 cpySery () Telem Client
BootLoader Versian |7| 1407 Canfig 106 Config
| Status dedicated v| | Status dedicated v Festar
Fladio 102 Cenlig 107 Conlig L
Dutput Power F "
Status dedicated ~ Status dedicated -
© +15Bn O +18BmO +21Bm O +24dBm @ +27Bm  EBm b (st dedioste | | | [Stotus dodas |
O +16dBm ) +19dBm) +22dBm O +25dBm (O +7dBm -GdBm +1dBm 1/03 Canfig 1/08 Config
O +17dEm D) +20dBm) +23dBm O +26dBm O +10dBm -2dBm +4dbM | Status dedicated v ‘Status dedicated v/
Fadio Boud e Fieaenoy U Hene Hhanie 104 Corfig 1409 Corfia
O 12Kbps O 24Kbps (O 4.8Kbps O 96 Kbps Bnd g1 Bnd g2 o | ; -
@ Brdg@ Brd ot | Status dedicated v ‘Status dedicated v
) 19.2Kbps @ 38.4Kbps () 576 kbps Y o
= Brdg ) Bnd 86 Operation
sl e s Brd 915 Function Mods LBT Humb Fietries Lo P
_| @ Transparent SigFox @ OFF |2 | %D:U[:;W-WWE[
I— ard Pin
(O bddr Sec and Telem () DN High Sens
1 5erial
Serial Lk Fandoiiaing Wake On Rad
Sefial Speed Serial Link T-Out Syneword Conf O Smart Rep Coord © N Med Sens Tirnz sl
p § o & Smart Rep Node ) ON Low Sers @ 0FF O 0OM P—
| 19200 bits/s ~| | [5 | ] Ta ek wako o
] A= Perod oon
— Metwork, Contral T ATRET L
Mumber Stop Bits Parity Metwork Id Client Mumber Metwork Options Sl Vo o S o ok
@ 1hit O 2bts | @ Hore O Even O Ddd [o | [ | N []aEs [ ACK | | Djaﬁnﬁ,”wg ©
Ocoh O re [ Ass I
Flaw Contral M. Data Bits Default Address Default Tel Address
2 e T OnH [2e Stand-by Timeout
) Hardware: CTS/RTS O Software: XondXoff &) None o7 @s8 18 | |0 _|
Smart Fepeater Made
Smait Repeater Coordinatar Smart Repeater Node
Child N+1 IDs Branch D
Branch | Branch | Branch | Branch = Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch | Branch Mot Bianch AhbBranch
; il e SRR, S e e S R
] o a a a o a a |a 0 o o |a 0 o
Mode 1Dz
Mode N+2 1D
Branch  Branch | Branch | Branch = Branch | Branch | Branch | Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch | Branch
0 1 2 3 4 1 3 7 e ] 10 11 12 13 14 15
i 0 ] 1] i 0 o 1 1 1 o 1 1 1 o
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LE70-915:

Module |nformations 140 contral Commands
Geatial Number I | Telemety 1/05 Config
e —— © Wcppdis O 10 copyCient [ ghane dedioated |
Firmyeare Yersion | | O /0 cpySery () Telem Client
HoclloaderVarion |7l 1/071 Canfig 1406 Canfig
| Status dedicated v| | status dedicated v Festan
Fladio 102 Cenlig 107 Conlig o
Dutput Power T # /(| b )
Status dedicated L Status dedicated “
© +5En O +18En0 +21dm O +24dBm @ +27dBm O 8Bm () 0dBm [Stets dedeate || |Lstetus dedicate |
O +16dBm O +19dBm) +22dBm ) +25dBm O +7dBm (O 5dBm (O +1dBm 1/03 Canfig 1708 Config
O A17dBm O +20dBmD +23dBm O +26dBm O +10dBm O 2dBm O +4dbM IStalus dedicated vi | Status dedicated |
Fadio Baud Rate Frequency SubE Tab Ch 1/04 Canfig 1403 Canfig
1.2 Kbps 2.4 Kbps 4.8 kbps O 9.6 Kbps Bnd gl Bnd g2 T - 1
Brd g3 Bnd o4 | Status dedicated | ‘ Status dedicated b 1
) 19.2Kbps @ 38.4Kbps () 576 kbps ey o2 =
- Brdg Bnd 866 i | Oreration
R Brd 15 Function Mods LBT Hurb Fletics Sincr LourRongr
10 @ Transparent SigFox @ OFF |2 | Mode %D:U[:;W-WWE[
I— i ard Pin
) Addr Sec and Telem > ON High Sens B Clert ] Serial
Serial Lk b qdaia kg © Synor Wake On Rad
Serial Speed Serial Link T-Out Syneword Conf gmall EED Eoodrd 8 E: TadSEHS ;%ne o Stz
y 2 A\ = mart Rep Mode ow Sens * OFF ) OM -
[ 13200 bits /s v |5 | E i Telemey Peiod
3
= Nebwork. Control ; (1o
Mumber Stop Bits Parity MNetwork Id Clignt Mumber Network Options |'7| :
) i ] — o wiaks i
@ 1t O 2hits @ Mone O Even O Ddd o [ ! N []aEs []ACK Duaaion i 7
Ocoh O re [ Ass LA
Flaw Control M. DataBits Default Address Default Tel Address
F o — — O Oz StandHhy Timeout
© Hardwares CTS/RTS O Software: Xondoff & Nore | ()7 @ 8 i | o | o0 i
One/SigFox Co [gl
Module |nformations 170 contral Commands
Gerial Number I | Telemety 1/05 Canfig
T @ cppdis O /0 copy Client [ Status dedicated ~]
Firmweare YWersion | | (O 1/0 cpypSery () Telem Client
BodlloaderVersien | | 1707 Config 1/086 Config
| Status dedicated »| | Status dedicated » }
Radio 1/02 Canlig 1/07 Conlig
Output Power T 2 | br 1
Status dedicated Status dedicated
© 8Bm © +1dBm O +10Bm | +24dBm | +27dBm | SdBm  OdBm [ Stetus dedioste i) | ||Stats derfcato |
O Bdem ) +4dBm & +14dBm +26dBm +7dBm EdBm +1dBm 1/03 Conlig 108 Canfig
O 2dBm O +7dBm +23dBm +26dBm +10dBm -2dBm +4dbb ISlalus dedicated ~| | Status dedicated |
Radio Baud Rate Frequency Sub-Band Channel 1/04 Conlig 1/09 Canfig
1.2Kbps 24Kbps O 48Kbps O 96Kbps | & Bandgl O Bndg2 ;_El | 1
) Brdg3 O Endgd _ |5lalus dedicated v ‘Status dedicated V}
) 192kbps & 384Kbps 1152 Kbps nag na g
: O Brndag Bnd 866 perstion
ool bhatas—y Badidiautdisnglh O Bnd3is Function Mode LBT Humb Reties Sincr i
2 ] ® Transpaient O Sigfew | & OFF ] Mode. |:y|p:ﬂard|?::pﬂwe'
© AddrSec and Telem © ON High Sens @irient Sl
Gl Link Random ' aiting O Synor Wake O Fad
Serial Speed Serial Link T-Out Suncward Conf ima":w Ewdrd 8 g: Tsds&ans (Il;"g o Saaiiig
: P = mart Rep Node ow Serns =) OFF ) OM
| 19200 bits/s | | [s | T« Cyclic waks up
| Cl Rx Period g
== Metwork Control L
Murnber Stop Bits Parity Metwark |d Clierit Mumber Metwork Options = =
) . — A 3 | ‘whake on Radio
@ 1hit O 2bits @ Mone O Even () Odd o |_‘I ! ) [J4Es [ ack Duration 15
Otk OrRet ORsS e |
Flaw Cantral M. Data Bits Default &ddress Default Tel Address Owi O=®
- 72 | Fra— |D—| Stand-by Timeout
) Hardware: CTS/RTS O Software: Xondioff (5 None O7 ®¢s |0 | '_I
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Module [nformations o Commaids
Serial Mumber U |
140 cpu dis 140 copy Clisnt
Firmware Yersion [ | 140 cpy Serv Telem Client
BootLoader Version | | ; =
FRestart
FRadia & | & SigFo
Dutput Pawer = =
O +15dBm O +18dEmOD +21dBm O +24dBm & +27dBm -BdBm DOcm
O +16dBm ) +19dBm) +22dBm O +25dBm (O +7dBm -GdBm +1dBm 4 Conf
O +17dEm D) +20dBm) +23dBm O +26dBm O +10dBm -2dBm +4dbM
Radio Baud Rate Frequency Sub-Band Chaninel -
@ 1.2Kpps O 24Kbps (O 48Kbps O 96 Kbps Brd gl Brdgz | [0 | :
© 19.2Kbps @ 38.4Kbps (O 576 kbps ® Brdg3  Brdgd
= Brdg ) Bnd 86 Operation
oA Ehares =y Ferisslasiestengll Brd 915 Function Mods LBT Humb Fietries Lo P
19 18 _| @ Transparent Sigfex | | @ OFF | leylﬂzul:;wuwer
| ard Pin
) Addr Sec and Telem ) ON High Sens 1 Serial
Serial Link Random ‘waiting \wake D Rad
Sefial Speed Serial Link T-Out Syneword Conf O Smart Rep Coord © N Med Sens Tirnz sl
p § o & Smart Rep Node ) ON Low Sers @ 0FF O 0OM P—
| 19200 bits/s v | [5 | ] Ta ek wako o
| | T
] A= Perod oon
= Metwark Cantral s L
Mumber Stop Bits Parity Metwork Id Client Mumber Metwork Options Sl Vo o S o ok
® 1bt © 2bis | | @ None O Even O Odd [ | [1 | N [JaEs [ack | | Djaﬁnﬁ,”wg °
Ocoh O re [ Ass I
Flaw Control M. Data Bits Default Address 3
2 e OnH [2e Stand-by Timeout
) Hardware: CTS/RTS O Software: XondXoff &) None o7 @s8 18 | i1UU 1
Smart Fepeater Made
Smait Repeater Coordinatar Smart Repeater Node
Child N+1 IDs Branch D
Branch | Branch | Branch | Branch = Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch | Branch M..am Branch BubBranch
; il e SRR, S e e S R
] ] 0 0 0 ] a a |a 0 o o |a 0 o
Mode 1Dz
Mode N+2 1D
Branch  Branch | Branch | Branch = Branch | Branch | Branch | Branch | Branch  Branch  Branch | Branch  Branch  Branch | Branch | Branch
0 1 2 3 4 1 3 7 e ] 10 11 12 13 14 15
1] 0 0 ] 1] 0 o 0 0 0 o 0 0 0 o
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The buttorApply Values allows to configure registers with desired valwdter filling the
different fields and selecting the radio buttorigkoon the button Apply Values to configure the

module.

S0nelSigFox Configurations
Module [nformations 1/0 contral Commaids
Gerial Number I | Telemetny 1/05 Conlig
] ) @ MOcppdis O 140 copy Client | Status dedicated ~|
Firmyeare Yersion [ | O /0 cpySery () Telem Client
BoatLoader Version | | 1407 Canfig 106 Config
| Status dedicated v| | Status dedicated v Festar
Fladio 102 Cenlig 107 Conlig L
Dutput Power T # /(| b )
Status dedicated L Status dedicated “
© 8Bn O +1Bm O +10Bm  +24dBm | +27Bm  SBm Db (st dedioste || |[Stotus dedai |
O EdBm O +4dBm & +14dBm +25dBm +7dBm HdBm +1dBm 1/03 Canfig 1708 Config
O 28m O +7dBm  <23dBm  +Z6dBm  +10dBm  2dBm +4doM [ Status dedicated V| | | [Status cedicated =
Fagio Baud e FleaEncy SUk Rt Hhanie 104 Corfig 1409 Corfia
1Z2Kbps  24kbps (O 48Kbps O 96Kbps | & Bandgl O Bndg2 o | ! - |
O Brdgz O Bndgt e | Status dedicated v| | status dedicated v
© 19.2Kbps @ 38.4Kbpe ) 1152 Kbps Y e
= ) Brdg Erd 966 Operation
oA Ehares =y sl slestengll © Brddls Function Mode LBT Humb Fetres Siner Lo P
19 | B _| @ Transparent Sigfex | | @ OFF [2 | Made e ot v
| ) Clent [ Hard Pin
) Addr Sec and Telem ) ON High Sens 1 Serial
Setial Link Randam Waiting O Spnat \wake D Rad
Serial Speed Serial Link T-Out Syneword Conf gmall EED Eoodrd 8 E: TadSEHS }%me o e lmbedo
P h T mart Fep Mode oW Sens * OFF ) OM :
[13200 b7 P RRE | 1= e
] A= Perod oon
— Nebwork. Control L
Mumber Stop Bits Panity Metwork [d Client Mumber Metwork Options Sotiareindud: flieil e 2 2 Wk Findi
@ 16t © 2bite | | @ Mone O Even O Ddd [ | [ | Ne o [aEs [ ack | Djaﬁnﬁ,”,%
Ocoh O re [ Ass I -
Flaw Contral M. Data Bits Default Address Default Tel Address
N o ; = OnH [2e Stand-by Timeout
© Hardwares CTS/RTS O Software: Xondoff & Nore | ()7 @ 8 i | |0 | w i
L3
1 ) Registers setting completed

poe

- T [
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e The buttorRead Valuesallows to read registers value from the module.

S0nelSigFox Configurations
Wodulz |nfarmations 140 eontral Commards
SerialNumber | GCSADTADO0] | Telemetry 1705 Canlig
- @ 10 cppdis O 140 copy Client | Status dedicated - Apply Values
Fitmevare Yersion | GC.500,01.05-8002 | O 10 epySery ) Telem Client
S = - Read Values
BootLoader Version | GC.B00.01.07 | 1ol [ RGEE =
| Status dedicated v| | Status dedicated v frestat |,
SigFox estart
Radio 1/02 Carlig 1/07 Canlig
Output Power T z ||| = i
© 8Bn O +1dBm O +10Bm  +24dBm | +27dBm  BBm 08 [Stetus dedicated B | |[Stetue dedcared = Defauk Walues
O EdBm O +4dBm & +14dBm +25dBm +7dBm -GdBm +1dBm 1/03 Canfig 1708 Config
O 2d8m O +7dBm  +23Bm 2608 +10dBm  2dBm  +4dbM [ Status dedicated v| [ Status dedicated v Load Fram F
Radio Baud Rate Frequency Sub-Band I_El:vanne\ ) 1/04 Config 1409 Config
1Z2Kbps  24kbps (O 48Kbps O 96Kbps | & Bandgl O Bndg2 o | ; - — —
O Brdg3 O Endgt | Status dedicated | | Status dedicated ~|
© 19.2Kbps @ 38.4Kbpe ) 1152 Kbps L e
= ) Brdg End 866 Gpetion
oA Ehares =y sl slestengll O Brd 915 Function Mode BT Hurmb Retries Sinot Low Power
19 B | @ Transparent Sigfex | | @ OFF [2 | Made e ot v
| ) Clent [ Hard Pin
) Addr Sec and Telem > ON High Sens Serial
Serial Lk il ki © Spno wake O Rad
Serial Speed Serial Link T-Out Syneword Conf gmall EED Eoodrd 8 E: TadSEHS ;%ne o Stz
y 7 ) = mart Rep Mode ow Sens =) OFF ) OM ;
[ 13200 bits /s v |5 | |E| T Cyeliz wake up
] R Period hUUU
— Metwork, Contral AES Evier s -
Mumber Stop Bits Parity MNetwork Id Clignt Mumber Network Options sttt o ol S Wk Hed
® 1bt © 2bis | | @ None O Even O Odd [o | [ ! N [JaEs [ack | | Djaﬁnﬁ,”{ ©
[Jcr [ Ret [ Ass I8
Flaw Control M. DataBits Default Address Default Tel Address
_ - | T T Onwd O Stand-by Timeout
© Hardware: CTEARTS O Software: Xondof @ Mo 07 @ 8 |0 | o .

. '
... — —E!

T
1 ,:' Refresh Yalues Terminated

¢ The button Restart leads to send ATO command to the module.

* The button Restart SigFox leads to send ATX command to the module in
case of stack SigFox plus S-One.

@ After the ATO or ATX command the user shall reconnet to the module in order to
continue the configuration, otherwise the module ign operating mode.

oo o £ & VSRR e y
v T [
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¢ The button Default Values leads to send ATR command:

e using this command it is possible to restore all parameters to their default
values. After ATR command the user shall Read Values in order to refresh
the window with default values read from the module.

* The button Load From File allows configuring registers with values stored in
a configuration file (see for example SOne_Default.txt). After loaded the file
click the button Apply All in order to set effectively the values.

* The button Save To File allows saving the values present in the window into a
file (for example in order to save a specific configuration).

Reproductlon forb|dden W|thout written authorlzatlon from Telit Commumcatlons S.p.A.- All Rights Reserved Page 117 of 206



Telit

SR Manager Tool User Guide
Tvw0300899 Rev9 - 2014-05-08

3.3.4. Management of ZigBee Technology

In order to use the Management features you have to select the following
information:

* ZB Protocol: ZB protocol type
* Serial Protocol (disabled in case of GPRS/GSM connection):

0 serial port where is connected the SR Module

0 speed of the serial port if ZB protocol is PRO, if ZB protocol is 2007
the serial port is 115200 bits/s

ZigBee Management ['._||E|r$__<|
ZB Protocol Senial Protocol
RO | [oom1 ] [nsm0 v Corfiguration
Enable Flove Contral ‘ Connect |
ASCI Hexadecimal Metwork Dizcoweny Send Comrmand
Clear Log Load Log Save Log

5| i 1l \ e |4 ) 4 Smh \
e v e o S |
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& Management in case of GPRS/GSM connection is supedronly for ZEx1

e Connect the ZigBee module to the serial port selected:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

Once fixed the Serial Protocol Information and connected to the SR module click
the button Connect in order to connect to the ZigBee Module.
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ZigBee Management

‘ Configuration ‘

Wizard
Enable Flaws Contral ‘ Dizoonnect ‘
Free command
HE= cammand
Raw Data
w
Command Type ]
ASC (® Hexadecimal Metwark Dizcovery Send Command

14

Local/GGE63-5A Commands
Select... hd Clear Log ] [ Load Log ] [ Save Log

The previous window allows to send generic Hex commands or specific
Commands to the ZigBee module.

Hex command:
¢ fill the Raw Data field to send.
¢ Click the button Send

e The Text Box shows the responses from the module.

For example:

O o

= R QPR
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ZigBee Management E|E|@

Configuration
Wizard

Enable Flaws Contral ‘ Dizoonnect ‘
Free command
HE= cammand
Raw Data
w
Command Type ]
ASC (® Hexadecimal Metwark Dizcovery Send Command

04 11 4&
30 2d 42

Local/GGE63-5A Commands
Select... hd Clear Log ] [ Load Log ] [ Save Log

Specific Commands:

N "!l
| /— | a._ |
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ZigBee Management

Configuration
Wizard
Enable Flow Control ‘ Dizconnect ‘
Free command
HE command
Faw Data
i

Command Type ;

ASCH () Hexadecimal Metwork: Dizcowvery Send Command

|:| lij.

0z 14 04

1 15 00 04 11 4a

30 20 24 42

Local/GGEE3-5A Commands
Select... il [ Clear Log ] I Load Log ] I Save Log

Add/Remove Group
Apphcation Frame Indirect
Application Frame Group

Set Install Code [T rust Center)
Set Install Cade [Other Dev]

* Send the following specific commands:

0 Add/Remove Group: add or remove group to an endpoint

Group Addresz | 00071 [Hex]

End Point A [Hex)

Add Remove

,‘ = =1
VI o
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0 Application Frame Indirect: used to communicate with a bind
application of a remote device

ApplicationFramelndirectForm |'._| |’E|E
T Options Src EndPoint [Hes)
[] Ercrypt request
] &PS Ack Cluster ID (0002 | [Hes)
[] Frag
Broadcast Radius [He)
AFDU
AABECH

E | AFDU Len

i 4 a F3 ! 5
+ v p 1
4 . [
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0 Application Frame Group: used to communicate with a group of a
remote application

Application Frame Group E[E

T« Options Group Address [Hex)
Enciypt request S1c EndPoint [Hex]
[ APS Ack Cluster 1D [Hex]
[ Frag Broadcast Radius [He)
AFDU
AABBCC

& | AFDU Len

0 Set Installation Code (Trust Center]: used to set an Installation
code used to create a Trust Center Link Key.

Set Installation Code Trust Center,

Inztallation code IEEE Address of Joining Device [Hex|
Iriztallation | |
Code Size
Sl without CRC

[Hex] Inztallation Code [Hew)

ol 1 |

[ ) 1 a

3] 2 12 CRC Settings [Hex)

3] K] 16

I:I Send

0 Set Installation Code (Other Dev): used to set an Installation code
used to create a Trust Center Link Key.

7
jit A { ; =
i “ J
B .5 T [
e
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Set Installation Code Other Devices EI[EIFS_TI
[nztallation code |nztallation Code [Hex]
[nztallatiion |
Code Size
Speed Id without CRC
[Hex] CRLC Settings [Hex]
o] o K [Z]
[ ] 1 a
&, 2 12
& 3 16
Send

e theresponses log can be saved, cleared or loaded.

e open the configuration wizard in order to configure the module with desired
values clicking the button Configuration Wizard

» get the Topology Network clicking the button Network Discovery

» disconnect from the ZigBee module clicking the button Disconnect (for
example to select another Serial Protocol)

3.3.4.1. ZigBee Configuration Wizard

& Configuration Wizard is disabled in case of GPRS/KSonnection

The Configuration Wizard allows configuring and reading registers of the
ZE50/ZE60 and ZE51/ZE61 (Coordinator, FFD, RFD) modules.

In order to verify the accuracy of data written by the user in every textbox the tool
needs a specific XML file. This file is closely linked together with the ZigBee stack
version and stack type. The files are provided by Telit and are stored in the

folder ./ConfigTool/ZigBee and the name of each file is composed in this way:
Info_ZB_<Type>_<Maj>_<Min>.xml, where Maj and Min are the major and minor
number of stack version and Type is the stack type (PRO or 2007)

i.e.: if the stack version is EH.Z02.01.05-B002 the xml file name will be
Info_ZB_2007_01_05.xml, where the 2007 type is caused by the ‘0" after the 'Z" in
the stack version string; if after the ‘Z’ there is a "1’ the firmware type will be PRO.

The user shall not modify the xml files; if the file is not present or corrupted the
SRManagerTool returns a caution popup. In the future, when a new firmware
version will be available, Telit will make available a new XML file for the SR Tool
and the user will take care to put it in the correct folder. If the module is not
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connected to the selected serial port or it is not responding, the configuration
wizard won't start and it will show an error popup.

e When the Configuration Wizard is started it shows the default values.

The values in the window have not been read fronfhé module

Stacks ZBPRO FS.X0x.11.00-B001.s28, FR.X0x.11.12e20s28, FS.X0x.11.12-
B002.s28, FY.X0x.11.12-B002.s28, FX.X0x.11.12-B&Z8 are managed with some
limitations relating to Serial Speed. During “Apply Values” and “Read Values” the
following popups appear.

Attention h @
Error Setting Parameters ' Serial Speed not managed
Check parameters Yalues! .




Coordinator:

ZipBee Confipurations

Maodule Informationz(Read Dnly)
IEEE hddress | |

ReadAwfite Attributes

leeping Time

Stack Version | |

Bootl oader Version | |

Application Yersion | |

Fead Only Attributes

Current Channel PAM 1D [Hex)
Mk address [Hex) Type of Device
[PaM T
Is Associated
le Associated

Wribe Ol Attributes

Advanced Settings

Join Parameters

Ore Shot

Periodic

StdBy pin action

Sleeping
Mot Sleeping

USE Device

& Nomal ) USBE

Serial Speed

) 9600 bits/s
) 19200 bits/s
() 383400 bits/s
() B7B00 bits/s
(& 115200 bits/s

Output Power
Atteraation

L ]

Fejoin Parameters

Fiagrentatian fifind
EP[Hes) |01 |
ind 52
o e
=33 ) FR

Crexe J

Radio Chatinel
Channel 11

Channel 12
Channel 13
Channel 14
Channel 15
Channel 16
Channel 17
Channel 18
Channel 19
Channel 20
Channel 21
Chiannel 22
Channel 23
Channel 24
Channel 25
Channel 26

Select/Deselect Al

Comp Smp Descr
[] Enabled
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Commands

Apply Yalues

Fragn Inter Fren Delay

[0

Fead Y aluss

Ise Security Hard Heset
(&) Dizable O Enable
Soft Reset
Dizable
Start Mebwark
Enabla

Load Fram Fils

{sePranT

Dizable

Erable Save Tofile

Extended PAN 1D [Hex)

0000000000000000 |

Simple Destriptor [Hexl

EP FrofID.
oo oo | oo |
DevlD Deyier Clear
joono oo |
I Clust Caunt Out Clust Et.:lti.;]r_]t_

m | 0|
In Clugt List Out Clust List

# 4 //r
A S /
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ZigBee Configurations

Module Informationz(Read Dnly)
IEEE Addess | |

Read wfite Sttibutes

leeping Time

Stack Version | |

Bootloader Yersion | |

Application Yersion | |

Read Only Attibutes
Cureent Chanmel P 1D [Hex)
Mk address (Hex) Type of Device
[RFD
Iz Azzociated
ls Associated

Wwirite Only Attibutes

Advanced Settings

Jain Parameters

Phase 1 (Hex)
Juin Period [DDUDUDSC |

Join Retries |OF

Join Type
(%) One Shat

) Periodic it

LES—

Phase 2 (Hex)

Join Period | 00DODE1D | Jitter [1E

Sleeping Time [Hex]

iDEIEIEIDDD3 |

StdBy pin action

A= On When Idie
) Sleeping
&) Mat Sleeping

USE Device

&) Naomal ) USE

Serial Speed

() 9600 bits/s
() 19200 bits/s
() 38400 bits/s
) B7E00 bits/s
(&) 115200 bits/s
Output Pover

Attenuation
E

Rejoin Parameters

Rejoin Type

Periadic Fejain

Secure Rejoin

Fiejain Interval [Hex]

|ooooogzc |

b &= Rejoin [nt [Hex]

jooon3se |

Fraomertation Wirid
ER(Hex) |01 |
WindSz
OOz
@3 OFF

IUnzecure Fejoin

R adio Charnel
Channel 11

Channel 12
Channel 13
Channel 14
Channel 15
Channel 16
Channel 17
Channel 18
Channel 19
Channel 20
Channel 21
Channel 22
Channel 23
Channel 24
Channel 25
Channel 26

| Select/Deselect Al

tdax Rej Retr Ph1 [Hex)
[FF |

Sec Rejoin Retr [Hex]
o |

Rejoin Retries [Hex|
|01 |

Comp Smp Descr

[] Enabled

|

[ooooooooooonoonn |
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Commandz

Appl Yalues

Frgm Inter Frm Delay
{100

Uze Security

(3 Disable ) Enable

Read Walues

Soft Feset

Start Mehwark:

Load From File

Dizable
Enable

Save Tofile

Eutended PaM 1D Hex)

Simple Deseriptor [Hex]
EF  FrofID
o0 Joooo | [ vt |
DevlD Dev Ver [ s
joooo Joo |
It Chast Count Dt Chust E_&,gm

o

In Clugt List Out

[
Clust List

i o

uct}on forbidd

Q.

Repro
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ZipBee Confipurations

Maodule Informationz(Read Dnly)
IEEE hddress | |

ReadAwfite Attributes

leeping Time

Stack Version | |

Bootl oader Version | |

Application Yersion | |

Fead Only Attributes
Current Channel PAM 1D [Hex)
| |1 |
Mk address [Hex) Type of Device
— R
Is Associated
le Associated

Wribe Ol Attributes

Advanced Settings

Join Parameters

Phaze 1 [Hex)
Join Period [DDDDDDBC |

Juin Retries |OF

Join Type
(5} One Shat

) Periodic Jitter

.

Phasze 2 (Hex)

Juin Period |0D00DETD | Jitter |1E

StdBy pin action

|dle
Sleeping
Mot Sleeping

USE Device

& Nomal ) USBE

Serial Speed

) 9600 bits/s
) 19200 bits/s
() 383400 bits/s
() B7B00 bits/s
(& 115200 bits/s

Output Power
Atteraation

| 1

Fejoin Parameters

Fiagrentatian fifind
EP[Hes) |01 |
WindSz
e e
23 (O FF

Radio Chatinel
Channel 11

Channel 12
Channel 13
Channel 14
Channel 15
Channel 16
Channel 17
Channel 18
Charimel 19
Channel 20
Channel 21
Channel 22
Charined 23
Channel 24
Channel 25
Chantel 26
Select/Deselect Al

Comp Smp Descr

[] Enabled
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Commands

1 Z 3 Apply Yalues

Fragn Inter Fren Delay
1100
Uge Securty

(& Dizable ) Enable

Fead Y aluss

Soft Reset

Dizable

Start Mebwark
Enabla
HasPrecTCLinke Load From File
Dizable
Erable Save Tofile

Extended PAN 1D [Hex)

[ooooooooooooooon |

Simple Destriptor (Hesl

EF  ProflD
w oo | (o]
DewlD Devver | Clear |
joono oo |
In Clust Count Ot Clust I:g:l-i.gnt

Repro

i o

uct}on forbidd

Q.

-
| +
Ll

=
L ]
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* The button Apply Values allows configuring registers with desired values,
after filling the different fields and selecting the radio buttons, click on the

button Apply Values to configure the module.

ZigBee Configurations

Module Informationz(Read Dnly)
IEEE Addess | |

Read wfite Sttibutes

lesping Time

Stack Version | |

Bootloader Yersion | |

Application Yersion | |

Read Only Attibutes
Cureent Chanmel P 1D [Hex)
Mk address (Hex) Type of Device
[PaNT
Iz Azzociated
ls Associated

Wwirite Only Attibutes
Pl ke

Advanced Settings

Jain Parameters

Ore Shot

Periodic

ED Bind Trout [Hes)

StdBy pin action

Sleeping
Mot Sleeping

USE Device

&) Naomal ) USE
Serial Speed

() 9600 bits/s

() 19200 bits/s

() 38400 bits/s

) B7E00 bits/s

(&) 115200 bits/s

Output Pover
Attenuation

]

Rejoin Parameters

Fiagmeniation Wind

EP(Hex) 01 |
Wind Sz
Q102

@3 OFF

R adio Charnel
Channel 11

Channel 12
Channel 13
Channel 14
Channel 15
Channel 16
Channel 17
Channel 18
Channel 19
Channel 20
Channel 21
Channel 22
Channel 23
Channel 24
Channel 25
Channel 26

Select/Deselect Al

Comp Smp Descr
[] Enabled

|

Appl Yalues

Frgm Inter Frm Delay

[0

Read Walues

(&) Disable ) Enable
Dizable
Start Mehwark:
Enable
HasPrecTCLink ey Load From File
Dizable
E kbl Save Tofile

Eutended PaM 1D Hex)

[ooooooooooonoonn |

Simple Descriptar [Hex]
EF  FrofID
o0 Joooo | [ vt |
DevlD Dev Ver [ s
EIN
I Clast Count Out Cluist c_&gm

[
Clust List

o B

In Clugt List Out
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L
1 } Registers setting completed

“"*-/ /—. . N
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* The button Read Values allows to read registers value from the module.

ZipBee Confipurations

BootLoader Werzion

Application Yersion E FS.FO0.02 00-B002 |

Fead Only Attributes
Current Channel

11 |

PAN 1D [Hex)
FFFF |

Mk address [Hex)

FFFF =

Is Agsociated

Type of Device

[paNT

Iz Associated

Wirike Only Attributes

Advanced Settings

Join Parameters

One Shat

Periodic

ED Bind Trmout (Hexl
T

Maodule Informationz(R ead Only Fead e'rite Attibutes

|IEEE Address !DD154F1 Q00500029 | Slzeping Time R adio Channel
| | Channel 11

Stack Wersion IFS.Z'I 0.02 00-E003 | [

Channel 12
Channel 13
Channel 14

StdBy pir action

Sleeping : Chaninel 15
Mot Sleeping Channel 16
USE Device Chanrnel 17
&) Momal ) USBE Charinel 18
Serial Speed Ehiarnel 13

Channel 20
Channel 21
Channel 22
Channel 23
Channel 24
Channel 25
Channel 26
Select/Deselect Al

) 9500 bitss
©) 19200 bits/s
) 30400 bits/s
) 57600 bits/s
& 115200 bits/s

Output Pawer
Attenuation

]

Rejoin Parameters

F!&'gj'ﬂﬁarjiéf[ﬁh_\,irji:l Comp Smp Descr
EP [Hexl FTI | [] Enabled
ind Sz
e

=

=3 O FF

1 2 3 Lipply Values

Frarm [nker Fren Delay

[100

Fead Valuesz

Commards
(#) Digable O Enable
Dizable
Start Metwark,
Enablz
HasPrecTCLinKey Load From File
Dizable
Erable Save Tofile

Extended PAN ID [Hex]

[oaooooooooooooon |

Simple Deseriptar (Hex)

EP PolD

00 | |oooo |

DeviD DevVer Clear

joooo Joo |

In Clust Count Out Clust Caunt
|00 00

In Clust List Ot Clust List
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¢ The button Hard Reset leads to restore default values.

@ After Hard Reset the user should reconnect to the ndule in order to continue the
configuration.

¢ The button Soft Reset leads to disconnect of the network.

@ After Soft Reset the user should reconnect to the @dule in order to continue the
configuration.

¢ The button Start Network leads to start the network or to associate the
device to the network.

* The button Load From File allows configuring the module with values stored
in a configuration file (see for example Coordinator_Default.Config.txt,
FFD_Default_Config.txt, RFD_Default_Config.txt, Coordinator_Config.txt,
FFD_Config.txt, RFD_Config.txt). After loaded the file click the button Apply
Values in order to set effectively the values.

* The button Save To File allows to save the values present in the window into
a file (for example in order to save a specific configuration).

At the moment due to a limitation on the ZB firmware Stack 2007 Bootloader
Version and Application Version attributes are notmanaged.

3.3.4.2. ZigBee Network Discovery

The feature Network Discovery shows the topology of the network and some
useful information such as:

* PAN-ID of the network discovered

* Channel used for network operations

¢ How many devices have been discovered in the network
* How many devices are not responding during discovery

» For each device (right click): Network address, Type of device (if detected),
MAC address [if detected), Receiver on when idle (if detected and applicable],
Father network address and a list of commands that can be sent to remote
device (see 3.3.4.3)

= F 1 D

T

b =; ” //V' L e
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The topology can be get in two ways:

1. Using one of the Telit modules of the network in field:
by the tool Management of the SRManagerTool Connect to the module of the
network (see section 3.3.4)

& if device used for discovering receives data witgthrate the performaces can be very
slow.

2. Using the Telit M ZE51 USB dongle as an EndDevice of the Network in field:

In order to flash the M ZE51 USB dongle:
0 Pluginthe USB port of the PC the Telit M ZE51 USB dongle

0 If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

Refer to document [11].

0 By the tool Flashing of the SRManagerTool flash the node Telit M
ZE51 with firmware ZEx1.X55.11.21-B004.528 (see Appendix 1)

In order to configure the M ZE51 USB dongle:

0 By the tool Management of the SRManagerTool Connect to the node
M ZE51 (see section 3.3.4) and give the following commands:

- 0x04 0x12 0x08 0x01 0x00 (to put the node in configuration mode)
The response is: 0x03 0x13 0x00 0x08

- 0x02 0x10 0x00 (to perform an Hard Reset])
The response is: 0x02 0x11 0x00

- 0x2b 0x2b 0x2b (to enter in command mode])
The response is: 0x0D

- 0x04 0x12 0x08 0x01 0x00: (to put the node in configuration mode])
The response: is 0x03 0x13 0x00 0x08

o Configure the node with the parameters of channel and Extended PAN
ID by the tool Configuration Wizard (see section 3.3.4.1)

0 Close the Configuration Wizard
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In order to associate the M ZE51 USB dongle to the network as End
Device:

0 By the tool Management give the following commands:

- 0x01 0x16 (to associate to the network])
the response is:
0x07 0x77 Nwk_Addr(2 bytes Little Endian) 0xXX(do not care)
0xYY(do not care) 0x00 0x00 0x02 0x17 0x00(be care it is 00 =
SUCCESS)

- 0x02 0x14 0x96 (to get the network address of the dongle)
The response is: 0x06 0x15 0x00 0x96 0x02 Nwk_Addr(2 bytes)

If the M ZE51 USB dongle is already associated to the network:
0 give the following command by the tool Management:

- 0x04 0x12 0x08 0x01 0x00 (to put the node in configuration mode)
The response is: 0x03 0x13 0x00 0x08

3. Using the Telit GG863-SR as an EndDevice of the Network in field:

0 Inorder to connect/setup the GG863-SR see section 2.2

0 By the tool Flashing of the SRManagerTool flash the GG863-SR with
firmware ZEx1.XS5.11.21-B004.528 (see section 3.2)

In order to configure the GG863-SR:

0 By the tool Management of the SRManagerTool Connect to the node
(see section 3.3.4) and give the following commands:

- 0x04 0x12 0x08 0x01 0x00 (to put the node in configuration mode)
The response is: 0x03 0x13 0x00 0x08

- 0x02 0x10 0x00 (to perform an Hard Reset])
The response is: 0x02 0x11 0x00
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- 0x2b 0x2b 0x2b (to enter in command mode])
The response is: 0x0D

- 0x04 0x12 0x08 0x01 0x00: (to put the node in configuration mode])
The response: is 0x03 0x13 0x00 0x08

o Configure the node with the parameters of channel and Extended PAN
ID of the network by following commands:

- 0x050x12 0x01 0x02 channel(2 bytes) (to set channel)

The response is: 0x03 0x13 0x00 0x01
- 0x0B 0x12 0xC4 0x08 ExtPanld(8 bytes] (to set Ext PAN ID)
The response is: 0x03 0x13 0x00 0xC4

In order to associate the GG863-SR to the network as End Device:
0 By the tool Management give the following commands:

- 0x01 0x16 (to associate to the network])
the response is:
0x07 0x77 Nwk_Addr(2 bytes Little Endian) 0xXX(do not care)
0xYY(do not care) 0x00 0x00 0x02 0x17 0x00(be care it is 00 =
SUCCESS)

- 0x02 0x14 0x96 (to get the network address of the dongle)
The response is: 0x06 0x15 0x00 0x96 0x02 Nwk_Addr(2 bytes)

If the GG863_SR is already associated to the network:
0 give the following command:

- 0x04 0x12 0x08 0x01 0x00 (to put the node in configuration mode)
The response is: 0x03 0x13 0x00 0x08

* In the Management window Click button Network Discovery

* Appears the following window:
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Network Discovery Tool g@l@
Coordinator
Router
_End Device not :Iee}}lng
[Information Incomplete |
Savelog | [ Loadlog | [ Cleailog |
Save Command Send Command
Time for each device:
([ - (T e (Coed Bomrand ] (G Conand |
Summary Summary
Status Bar
] wark affine

* The field Time for each device is the time to wait for each device during the
network discovering.

If in the network there are sleeping devices it isscommended to type a time
& compliant to the maximum sleeping time in the netwd, otherwise some devices can
be detected with information incomplete or not deteted at all.

In case of GPRS/GSM connection it is recommended tse a Time for each device >
1

e click the button Start Discovery:

i" A
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Network Discovery Tool

5 Iibnlﬂir;alol |
52-CE
= C50C
1403 e
‘-End Device not sleeping

[ Information Incomplete

[Savelog | [ Loadlog | [ ClearLog
- Send Command
Time for each device:
fi ][SEE] SlarlD\scovewJ l Save Close [ Load Command | [ Clear Command |
Summary Summary
PANAD: 20-78 Status Bar
Channel: 24
[ work offine

Devices discoverad: 4

Devices not responding: 0

* The button Save allows saving the topology shown in the left window to XML
file.

e The button Load allows loading in the right window the topology saved (XML
file), for example for comparing two networks or the same network in two
different times.
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Network Discovery Tool
= 0000 | [ Coordinator | [ = oo
52-CE T e 62.C6
= 500 E Hputer ! £5ac
[End Device not sleeping
: Information Incomplete
[ Savelog ] [ Load Log ] [ ClearLog
) e
Time for each device:
[1 ] fieci] Start Discaven J I cava Close [ Load Command | [ Clear Command |
Summary Summary
PAN-D: 2078 Status Bar PAN-ID: 20-78
Channel 24 Charnel: 24 .
Devices discowered: 4 Devices discoverad: 3 [ work offine
Devices not responding: 1 Devices not responding: 0

An Abort Discovery pop up allows aborting the Network Discovering process:

A progress bar shows the network Level discovered.

Lewvel 2

Attention: do not close theManagementwindow or Disconnectfrom the module

@ used to get the topology network when thiletwork Discovery window is opened,
otherwise the serial connection is closed and théetwork Discovery Toolcan not
communicate with the node.

)!E g -
& o RV e = y |
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BEE

Network Discovery Tool

E;)nn-‘lir;ah.)l
526
= 500 G

1809

[End Device not sleeping

Information Incomplete

[ Save Log ] [ Load Log ] [ ClearLog

__Save Command
Time: for each device:
Close [ Losd Conmand |

/] ok, affl

Send Command

Cleat Command |

T el Start Discovery ] I Save

Summary
PANAD: 2078

Summary
Status Bar

Charnel: 24

Devices discovered: 4

Devices not responding 0

Work offline allows
registering
commands without
send them over the
air. Commands can
The log can be cleared = Clear Log, be sent later

saved (in RTF format) > Save Log or
loaded - Load Log

The SRManagerTool provides logging
information for commands sent to remote
devices.

The SRManagerTool allows to list the commands sent to remote devices.

> The list can be cleared = Clear Command, or saved (in xml format) = Save
Command.

> The list can be reloaded - Load Command

» The list can be sent if the box Work offline is not checked and a Topology is
displayed - Send Command

> To delete a row on the list 2 click on the row
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3.3.4.3. ZigBee Remote Commands

Right click on the node of the topology in order to list all remote commands

available.
Network Discovery Tool
| = ooon | Coordinator | = oo I 2011 14.10.32
526 206
= C5OC Hou}el R0

evice not sleeping
MNetwork address: 14-D9

Type of device: End Device | Mot detected

MAC address: 00-15-4F-00-00-50-00-33 mation Incomplete

Receiver on when idle: 1

Father nebwork address: C5-0C

Savelog | [ Loadlog | [ ClesiLog

------ COMMANDS -

Ping 1409
Node-Descriptor 1409
fictive EndPoints 1409
User Descriptor 14-09

BindjUnbind(From-To} 1A-D9

: 2 ; ) Save Command Send Command
Time for sach devi Bindinglist 1A-09
Laoad Command Clear Command
T kel EndfUnbind(Table Ertry) 18-09 [ Gl | [t ] [ ] [ J

Permit Joining 1A-D3

Summay Summary

PANDY LeaveRequest 1A-DA/00-15-4F-00-00-50-00-53 Status Bar FAN-ID: 20758

Channg Channel: 24

Device, AR EE AT Devices discovered: 3 JE g
Devices not responding: 0 Devices not responding: 0

* Ping: pings the remote device sending for four times the command |IEEE Addr
request. The statistics response is showed.

with an |EEE Addr requ

| R
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* Node Descriptor: used to inquire for the node descriptor of the remote
device.

£ =

* Active EndPoints: used to inquire for the list of endpoints on the remote
device

mercoledi 5 attobre 2011

IME: 10.01.3
EndPai

.

[ Save Log ] [ Load Log ] [ Clear Log ]

45
B

L

Re
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* User Descriptor: used to inquire for the user descriptor of the remote device.

[ Save Log ] [ Load Lag ] [ Clear Log

? { 'i h -

s} N
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e Bind/Unbind(From-To): the window allows the feature of binding or
unbinding two remote devices (with DstAddrMode = IEEE Address).

0 Right click on a node on the topology = Bind/Unbind(From-To), wait
some seconds to retrieve information

0 Right click on another node on the topology = Bind/Unbind(From-To),
wait some seconds to retrieve information

Binding/Unbinding
| SOURCE | Clear | | DESTIMATION | Clear |
= Simple Dezcriptor Y Cluzter Output; 0003 Y
= EndPaint: 1 F Cluzter Output; 007 ¢ 1
Cluzter [nput; 0004 Chuzter Output; 007d
Cluzter Input; 0054 Chuzter Output; 1000
Cluzter [nput; 0055 Chuzter Output; alad
Chuzter lnput; 1001 Chuzter Output; f000
Chuzter lnput; 2001 [=- EndPuaint: fO
Cluzter [nput; e000 Chuzter lnput; 0001
Cluzter [nput; FO07 Cluzter [nput; 0002
Cluzter Input; f00a Cluzter [nput; 0003
Cluzter Input; f00e Cluzter lnput; 001 ¢
Cluzter Output; 0001 Cluzter lnput; 0071d
Cluzter Qutput; 0002 Cluzter [nput; 1000
Cluzter Output; 0003 Cluzter Input; alad
Cluzter Qutput; 007 ¢ Cluzter [nput; f000
Clhuzter Output; 007d D Chuzter Output; 0004
Cluzter Output; 1000 Chuzter Qutput; 0054
Cluzter Output; a0ad Chuzter Qutput; 0055
Chuzter Qutput; 000 Chuzter Output; 1001
[=- EndPuaint: fO Cluzter Output; 2001
Chuzter lnput; 0007 Chuzter Output; e000
Cluzter [nput; 0002 Chuzter Output; fO07
Cluzter [nput; 0003 Chuzter Output; f00a
Cluzter Input; 001 ¢ v Chuzter Qutput; f00e -
Profile Mk Addr  EndPaint Cluzter Prafile Mk Addr E ndPaint Cluster
07F | 14D9 Bl o7 | sece
Binding
[Inbinding
Reverze

T

oﬁa
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o Double click on the desired Cluster Output (green) on the Source node

o0 Double click on the desired cluster Input (green) on the Destination
node

E8 Binding/Unbinding
| SOURCE | Clear | |l DESTIMATION | Clear |
(= Simple Descriptor o i e Clugter Output: 0003 o
= EndPairt; 1 3 i b Clugter Output: 007 |
- Cluster Input; 0004 ¢ b Clugter Output: 0014
- Cluster Input; 0054 i b Clugter Output: 1000
- Cluster Input; 0055 i b Clugter Output: alad
i Cluster Input: 1007 £ b Clugter Output; fO00
i Cluster Input; 00 I =~ EndPaint: 0
- Cluster Input; 000 B Cluster Imput: 000
- Cluster Input; 007 - Cluster [nput; 0002
- Cluster Input: 002 - Cluster [nput; 0003
- Cluster Input: f00e - Cluster Input; 001
i Cluster Clutput: 0007 - Cluster nput; 0014
- Cluster Cutput: 0002 - Cluster nput: 1000
- Cluster Cutput: 0003 - Cluster Input; alag
- Cluster Cutput: 007 ¢ - Cluster [nput: 000
- Cluster Cutput: 007d 5 - Cluster Qutput: 0004
- Cluster Cutput: 1000 - Cluster Dutput: 0054
- Cluster Output; alad - Cluster Dutput: 0055
- Cluster Output; fO00 i Cluster Clutput: 1007
I =~ EndPaint: f0 i Cluster Output: 2007
i Cluster Input; 0007 - Cluster Dutput: 2000
- Cluster Input; 0002 i Cluster Cutput: F007
i Cluster Input; 0003 i Cluster Dutput: (003
- Elusterlnput 0z = - Cluster Output; f00e o
SCis ;I.‘.‘.Fi‘.’?&!r‘-&.@é!f_ Erdions — ot [ Beller Rkt Rhdioie - Bt
- oo || 1D | oool | || @7 | saE | 0 | oool |

0 Click on Binding or Unbinding. See the status of the operation in the
NetworkDiscovery window.

o0 Click on Reverse in order to reverse SOURCE and DESTINATION.
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0 Click on Clear in order to clear the Simple Descriptor showed.

Selecting another node on the topology and clicking = Bind/Unbind(From-To] its
Simple Descriptor is showed and a new operation of Binding/ Unbinding can be

performed.

» BindingList: the window shows the contents of the Binding table of one or
two nodes selected.

0 Right click on one node on the topology = BindingList, wait some
seconds to retrieve information

0 Right click on another node on the topology (optional] » BindingList,
wait some seconds to retrieve information
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Clear: to clear the table showed.
Selecting another node on the topology
and clicking = BindingList, its binding
table is showed an another Unbind
operation can be performed.

Refresh: to refresh the table.
Wait some seconds to retrieve

information
Bindirgl izi
SrcAddr Src EndPoint Dst Addr Dt EndPoint Cluster Id SrcAddr Src EndPoint Dst Addr Dst EndPoint Cluster Id
[ 0015411 D005000=4 001541 000500025 [ 0541000500025 1 001541 D005000e4 1 0080
00154f1D005000e4 a 00154£1000500025 7 0070 001541000500025 7 00154f1D005000e4 a 0070
0015410050004 4 0015461000500025 5 0004 0015471000500025 5 001541 D005000e4 4 0004
001541 000500024 2 0001 m 0004 00154/1000500025 1 o002 N 0050
* *
|
Src MAC Addr Src EndPaoint Dst Addr Dst EndPaoint Cluster Id
0015410005000e¢ 1 | 001541 000500025 1 wen |
Double click on the row of the binding
table to unbind < Unbind. See the status Clear: to clear the content
of the operation in the NetworkDiscovery of the row selected
window

d.""
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Binding/Unbinding(Table_Entry): the window allows the feature of adding
(Binding) or deleting (Unbinding) a row on the binding table of a node. The
DstAddrMode can be IEEE Address or Group Address.

0 Right click on a node on the topology 2>
Binding/Unbind(Table_Entry), wait some seconds to retrieve
information
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Binding/Unbinding Single or Group |Z||E|[Z|

| NODE |

= Simple Descriptor
= EndPaint: 1
Cluzter lnput: 0004
Cluzter Input: 0054
Cluzter Input: 0055
Clugter lnput: 1001
Clugter Input: e001
Cluzter Input: e000
Clugter lnput; F007
Cluzter lnput: f00a
Cluzter lnput; f00e
Clugter Qutput: 0001
Cluzter Dutput: 0002
Cluzter Dutput: 0003
Cluzter Dutput: 007 ¢
Cluzter Dutput: 007d .
Cluzgter Qutput: 1000
Cluzter Dutput: alal
Clugter Qutput: F000
=) EndPaint: £0
Clugter lnput: 0007
Clugter lnput; 0002
Clugter lnput: 0003
Clugter Input: 007 ¢

e

|

%

Frafile Mwk Addr EndPaint Cluster
017F | 14D3

Destination &ddr Mode
|[EEE Addr

@ IEEE Addr  MACAddr | | DsteP | |

Group Addr
) Group Addr Group Addr [Hex] I:I

Binding Unbinding
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o Double click on the desired Cluster Output (green] on the node
0 Select desired DstAddrMode: IEEE Addr or Group Addr

o Fill needed information (MAC Addr and DstEP for IEEE Addr, Group
Addr (Hex) for Group Addr)

Binding/Unbinding Single or Group : E|[Z|

| NODE |

= Simple Dezcriptor
[=- EndPaint: 1
Cluzter [nput: 0004
Cluzter lnput; 0054
Cluzter lnput: 0055
Cluzter lnput: 10071
Cluzter lnput; e001
Cluzter lnput; e000
Cluzter [nput; fO07
Cluzter lnput; f00a
Cluzter lnput; f00e
Cluzter Qutput; 0007
Cluzter Qutput; 0002
Cluzter Qutput; 0003
Cluzter Qutput; 007 ¢
Clazter Qutput: 007d n
Clazter Qutput; 1000
Cluzter Qutput; a0ad
Clazter Qutput; fO00
[= EndPoint; f
Cluzter lnput: 00071
Cluzter lnput; 0002
Cluzter lnput: 0003
Cluzter lnput; 001 ¢

>

1154

Profile Mwk Addr  EndPaint Cluster
017F | 1404 1 0001

Destination Addr Mode
|[EEE &ddr

O IEEE Addr  MAC Addr | e

Group &ddr
(%) Group Addr Graup Addr [Hex) o03

i j Pz .
A i 4 - : Y - -
— L
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o Click on Binding or Unbinding. See the status of the operation in the
NetworkDiscovery window.

0 Clear: clears the Simple Descriptor showed.

0 Selecting another node on the topology and clicking 2>
Binding/Unbind(IEEEAddr-GrpAddr) its Simple Descriptor is showed
and a new operation of Binding/Unbinding can be performed.

* PermitJoining: used to request that a remote device allow or disallow
association

PermitJoining |'-_ E| [E|
Nwk Address 3000
Permit Diuration TC Sigrificance
() Disallow association @ Mo TC relevance

Allow azzociation
O ) Affect TC authentication

(%) Time during allow association

Time Hex)

Click Apply and see the status of the operation in the NetworkDiscovery window

* Leave: used to ask at a remote device to leave the network

Leave S[=e
Dest Nwk Addr

Bithd azk:
[ ] Rejoin
[] Remowe Children

Click Apply and see the status of the operation in the NetworkDiscovery window

£ I
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* AFDirectRequest: used to communicate with an application of a remote
device

AF Direct Request

NWK [ED2D | (He) EP Sic [He] EP Dest (He]

T Optionz Cluster 0002 | jHey) Broadcast Radius [Hes)

[] Encrypt request
[] APS Ack

Fra
[ Frag AFDU (o AFDUlen [ |
AABBLT

Analyzer

SRManagerTool uses Wireshark network protocol analyzer in order to monitor a
wireless network.

The Analyzer window collects the following information:

e Serial Port: serial port where is connected the SR Sniffer node (disabled in
case of GPRS/GSM connection)

* Analyzer: the path where is installed the Wireshark analyzer

Analyzer is not available for LExO, NE70-868
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3.5. Mesh Technology

Serial Connection:

Local PC used to
configure the
GG863-SR

Web Administration
Panel

Remote PC hosting
SRManagerTool

. Tl g — | e ) A
5 / / : e gebald
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The Analyzer window is the following and collects more:

e Source: TinyOnePro (firmware TransparentSnifferTinyProBoard.s19), NE50-
869.525 3 RSSI levels (firmware Sniffer XE50_RSSI3.hex ), NE50-869.525 255
RSSI levels (firmware Sniffer_XE50_RSSI255.hex), NE50-868-GC.M0S 3 Band
(firmware GC.M0S.01.01-B005.hex for 868MHz), NE50-868-GC.M0S 13 Band
(firmware GC.M0S.01.01-B007.hex for 868MHz), NE50-433-GD.M0S 8 Band
(firmware GD.M0S.01.01-B005.hex for 433MHz).

» Radio Band and Rx Power: only for sniffer NE50-868-GC.M0S 3 Band, NE50-
868-GC.M0S 13 Band, NE50-433-GD.M0OS 8 Band

* Rx Power Tool: starts a tool that shows the received signal quality.

& The sniffer TinyOnePro, NE50-869.525 3 RSSI levetsnd NE50-869.525 255 RSSI
levels support only 869.525 MHz.

Sniffer Manager Tool

Telit

Serial Port Source Radio Band Bx Power
| COM1 v | (Rl v | 568300 MHz | [RSS): 03 v |
Analyzer | E'\F‘ru:ugram Flles'\ereshark'\wueshark EnE [ Browse ]

Wireshark ‘ Rx Power Tool ‘

* The buttorWireshark starts the analyzer that captures and save patkeatg) a monitoring
session.
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* Select a name for the folder where saving PCAP file with captured packets.

The PCAP file will have the following format name:
Date_Time_Captured.PCAP.

Example: 2012-3-2_15.3.0_Captured.PCAP

Select a directory where to save captured packets

@' Ceskkop
Ei My Documenks

'Y My Computer

‘-:J My Mebwork Places
2| Recycle Bin
= Session_1

I Warie

Make Mew Faolder Ik ] [ Cancel

CE In case of Serial connection be careful to seledid Serial Port where the SR Sniffer
node is really connected, SRManagerTool can not cbieit and it leads to no packet
captured.

—
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3.6. ZigBee Technology

Serial Conenction:

Local PC used to
configure the
GG863-SR

Web Administration
Panel

SR Network

B SR

Remote PC hosting
SRManagerTool
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The Analyzer window is the following and collects more:
* Radio Channel: radio channel to monitor with Wireshark.
* Source: source sniffer node

* PAN-ID: PAN-IDs to monitor with SRManagerTool relating to topology
changes. The warnings about topology changes will be saved in a RTF file in
the same folder where will be saved the PCAP file.

* Button Monitor: starts the Alarm Monitor during a monitoring session.

Sniffer Manager Tool E“. 1%
Charinel
o ile e e leilie

T 4 B elrieli e o - Nel- el
EIIt : - Y O R Y25 s

Senal Port Source
| COM3 [ Telt v
Analyzer E_I::"uF'rl:ngram Filez"\iresharkvwwirezhark. exe | [ Browsze J

Alarrn Manitar Info
P"f""N'lDl l l i) | l | | l [v] any Monitor

. :] Packets

* The button Wireshark starts the analyzer that captures and save packets
during a monitoring session.

e Select a name for the folder where saving PCAP file with captured packets
and RTF log file with warnigs about topology changes.

The PCAP file will have the following format name:
Date_Time_Captured.PCAP.

Example: 2012-3-2_15.3.0_Captured.PCAP
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H OWSE D D LOE

Select a directory where to save captured packets

@ Ceskbop

E‘ My Documents

j My Computer

‘-ﬂ My Metwork Places
2| Recycle Bin
b Session_1

I3 varie

[I"-“Iake Mew Folder ] [ (o] 4 H Cancel ]

* The button Packets Analysis starts the analysis of the captured packets in a
previous monitoring session. In order to allow this feature is mandatory to
save the topology and packets exchanged in the monitored network as
explained in the section 3.9.1.

,, //r =l
0 : 3 B
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3.7. WM-Bus Technology

Serial Conenction:

Local PC used to
configure the
GG863-SR

Web Administration
Panel

Remote PC hosting
SRManagerTool

s ‘ b 2 i —E 7 1
[ #8} 5 ) / : ¢ e : g .
£ 85
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The Analyzer window is the following and collects more:
» Source source sniffer node used
* Mode: Mode of operation

* Radio Channet radio channel used only in case operating mo&ier Q

Sniffer Manager Tool

Charirel
o O1F Oz O3 O4 Os

e, ® Qe O O8 O3
Telit

Serial Port Source Mode
| COMzZ2 ~ || MES0-868 v |G -
Analyzer ;E:.';I.:'rDgram.ifii;';ﬁi}e;al;q\li-r;sh;rk.e:-:e | [ Browse

. Metwork

* The button Wireshark starts the analyzer that captures and save packets
during a monitoring session.

* Select a name for the folder where saving PCAP file with captured packets.

The PCAP file will have the following format name:
Date_Time_Captured.PCAP.

Example: 2012-3-2_15.3.0_Captured.PCAP
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w For Folder ? E

Select a directory where to save captured packets

@ Ceskbop

E‘ My Documents

'_’J My Computer

‘H My Metwork Places
2| Recycle Bin
b Session_1

I3 varie

Make Mew Folder QK ] [ Cancel

7
7 i e
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SR sniffer nodes
The SR sniffer node detects over-air packets.

Related to the technology, the right SR Hardware Sniffer (flashed with the right
firmware) has to be connected to the serial port selected in the Analyzer Window.

ZigBee Technology

In order to analyze a ZigBee Network with Stack ZB2007 the following sniffer
nodes can be used:

Freescale Sniffer:

e plugin the USB port the Freescale 1322X USB dongle.

* If needed install drivers supplied in the Freescale CD

Telit Sniffer M ZE51:

e Plug in the USB port of the PC the Telit M ZE51 USB dongle

e If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

* usethe SRToolManager in order to flash the dongle with the firmware
ZEx1.X55.11.21-B004.528 (See Appendix 1)

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ZE50/ZE60 with the
firmware EH.WS5.11.51-B002.528 (See section Flashing).

e  When the module is flashed:

0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).
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In order to analyze a ZigBee Network with ZBPRO the following sniffer nodes can
be used:

Freescale Sniffer:
e plugin the USB port the Freescale 1322X USB dongle.

* If needed install drivers supplied in the Freescale CD

Telit Sniffer M ZE51:

e Pluginthe USB port the Telit M ZE51 USB dongle

e If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

¢ Usethe SRToolManager in order to flash the dongle with the firmware
ZEx1.XS5.11.21-B004.528 (See Appendix 1)

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ZE51/ZE61 with the
firmware ZEx1.XS5.11.21-B004.528 (See section3.2).

*  When the module is flashed:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

Telit GG863-SR:

¢ £ - : s : z i ® - —a
p9)° i
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¢ Use the SRManagerTool in order to flash the GG863-SR with firmware
ZEx1.XS5.11.21-B004.528 (see section 3.2)

Mesh Technology

In order to analyze a TinyOnePro Network with stack M_ONE the following sniffer
node can be used:

Telit Sniffer on DemoBoard:

* use the SRManagerTool in order to flash a Telit module TinyOnePro with the
firmware: TransparentSnifferTinyProBoard.s19 (See section Flashing).

*  When the module is flashed:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

In order to analyze a NE50 Network with stack Low Power Mesh the following
sniffer nodes can be used:

Telit Sniffer on DemoBoard NE50-869.525 3/255 RSSI levels:

e use the SRManagerTool in order to flash a Telit module NE50 with the
firmware (See section Flashing):

0 XE50_RSSI3.hex to read RSSI in 4 levels scale:
RSSI = 0 2 worst signal
RSSI =1 - bad signal
RSSI =2 & good signal
RSSI =3 - best signal

0 XE50_RSSI255.hex to read RSSI in 256 levels scale:
RSSI < 73 = worst signal
73 < RSSI < 83 - bad signal
83 < RSSI < 94 & good signal
RSSI > 94 - best signal

*  When the module is flashed:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).
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Telit Sniffer on DemoBoard NE50-868-GC.M0S 3 Band:

* use the SRManagerTool in order to flash a Telit module NE50-433 with the

firmware GC.M0S.01.01-B005.hex (3 Band)(See section Flashing)
*  When the module is flashed:
0 Switch the SR board OFF (SW2)
o Turn the programming switch OFF (SW4)
0 Switch the SR board ON (SW2])

Telit Sniffer on DemoBoard NE50-868-GC.M0S 13 Band:

* use the SRManagerTool in order to flash a Telit module NE50-868 with the
firmware GC.M0S.01.01-B007.hex (13 Band)(See section Flashing])

*  When the module is flashed:
0 Switch the SR board OFF (SW2)
0 Turn the programming switch OFF (SW4])
0 Switch the SR board ON (SW2])

Telit Sniffer on DemoBoard NE50-433-GD.M0S 8 Band:

* use the SRManagerTool in order to flash a Telit module NE50-433 with the

firmware GD.M0S.01.01-B005.hex (8 Band)(See section Flashing])
*  When the module is flashed:
0 Switch the SR board OFF (SW2)
o Turn the programming switch OFF (SW4)
0 Switch the SR board ON (SW2])

Telit Sniffer on NE50-868 USB dongle NE50-868-GC.M0S 13 Band:
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e Plug in the USB port of the PC the Telit NE50-868 USB dongle

e If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

0 If needed use the SRToolManager in order to flash the dongle with the
firmware GC.M0S.01.01-B007.hex (See Appendix 3)

= N , 7 % ‘ 4 . & [
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WM-Bus Technology

In order to analyze a TinyOneLite 868 MHz WM-Bus Network with Stack WM-Bus
Protocol EN13757-4:2005 the following sniffer node can be used:

Telit Sniffer on DemoBoard:

» use the SRManagerTool in order to flash a Telit module TinyOneLite with the
firmware: SnifferMBus_Board.s19 (See section Flashing).

*  When the module is flashed:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

In order to analyze a ME50-868 MHz WM-Bus Network with Stack MBus Protocol
EN13757-4:2013, MBus Protocol EN13757-4 + EN13757-5 Mode R2 or MBus
Protocol EN13757-5 Mode Q the following sniffer nodes can be used:

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ME50-868 with the
firmware: GC.U0S.01.00-B004.hex (See section Flashing).

*  When the module is flashed:
0 Switch the SR board OFF (SW2).
0 Turn the programming switch OFF (SW4) on the SR board.
0 Switch the SR board ON (SW2).

Telit ME50-868 USB dongle:

e Plugin the USB port of the PC the Telit ME50-868 USB dongle

e If needed install drivers present in the
link:http://www.ftdichip.com/Drivers/VCP.htm
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e If needed use the SRToolManager in order to flash the dongle with the
firmware GC.U0S.01.00-B004.hex (See Appendix 2)

In order to analyze a ME50-169 MHz WM-Bus Network with Stack MBus Protocol
EN13757-4:2013 firmware G1.U03.01.01-B001 the following sniffer node can be
used:

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ME50-169 with the
firmware: GI.U0S.01.00-B006.hex (See section Flashing).

¢  When the module is flashed:
0 Switch the SR board OFF (SW2).

0 Turn the programming switch OFF (SW4) on the SR board. Switch the
SR board ON (SW2).

In order to analyze a ME50-169 MHz WM-Bus Network with Stack MBus Protocol
EN13757-4:2013 firmware G1.U03.01.02-B001 or later the following sniffer node
can be used:

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ME50-169 with the
firmware: GI.U0S.01.00-B006.hex (See section Flashing).

*  When the module is flashed:
0 Switch the SR board OFF (SW2).

0 Turn the programming switch OFF (SW4) on the SR board. Switch the
SR board ON (SW2).

In order to analyze a ME70-169 MHz WM-Bus Network with Stack MBus Protocol
EN13757-4:2013 the following sniffer node can be used:

Telit Sniffer on DemoBoard:

e use the SRManagerTool in order to flash a Telit module ME70-169 with the
firmware: GL.U0S.01.01-B001 (See section Flashing].

*  When the module is flashed:
0 Switch the SR board OFF (SW2).

0 Turn the programming switch OFF (SW4) on the SR board. Switch the
SR board ON (SW2).

M 25 - u-JE s N |
| f — Lt 4 “ ‘: - 5 : L : —a ’-"‘ =
Ll 457 / © IR ———
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3.9. Wireshark

Clicking Wireshark appears the User Interface of Wireshark:

Fle Edt Miew Go Capture Analyze Statistics  Telephory Teols Help
BN =EEX2E A¢+nT(EE Qaan #ER% B
F\Iter:l | * Expression.., Clear Apply

= - 1 [ |

:H Channel Offset ‘ FiES Filte |.‘." |Nnne V| reless Settinns. . Decryption Keys..,
R, Time Sorce Destination Protocal Info
=

Oi.i\.\plpe\wwreshark: <live capture in progress = to... | No Packets | Profile: Default

o - 1‘ " %
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3.9.1. ZigBee Technology:

This is an example of ZigBee traffic during a monitoring session:

Flle Edt Wiew Go Capture  Analyze  Statistics  Telephony Tools  Help
B aEXESE AT IR B aaqaf @#EBmik| =3
Filter: | + Expression... Clear Apply
-| = | | =5 Filker: Al . |More | Wireless Settinns . Decryption Keys..
Mo, | Time Source Destination Protocal Infa -~
0.219000 IEEE 802.15.4 Ack
19600 IEEE 802.15.4 ack
0.219000 0x0000 0x1431 ZigEee ZOLP Node Descriptor Response, Device: 0x0000, Status:
0.219000 IEEE 802.15.4 ack
0437000 0x143%1 0000 ZinRee ZnR Extended address RamiesT. npwirp: e e
>
@ Frame 13: 44 bytes on wire (352 bits), 44 bytes captured (352 bits)
= IEEE 802.15.4 pata, Dst: Ox000Ll, Src: 0x0000
® Frame Comtrol Field: Data (OxS861)
Seguence Number: 76
Destination Pan: 0x35f7
pestination: Ox000L
Source: 0x0000
= Frame check seguence (TI cc24xx format): FCs ok
RSSI: -7 dBm
FCs wvalid: True
LQI Correlation value: 108
= ZzigBee metwork Layer Data, Dst: Ox1431, src: Ox0000
= Frame Control Field: Data (Ox0048)
e e e Frame Type: Data (0x0000)
protocol wersion: 2
Discover Route: Enable (0x00OL1)
Multicast: False
security: False
Source Route: False
- e e Extendad pestination: False
.0 «iit ciu. ... = Extended Source: False
Destination: 0x1431
Source: 0x0000
Racius: @
sequence Mumber: 149
= zigeee application Support Layer Data, DSt Endpt: 0, src Endpt: O
@ Frame Control Field: Data (0x00) B
pestination Endpoint: O
Cluster: unknown (OxS0020
profile: zigeBees Dpevice pProfile (Oxoo00O)
Source Endpoint: O
Counter: 32
= zigeee pevice profile, node pescriptor Response, Device: 0x0000, Status: Success
Seguence MNumber: 57
status: success (0)
Dewice: 0x0000
= Mode Descrintor bt
Q000 61 88 4C 7 35 0L 00 00 00 43 [ 31 14 00 00 09  a.L.5... .HEL...
oolo 95 00 00 02 80 00 00 00 20 39 00 00 00 10 40 &F ... ... ... .@.
0020 Oe 10 40 58 02 41 00 58 02 00 f9 ac LELAL L.
@  Source Route (zbee.rwik.src_routs), 1 byte Packets: 39 Displayed: 33 Marked: 0 Profile; Default

More information about the dissector can be found &athe link:
http://wiki.wireshark.org/IEEE 802.15.4

R
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& To start another capturing packets session, Stopl &lose Wireshark then click
Wireshark to start another session from Analyzemaow.

& SR Tools Analyzer does not detect a long size @@me (len >= 80 Bytes) when
Network Security is enabled and Freescale Sniffemised.

e During the monitoring session the user can monitor alarms about topology
changes clicking the button Monitor:

ZigBee Alarm Monitor g@@ ZigBee Alarm Monitor g@@

Topalagy &larm Panel ijg — Topalagy Alarm Parel Ip: —
\ .-.'_'i _‘}'I'\—-en i'\. {i :}'I'\—o
. Changes Log . Changes Log | ]

Close I Close

Alarm legend:

. : no warnings about possible network topology changes
. : warnings about possible network topology changes

The button Log shows messages involded in latest network topology changes.
The messages can be retrieved and inspected in the captured packets .PCAP file.
The alarm can be Cleared - Clear Alarm.

All Warnings about possible topology changes will be saved in .RTF file
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Topology Changes Log

Log |C: \Ij ocumerits and. S.ett-ings\si-monaca\D esktophid oﬁitol.i-ng_zB.'\.E.D'I ;'2-4-2-3_1 2.-1 ?.51 T opolog_l,lt-l";anges. RTF Open

Change Topology - Alarm:

- Association Request message:
Packet number: 8 Time: Apr 23, 2012 15:17:35.983000000 PAN Id: 0x2229

- Association Response message:

Packet number: 12 Time: Apr 23, 2012 15:17:36.498000000 PAN Id: 0x2229
- Device Announcement message:

Packet number: 14 Time: Apr 23, 2012 15:17:36.561000000 PAN Id: 0x2229
- Device Announcement message:

Packet number: 16 Time: Apr 23, 2012 15:17:36.608000000 PAN Id: 0x2229

Clear
Alarm

* After the monitoring session the user can stop capturing process stopping
Wireshark, sniffed packets will be saved in the .PCAP file.

* The button Packets Analysis starts the analysis of the captured packets in
the previous monitoring session, the following window will appear:
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Packet Analyzer Tool

=
EEX
RefreshCalor Network Topology
Load .pcap file Load Topology Select and Stat
O MAC O Network.

Clase

Reproduction forbidd
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Select the analysis at MAC or Network level

Click on Load .pcap file in order to load the file of the captured packets in a

previous monitoring session

Click on Load Topology in order to load the topology of the monitored

network

Click on Select and Start in order to select and start the process tshark.exe

located in the folder where is installed Wireshark

Wait same seconds
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Example of analysis at MAC layer:

Packet Analyzer Tool
Source - Dest LT gg‘;’l‘i:nean] g’&“n‘?ﬁf‘]ev] EE"{;LM] enilfep . Network Topology
= 00
= 0814

D40000-0k01 2 3 46657 0592 108 0 = gacd
D400 0302 2 5 0 107 0 Fadh
040000043304 2 3 0 108 i ER )
0000 046372 3 5 0 106333 01481 — weiR
D000 s 12 475 00052 107 00633
040000 Broadeast 78 43974 0025 1074784 00035
D0 2040000 3 11,3333 007 108 0
D02 D 3 13 0 108 0
Db 2 D a g 12125 0002 1075 02612
D01 2 Broadzast 92 120843 00523 1074337 0033
D4E205-0x3ba 215 151256 0,063 105386 00043
D3 040000 213 18,4065 00008 108,837 0084
Ddoba kE206 5 0392 107.2 0008
Dd0ba D 3a 13 09217 107538 =t
DdobaBroadcast 57 00105 107,031 0153
D9304. 040000 2 0 108 0
0334 Dol 2 3 o 108 0 Load Topolagy Select and Start
D304 D 23a 9 0 108 0

(®) AL ) Metwork
D934 Broadcast 7% 0,001 107535 00028 -
Ded72 040000 4 3515 108.25 01406
D e L0000 11 10,0058 1070909 01082
D Bl g 00078 1075 02812
e ldtha 12 125633 00145 1076867 00093
D 0334 9 11,7778 D166 108 0
D HaBroadeast 11,0147 00151 107,308 007

The table shows for each HOP the number of packets exchanged,
mean and standard deviation of RSSI and LQl values (sniffed by
sniffer node)
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Example of analysis at Network layer:

Packet Analyzer Tool Q@@
Source - Dest Route s;ckels B:tl:iels '[:3:21'?::';\1 s HEf'thEDIU' Network Topology
00
= 0B14

04000004061 2 040000-04061 2™ 3 3 i = 90
0+0000-0433ba 0:0000-0x33b2" 1 0 1 B 334
0x0000-0x304 00000-0x3304™ 2 2 0 &
DK0000-0433a 00000041338 10 3 1
040112040000 04001 2040000 3 3 i et
Dulbl a D334 0401 2043304 3 3 i
040b120433a 0401 204338 8 8 0

0000 04320-0433ba" D3ba 040000 420 420 i

C———
04820604334 04B208-0433b" 0493ba 335 8 8 0
0¥33ba- 040000 033ba-00000" 1 0 1
0433ba 04334 0493ba-04f33a™ E 8 1
043364 040000 043304040000 2 2 i
0433c4-040b1 3 0493c4-040612™ 3 3 i
043304 04338 043304-04f33a™ 5 5 i
Dve 37204206 (e 372040000 040000 Dx33ba 3 3ba\ 148206™ 3 3 i .
(Ove37a0u33a D37 2-0x 0000 0 0000-0xf 335" 4 4 0 Load Topology Beleckand Stark
04332-0x0000 04332040000 5 E 0 -
O MAC @ Netnork

04332001 04332 04001 8™ 8 8 i
04333 048206 04433 0493ba™ 04330 04E208] 8 8 i
4332 0482ba 4332830~ 8 8 0 |HOP > Hun Retransmissiore:
D433 043304 04f33a 04304 5 5 i
0439a0re7a 034338 40000 00000-Dne 37 4 4 0

//\\
=y
/ (N

List of HOPs where happened
retransmission. Retransmission
gives alarm of HOPs with trouble
that should be investigated.

For each Source-Dest is shown the route
followed. Clicking on a row on the table the
route on the Topology is colored:

. : Source

. : Intermediate

|:| : Dest

. e
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Example of analysis at Network layer that reports an HOP with troubles:

Packet Analyzer Tool E@@
Source - n" Data Command RefreshCal
Dest HOAE Packets Packets Packets = _l.?'. [ES = = Network Toprlogy

N | I s

0+0000-0:0518  OwO000-0:0518"
0<0000-0-65(3  0x0000-0x65F3

7 7 " - BEEE
g 8 i RS
DWD000-048668  040000-048265" 2 2 0
2 2 0
2 2 0

- 0A13

0x0218-0:0000  Ox0518-0:0000"
(0w868-0:0000 | 0#8e68-0x0000

Load .pcap file Load Topaology Select and Start

O MAC ) Network

| HOP > Num Fietransmission
D0000-0x653 ~> 23

Close
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3.9.2. Mesh Technology

This is an example of Mesh traffic:

Fi

File Edit Wew Go Capture Analyze Statistics Telephony Tools Help

BEdeN EERELE AT L EE QD EE M x| B

Filter: | ™ Expression... Clear Appk
! | P PRy

[ . I
!- hanmnel Offset: | | Filkzs I ATRE !Nnne VE fireless Sethings. .. Decryption Keys...

Ho. Time Source Destination Pratocol Info
0. 000000

4.983000

5.108000

5.452000

5.488000

S BR2000

10.107000

14.981000

15.106000

15.980000

20 1 MENAN o

B T B RN T N
il

=

= Frame 1: 30 bytes on wire (240 bits), 27 bytes captured (216 bits)

Arrival Time: sep 15, 2010 14:10:03. 257000000 w. Europe Daylight Time

Epoch Time: 1284552603, 357000000 seconds

[Time delta from previcus captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]

[Time since reference or first frame: 0.000000000 seconds]

Frame Number: 1

Frame Length: 30 hbytes (240 bits)

Capture Length: 27 bytes (218 hbits)

[Frame is marked: False]

[Frame is fignored: False]

[Protocols in frame: user_dlt:data]
= User encapsulation not handled: oLT=147, check your Preferences—>Protocols—>DLT_USER

® [Expert Info (wWarnfUndecoded): User encapsulation not handled: DLT=147. check your Preferences-»Protocols->DLT_USER]

= Data (27 bytes)

Data: 1d300064 FFFFFfTTo000cca0n08300000204881301010000. ..

[Length: 27]

0000 1d 30 00 64 ff £f £f £ff 00 00 cc 00 00 63 00 OO0 POV T e —— -5
0010 02 04 83 13 01 01 00 00 00 7 06

O; Frame is ignored by the dissectors (frame.ignored) | Packets: 26 Displayed: 27 Marked: 0 Load time: 0:00,000 Profile: Default

G] At the moment for Mesh technology we are using Wirghark with no dissector, for
this reason all raw RF packets in the network are dplayed.
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Rx Power Tool

The button Rx Power Tool starts a tool that shows the received signal quality, in
order to decide if the geographic position is suitable or if a specific module can

be used as parent.

* The tool can be used with any of the Source allowed

* Select Serial Port, Source, Radio Band and Rx Power (if needed)

¢ Click Rx Power Tool

0 Using a Source that returns an RSS! level in a range of 3 values
(TinyOnePro, NE50-869.525 3 RSSI levels, NE50-868-GC.MO0S 3 Band,
NE50-868-GC.M0S 13 Band, NE50-433-GD.M0S 8 Band) appears:

Network Mesh Analyzer E].-"' (%]
. LSE MSB  Capacities Deep  Router Position ~ RSSID RSSI1 RSSI 2 RSSI 3 Total Beacon
Frame lype
=
@) Beacons

B
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0 Using a Source that returns an RSSI level in a range of 256 values
(NE50-869.525 255 RSSI levels) appears:

Metwork Mesh Analyzer

.LSB MSB  Capaciies  Deep  Router Position R551 Total Beacon
Frame type
oh
() Beacons

l 7 /
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0 Using a Source that returns the absolute value of received power in
dBm (Rx Power = Abs value dBm) appears:

Network Mesh Analyzer

LSBE MSB  Capactties Deep  Router Position Abs dBm Total Beacon

Frame ype
" (3 Beacons

0 Select the Frame Type to analyse: Beacon or All frames
0 Click button Start in order to start the frames analysis

0 Click Stop at the end of the analysis session

e It will be possible to apply a specific filter in order to select the best parent in
a specific geographic position. The possible association criteria are:

0 RSSI level
0 Parent Capacity

0 Network depth

£ I
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These association criteria can be selected checking the boxes in the Filter
panel.

Network depth can be specified by Deep panel selecting Deep association or
High association.

» Clicking Apply Filter button, the best parent is returned in Result.

The following example shows Beacons and only one possible parent:

Network Mesh Analyzer E| m|
. LSE  MSB  Capacities  Deep = RouterPosiion  RSSIO RSSI1 RSSI2 RSSI3 Total Beacon
255 255 100 a 0 1 1 0 0 2
Filtes
Deep
RSSI O Hih
Capacities ® Deep :
2

7
jit A { ; =
i “ J
B .5 T [
e
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The following example shows All frames and their received signal quality:

After clicking Stop button, can be calculated the signal quality for each module
with a double click on a specific row as shown in the following image.

-
A
LSB | MSB TYPE RAss
X5 255 BEACON 1
25 265 BEACON 0
43 48 ASSO ]
a5 255 ACK 1]
%5 255 BEACOM 0

Attention

1 1) Double click on module in order to calculate its RSSI

9

In order to start a new session click Clear List button, then click Start button.

During capturing packets process the user can stapturing process, captured
packets will be saved in the .PCAP file. To stanb#her capturing packets process,
Close Wireshark analyzer and click Wireshark froniR&lanagerTool.

< Lt Y A :
: % /// ¥ R ° i W —
- = V4 Lo s s % 4
L B
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3.9.3. WM-Bus Technology:

In order to allow Wireshark to inspect WM-Bus packets the following steps
must be followed:

From the main Wireshark menu:
* Edit > Preferences < Protocols > DLT_USER
e Encapsulation Table - Edit New

* New
Type:
7 User DLTs Table: Edit - P.... [= ][51|[X]
DLT: |User 1 {DLT=148) v |
Pavload prokocal; |wm|:uus |
Header size: | n |
Headet prakacal; | |
Trailer size: | n |
Trailer prokocal; | |
I o 4 l ’ Cancel ]
« OK
* New
Type:

: 2 / // ,;._ — K P - -
, - N [\ &
9 i |
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7 User DLTs Table: Edit - P.... [= ][5|[X]

DLT: |User 2 {DLT=149) v|

Payload protocel: | wmbus_mode_q |
Header size: |0 |
Header protocol: | |
Traller size: |0 |
Trailer protocal: | |
o [ e ]

This is an example of WM-Bus traffic with Protocol EN13757-4 or EN13757-5
Mode R2:

/ o e (s )
% . V¥ i) | . -
/ = % [ & e e R
.l — s —
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Capturing from W.\pipetwireshark - Wireshark

Fle Edb Vew Go Coptwe Analyze Statistics Telephony Tools Help
BN BEXZE | AesaTFi|EFE QaQaARA

~  Expression.. Clear Apphy

Filker: |

o, Saurce Destination

send user data, no reply

|3

Frame 1: 23 bytes on wire (184 bits), 23 hytes captured (184 bits)
Arrival Time: Jun 6, 2011 11:14:32.006000000 W. Europe Daylight Time
Epoch Time: 13072351672.006000000 seconds
[Time delta from previous captured Frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]

Frame number: 1

Frame Length: 23 hytes (184 bits)
capture Length: 23 hytes (184 hits)
[Frame 95 marked: False]

[Frame 95 ignored: False]

[protocols in frame: user_dl1t:wmbus:data]

DLT: 148
= wireless m-Bus
L-field: 17

c-field: 0x44

m-field: aetc

a-field: 785634120107
CRC-Field: oxc24f [correct]
CRC-Field: Ox7hbSa [correct]

CI-field: EN 13757-3 without header (0x78)
= [wireless M-Bus hlocks (7 bytes): #1(7)]
Frame: 1, payload: 0-6 (7 hytes

[Reassembled length: 7]
= Data (7 bytes)
Data: 4c45544552310d

[Length: 7]
RSSI: -17
0000 11 44 ae Oc 78 56 34 12 01 07 <2 4f 78 4d 45 54 SDLuxvd, L. OXMET
0010 45 52 31 Od 7b 5a ef ERL. {z.

Frame (23 bytes) \ {null) (7 bytes)
O Ready ko load or capture: Packets: 2 Displayed: 2 Marked: 0 Profile: Default

8 . : P |
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This is an example of WM-Bus traffic with Protocol EN13757-5 Mode Q:

Fle Edt Yew Go Coptwe Analyze Stafistics Tekphony Tods Help

BHNQN BEXZE A+snT2(EE Qacan #E8X|B

Filers | |~ Expression... Clear Apply
o, Time Source Destination Pratocol Infa
1 2011-06-06 11:37:01.750000 Q0000000000000 Q0000000000000 wireless M-Bus Mode @ aData frame, reguires acknowledge, direct connaction, Unknown alarm
2 2011-06-06 11:37:01.828000 Q0000000000000 00000000000000 wireless M-Bus Mode @ Acknowledge
3 2011-06-06 11:44:51.172000 Q0000000000000 0000000000000 EN 13757-3 with full hepata frame, reguires acknowledge, direct connection
4 2011-06-06 11:44:51.266000 Q0000000000000 00000000000000 wireless M-gus Mode g Acknowledge

arrival Time: Jun 6, 2011 11:37:01.750000000 w. Europe Daylight Time
Epoch Time: 1307353021.750000000 seconds

[Time delta from previous captured frame: 0.000000000 seconds]
[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]
Frame number: 1

Frame Length: 28 bytes (224 bits)

Capture Length: 28 bytes (224 bits)

[Frame is marked: False]

[Frame is fgnored: False]

[Protocols in frame: user_d1t :wmbus_mode_r:wmbus_mode_q_alarm]

DLT: 149
= wireless m-Bus Mode Q
L-field: 27

pa-field: 00000000000000 (device address)
sa-field: 00000000000000 (device address)
eld: oxdo
Data: True
.= ack: True
Direct: True
. = search: False
pLy-field: 43
FCS: Oxh8al [correct]
= TLY: 71l05aabbccddes
Tag: alarm reporting 0x71)
Length: 5
= wireless m-gus mode q alarm reporting
Alarm type: unknown (0xaa)
Alarm information: bbecddee
RSSI: -17

0000
0010

) Frame (frame), 28 bytes Packets: 4 Displayed: 4 Marked: 0 Profile: Defaul
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This is an example of WM-Bus traffic with Proto&N13757-4:2013:

[T Capturing from M. \pipe\wireshark_2012-5-16_16.14.19 - Wireshark

Fle Edt View Go Capture Analyes Statistics Telephony Tools Help

BEBAN BEEXZE N¢20TL(EE QAP BB % H

Filter: | I ¥ Ezpression... Clear Apply
o, Time Source Destination  Probocel Infi Lo
7 2012-05-16 16:14:58.023000 wireless M-Bus send user data, no reply 3
8 2012-05-16 16:14 :59. 648000 wireless M-Bus Send user data, no reply
9 2012-05-16 16:15:09,726000 wireless M-Bus send user data, no reply
10 2012-05-16 16:15:13,023000 wireless M-Bus send user data, no reply
11 2012-05-16 16:15:15.741000 wireless M-Bus send user data, no reply
12 2012-05-16 16:15:28.023000 wireless M-Bus Send user data, no reply
13 2012-05-16 16:15:29,726000 wireless M-Bus send user data, no reply
14 2012-05-16 16:15:31.835000 wireless M-Bus send user data, no reply
15 2012-05-16 16:15:43.023000 wireless M-Bus send user data, no reply

= Frame 3: 23 hytes on wire (184 hits), 23 hytes captured (184 hits)
Arrival Time: may 16, 2012 16:14:29,726000000 w. Europe Daylight Time
Epoch Time: 1337177669, 726000000 seconds
[Time delta from previous captured frame: 1.125000000 secands]
[Time delta from previous displayed frame: 1.125000000 seconds]
[Time since reference or first frame: 1.125000000 seconds]
Frame wumber: 3
Frame Length: 23 bytes (184 bits)
Capture Length: 23 bytes (184 bits)
[Frame s marked: ralse]
[Frame is ignored: False]
[Protocols in frame: user_dlt:wmhus:data]
DLT: 148
= Physical Tayer header: Ox0L
....... 1 = Frame format: Format B (1)
= wireless M-Bus
L-field: 20
B C-Field: Ox44
m-field: 3737
A-field: 373737373737
crRC-field: ox30fb [correct]
c1-field: en 13757-3 without header (0x78)
= [wireless m-Bus hlocks (8 bytes): #3(8)]
[Frame: 3, payload: 0-7 (8 hytes)]
[Reassembled length: 8]
= Data (8 hytes)
Data: 48636c6c6f35350d
[Length: 8]
R5SSI: -47

0000 0L 14 44 37 37 78 48 65 6C 6 ..D7 7 kREEHE |

0010 &f 35 35 0d 30 055.0..
Frame {23 bytes) _-Réa-s-sgﬂwbled Wiireless M-Bus data (8 bytes)
O Address of the meter {wmbus, &), 6 bytes Packets: 15 Displayed: 15 Marked: 0 Load time: 0:00,000 Profile: Default

During capturing packets process the user can stagapturing process in order to
start another capturing packets process: Clos&/ireshark analyzer and click
Wireshark from SRManagerTool.

——— l
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3.9.3.1. Protocol EN13757-4:2013 Network Monitor

After starting Wireshark and during its activitiietToolNetwork Monitor allows to load the Topology
of networks based on Protocol EN13757-4:2013 amddnitor the activity of the Meter nodes:

& During network monitoring is strongly recommended put the Sniffer node as close
as possible to the Other node.

Sniffer Manager Tool

Telit

Senal Port Suun::e Mode

| COMz22 ~ || MESD-868 v || € Other v

Browse

. Metwork
Wireshark Cloze

¢ Click Network Monitor
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Network Topology

M_BO MBI ABOD ABI AB2 ABY AB4 ABS

over [ [ L JL L JC JC L |

Transmizsion
M_BO M_B1 & PBO APB1 AB2 A4B3 AB4 ABS [T

=1

Delete Row Create Topology

’ Save ] ’StartMonitoring] ’ Load ]

Close

» Click Sliding (>) button in order to expand the window
* Add manually Manufacturer Id, Address and Transioisinterval of the nodes in the network:
For example:
- Other:M B0O=1;M B1=2;A B0O=3;A Bl1=4; A B255 B3=6; A B4= 7,
A B5=0;
- Meterl: M BO=1,M B1=2;A B0=3;A Bl1=4;, AB25%A B3=6; AB4=T7;A
B5 = 1; Transmission Interval = 10 sec;
- Meter22M BO=1,M B1=2;A B0=3;A Bl1=4; AB25%A B3=6; A B4= 7,
A_B5 = 2; Transmission Interval = 15 sec;
- Meter3:M B0O=1;M B1=2;A B0O=3;A Bl1=4; A B255 B3=6; A B4= 7,
A_B5 = 3; Transmission Interval = 20 sec;
- Meter4: M BO=1,M B1=2;A B0=3;A Bl1=4; AB25%A B3=6; A B4=7;
A_B5 = 4; Transmission Interval = 25 sec;

Transmision Interval is the time interval within which it is expected the Meter nodes
send packets to Other node.

A T s 3

i e V& = L) i 7S
% / ; ikl | 2 S e
—tr AT VT
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Network Topology

M_BO M_B1 ABD ARl AB2 AB3 AB4 AGBS

ok [1Jf2 [z [+ J[s ¢ [z Jo |

M_BO M_B1 ABO AB1 AB2 AB3 AB4 ABS Hg’:\fg’l'ﬁl'm
L T L L T kA A AL
2 |1 2z 3 4 5 8 7 |z |15
3 1 |z 3 &« 5 B 7 3 &
Fa 1 2 3 ¢ |5 B 7 & =
*

e |

Delete Row Create Topology

[StartMonitoring] ’ Load ]

* Click Create Topology: before starting the monitoring, all Meters are colored in red
because packets have not yet been detected.
* The Topology can be Saved

=

Reproductlon forb|dden W|thout written authorization from Telit Commumcatlons S.p.A.- All nghts Reserved. Page 191 of 206




I I.t
SR Manager Tool User Guide
Tvw0300899 Rev9 - 2014-05-08

Network Topology EI[§|E

B M=12 - 4=345670

M_BO M_B1 ABO AR AB2 ABI APB4 ADS

Other @EEDEEDE

Transmission
‘M_BD M_B1 A BOD APRT &B2 AB3 AB4 AEBS Interval [s]

[T O N 2 I
|3 |4 5 |8 |7 |z |

|"S Is I? |3

T
1 |2
|2 |3

o pa | —

Delete Row ., Create Topology .;

[ Save ] [Start Monitaring ]

* Right click on the nodes in order to list information available

=)

=1
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Netwuork Topology
o M=12 - A=345670
MBO MBI ABD ABl AB2 ARI AB4 AES
L= P ==
______ nooE wrommaTion — |24 5 5 7 Jjo |
e Trangmissian
et 1 .A_BD .A_B1 .A_B2 .A_BS .A_Bat .A_BE Ineval
Teanismission Interval = 15 1 !3 !4 !5 !5 | 7 | 1 !10
Turned on = Fase B N N O A O
Module Type = Meter 3 |# |5 |8 |z [3 |&
£ 1 2 [3 |2 s 8 |7 [¢ |=
¥ |

Delete Row Create Topology

+ Click Start Monitoring: nodes that send packets during the time (Trasmission Interval
(s)) expected are colored in green, otherwise in red. In this way the user can see which
nodes are regularly transmitting or not.

|

/—.
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Network Topology

B M=12 - 4=345670
M=12- A=345671

M_BO MBIl ABD ABl ABZ ARI ARI ABS

ovec |2 s Jl¢ I _JE 7 0 |

M=12 - A=345673

Trahismizsian
‘M B0 M_B1 ABOD AB1 AB2 ABI AB4 ABS e

v+ MMz = ¢+ 5 s |7 [
2 1 2 s Je s e |7 2 s
3 (1 |2 |3 |4 |5 |5 |z |3 |«
R R R O

Delete Raow Create Topology

e The monitoring can be Stopped/Started

=1
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Appendix 1 - How to flash the Telit M ZE51
USB dongle

The Telit M ZE51 USB dongle can be flashed through an automatic or manual
procedure:

1. Plug in the USB port the Telit M ZE51 USB dongle

2. If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

Refer to document [11].

Automatic Procedure:

3. Open the tool Flashing

4. Check Switch Prog Automatic
5. Select Local/GG863-SR
6. Flash the firmware ZEx1.XS5.11.21-B004.s28, Platform ZE51/ZEé1
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Flashing Manager tool
Automatic
Prograrmrming Info Results
Local/GEEE3SA Broadzast I:l
Responding |:|
Fiemat Unizast
odules Responding Errar I:l
v
Firmare
IZZ:'-.F'-.-'-.-" SnifferZigBeetZBPROS niffer & OTANSupel B0 ZERTNWA |AVERT.®50.11.21-B004.528 Browse
[0
Flashing [Cloze

7. Close the tool Flashing
8. Unplug the Telit M ZE51 USB dongle
9. Pluginthe USB port of the PC the Telit M ZE51 USB dongle

Manual procedure:

3. By the tool Management of the SRManagerTool Connect to the Node M ZE51
(see section 3.3.4)

4. Give the following commands:

0x04 0x12 0x08 0x01 0x00 (to put the node in configuration mode)
the response is: 0x03 0x13 0x00 0x08

0x01 0xFF (to jump in the bootloader)
Close the tool Management

Open the tool Flashing

Select Local/GG863-SR
Flash the firmware ZEx1.XS5.11.21-B004.s28, Platform ZE51/ZE61

,-r* | ,ms - B I : , : L _ 4 - = \: 2 M“%ﬂ. ‘!
d T . AN | ,\Tﬁ\.m | d
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10. Close the tool Flashing
11. Unplug the Telit M ZE51 USB dongle
12. Plug in the USB port of the PC the Telit M ZE51 USB dongle

F 4 L ° |
& g s 7 - -
i 4 y - / S - 4
i § i |
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0. Appendix 2 - How to flash the Telit ME50-868
USB dongle

TheTelit ME50-868 USB dongle can be flashed through an automatic or manual
procedure:

1. Plug in the USB port of the PC the Telit ME50-868 USB dongle

2. If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

Automatic Procedure:

3. Open the tool Flashing

4. Check Switch Prog Automatic
5. Select Local/GG863-SR
6. Flash the firmware GC.U0S.01.00-B004.hex

ir i3 P e, g ( A : K4 ® l y L o
o 40 i |
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- oX

Automatic

Frogramrming Info Results
Local/GEEES-SR Broadcast
| ' eerdes |
Remate Unicast | |
Modules Rezponding Errar I:I
v
Firmware
I:i:"-.F'-.-'-.-" Shifferst -BussME 50-868%\FPacketFormatB\GC. U0S. 01.00-B 004, hex Browse
[lllllllllllllllllllllllllllllllllllllll
Flazhing Cloze

V4 o
% ! -
o5 |
%
=2
u
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7. Close the tool Flashing
8. Unplug the Telit ME50-868 USB dongle

9. Plugin the USB port of the PC the Telit ME50-868 USB dongle

Manual procedure:

3. By the tool Management of the SRManagerTool Connect with right baud rate
to the Node ME50-868 USB dongle (see section 3.3.2)

4. Give the following commands in ASCII Type:

ATBL (switch to bootloade
the response can be: OK or ERROR

Open the tool Flashing

Uncheck Switch Prog Automatic

Select Local/GG863-SR

Flash the firmware GC.U0S.01.00-B004.hex
10. Close the tool Flashing

11. Unplug the Telit ME50-868 USB dongle

Y ®© N o v

12. Plug in the USB port of the PC the Telit ME50-868 USB dongle

\:‘"V\

o837

If the response is OK close the tool Management else repeat from point 1
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6. Appendix 3 - How to flash the Telit NE5O0-
868/433 USB dongle

Follow this steps in order to flash the Telit NE50-868/433 USB dongle:

1. Plug in the USB port of the PC the Telit NE50-868/433 USB dongle

2. If needed install drivers present in the link:
http://www.ftdichip.com/Drivers/VCP.htm

Automatic Procedure:

3. Open the tool Flashing

4. Check Switch Prog Automatic
5. Select Local/GG863-SR
6

flash the firmware GC.M0S.01.01-B007.hex (868)/GD.M0S.01.01-B005.hex
(433).

i: i3 P e, g ( A ‘. K4 ® l y L o
o 40 i |
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Flashing Manager tool |'._||E|E|
Autornatic |
|
!
Frograrming Infa Fiezults
Local/GGEES-SH Broadcast
| R ——
Femot nicazt
emote hicas | | S I:l
Modules Rezponding Errar I:I
vl
Firrmare
I:Z:"-.F'-.-'-.-" SnifferyMezhLite\MESONNESD-GC. MOSYE8E8MHz 13 Bande\MewGC.MOS. 0101-B005. hey Browee
[llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
Flazhing Cloze

7. Close the tool Flashing
8. Unplug the Telit ME50-868 USB dongle
9. Plugin the USB port of the PC the Telit ME50-868/433 USB dongle

Manual procedure:

3. By the tool Management of the SRManagerTool Connect to the Node NE50-
868/433 USB dongle (see section 3.3.1)

4. Give the following commands in Hexadecimal Command Type:
0 2b2b2b (ConfigMode) = response OK or ERROR

\If the response is OK give the command:

4154 42 4C 0D (ATBL - switch to bootloader]) = response OK or
ERROR

If the response is OK close the tool Management else repeat from
point 1

5. Open the tool Flashing

6. Uncheck Switch Prog Automatic
7. Select Local/GG863-SR
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8. Flash the firmware GC.M0S.01.01-B007.hex (868)/GD.M0S.01.01-B005.hex
(433).

9. Close the tool Flashing
10. Unplug the Telit NE50-868/433 USB dongle
11. Plug in the USB port of the PC the Telit NE50-868/433 USB dongle

= N , 7 % ‘ 4 . & [
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7. Appendix 4 - Technology/Platform Firmware

Mesh:

» platform NE50-868, Stack Low Power Mesh
» platform NE50-433, Stack Low Power Mesh
» platform NE70-868, Stack Low Power Mesh
* Platform TinyOne Pro, Stack M_ONE

ZigBee:
e platform ZE50/ZE60, Stack ZB2007
« platform ZE51/ZE61- IA/WA, Stack ZBPRO

MBUS:

» platform TinyOnelLite, Protocol EN13757-4:2005

* platform ME50-868, Protocol:EN13757-4:2005 + EN13757-5 Mode R2
* platform MEb50-868, Protocol:EN13757-4:2013

* platform ME50-169, Protocol:EN13757-4:2013

* platform ME70-169, Protocol:EN13757-4:2013

» platform ME50-868, Protocol EN13757-5 Mode Q

SOne:

» platform LE50-868, Stack StarNetwork

» platform LE50-433, Stack StarNetwork

» platform LE70-868, Stack StarNetwork

» platform LE70-915, Stack Frequency Hopping StarNetwork
» platform LE51-868, Stack SigFox plus S-One

* platform LT70-868, Stack StarNetwork

B
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Appendix 5 - Troubleshooting

COM Port Error

Sometimes can happen that the serial COM port results busy even if no
applications are using it. In this case the SRManagerTool is not able to open the
port.

To solve this issue follow this steps:
1. Open Device Manager

2. Select the COM Port with trouble
3. Disable it

4. Enableit

Error Messages

Offset and length were out of bounds...

Rarely when trying to connect to SR module can happen the error message:
“Offset and length were out of bounds

for the array or count is greather than the number of elements from index to the
end of the source collection”, in this case wait some seconds and try to connect
again to the module.

CHECKSUM_ERR

Rarely when trying to flash a SR module can happen the error message:
“CHECKSUM_ERR", in this case:

e Power the SR board OFF (SW2] (see section 2.3)

» Turn the programming switch ON (SW4) on the SR board (see section 2.3)
e Power the SR board ON (SW2] (see section 2.3)

e Click the Flashing button

The module does not respond

Rarely when trying to use the management and configuration wizard tool can
happen the error message: “The module does not respond”, in this case: close

-
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the configuration wizard, disconnect from the module, wait some seconds and try
to connect again to the module.

8.2.4. The operation has timed out

The SRManagerTool gives the error “The operation has timed out” when the
module does not respond in the expected time.

This behaviour can happen for several reason:
e The module is switched to bootloader and can not respond to commands

e The module does not respond

8.2.5. Some Windows are not displayed properly

If some windows are not displayed properly try changing the Screen resolution.
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9. Acronyms and Abbreviations

SR: Short Range
WM-Bus: Wireless M-Bus
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